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J 



Jja^o (iJUil i>wb£ Olajjjdl J k_woU-l fj-^ ^JlS" ij (Jl£-L~« Ijll^l Ul>- J-<uu 

rj«> 4jwL>- /yj i_S «-iJl iJy x_« »Ij aXS jJI J ^U^>-U.l /«J i L_2 «JL!l 4-j y: x_« Juu« 

v^l j 4,/7,/7-klll ij^JljJI oLiJjlt Jy JuJljJI a] .*jjUlII Sjljjj oLojJbdl l y\ 
o(w>i?Ls=( /y 1-Jj-Lc- ^iLj i ioLvaXSjt SJjy>- 3 4^c- a^ol oVlil'J djj i oLijJjdi 



< oU^Lxil (V«ij olSwlJI *L\jj ^L^- -Jl ji>^ ^^ iJ **- ~^J ' JLj '-'jc^ ' ^^ 
.j- V ljL."-x>.>^ L«j«jj .PMI •*• g** k_~~»^ olc-j wsill Sj'ji <l^>5^ju j_j wjj^juj 
olgji-1 /yo j-ic- ^jJ LJLi IjLicu^o J-«ju U^" i j jjl^u dlili 4jwI>- (j oLojJuii 
i^j-U UU- J-*j>jJ olSjJLii ^o I^Jlc- jbl Jus IJla ^Jl is Li?} .olSjJLilj ^j$J~\ 

7*-a\ ji 1 g ■ o .j? /yJ 4£-aH« -5^_al j <Uys-) i >Lj j»Ui) U*4" (3 *"S> 'S> ">tXa <0 ,JL! Lie- 

.iJjilj iJjjJI JsL^I ^o J_U J 12A olS"jLL« <d .(ERP oLidl ±j\y -LJai^J 
^o JJiP ^jifr J-v^L>- jjfcj .<LL^J iJjJ JiL<^ J Sjj^Jkl oL^Vt j-a iJS- 4j" U^ 

7^-»LJI i^-UA diiiS'j oU-jj^iil »j' J ij oLjJuii j-ol JL<^ J ijL^il obLj-SJI 

dr.mohammad. alkahtani@gmail. com 
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J^&J 



i 4—u.oiJI oVj-JLdl jl i J Li I &j— *■« I— fcj L-c ~~ £*j— »*Jlj k — o*^' ^1 
^Jl jLki-Vl ^jJI ^_* -j*_^j jj-^}\ ^-Llj i jji^^-Vl <>* 5_^i1 oUjUlj 

Lygj ./?•>- J l ^-v?Ul ^5-4^ .SjL^i-i 4JU2JJ J , ygJI 4_Jl.C. *.JL> l_ S Ja ljU.A illjiSI (j 
j-_^»«Jl ( \-a jLS I Ijjjijj oLj jAjlUj Jul /.j litXj <L>J ,1>JVI JsjL^jJI JJ-Ql? A*2 

\jj\ Jlj_>-Vl -i ^«« J - iij^j jl Jl->V t3jL~^ oV < i^-^-^jj <Sj_«JI oLlxS'l 

jj_£.ls *._« 4.JI VI < dlJi 4jl_ji l_«J /o ■'■■ g a i— >Lj jl < jj_~»SL« J.-45 A-^-o 4.JU.jlaJ 

V diJJUj iS^_JI jj| tJLixS"! k— j«_vaj -ii ajVLjcl^I 3^ fl~jlj < cJjiJVl 

twS^^j .oVU-l ,j^ju j jljVI olji Jju Vl JUl jl iojLdl Jlli jj-^ll j-n-tj 

•«.~j Loj i oL^oli-ij oVLajVI oVl£ (j j»jl2iII f-jLJ *_« jl ,.>>Vl »i.A ,«ilij 
oLojIaIIj oVLvaJVl olSL_Ji (ff-lc- <UjJL.ll oLojJUil *s*s>- ioljj .v villi j^- 
j.jlc- o^^iL jJLJI L§-jI*j (_^JI jj^lj-c-Vl Jl>4 Vl I-!* L»j .oL—U-l J iJjj^JJ 
^J aj .2JjJj>-i ouiijxj' /yj IvjiS ijli 4j <i_L«>j ajfc l«-Sj < »JjJj>- oLiij olJ.p^i^l 
. »>-l jJ-*' <— ~jI>- i *Aju o\~»Jyo Ijjxjj i lg.j jU»^j I g' i.« l^ I^jwj 

i <Ua3|jj <lbilS sjj^J Aij a_& obij-bu.1 /wol ^Jwai>-I j»l^-o * *J<_^I "yt ijj 

UJ->- 4-Jj.S.SoVI JajL^ojJi ^a^JhiI^A. i Ja.w^.J j aJLjj jl Ajj^j jl 4jJL~o OjJ 

/wo C-JCiJVl v»£- iSjJLil jl i LjjjlxJJ ijlatll oLjjAjJ.1 IjJ JpjjCj ^Jl jliai>-Vl 

OLS «-lj-^u i ^^.ilW l \-£- j_!ij( t_9 j ./?> i "i^j^p j»ljil a-*-* (JljJ Vj . y^J^ jl 5S j^o 

: ^ij bi jliai>- VI j »J I /yj -iSrp ■" J"*^ 'ji*^° J^ ' IJ-A^ l«-l->tX~>»>= 

7 
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J X>j o v^J • j\ 4 la «JJl>j 2 J J-A^- 7=-*' > > U' >OI Jl 7y\y. !l v^>- 



JU*i j — jsJI 



. oUL-JI jlp-IjS j I oLSLaJI ^1 4j r^^sii j^s- Jji~jJt jl o^L^^I olSLj. 
LftwwJJ jl oL«jAjd.1 JL=>-jJ (»j._c- jl ( L_ajL«>-J j\ oL« JljJ.1 -^-^.a • 



. «jl.JLXJl 



2j->-Vt iJjVl J j-6^ olJb O to jLd I ^y I jUas-1 *jjJ i>-U-l «-o LjjLsij 

i L^^t L^jLJi t_ij^jc;J jjL> Ji^^ i__>lx£JI IJus UJj^> j»lS JL«s <t>-jx!l I JLJ talJ^ij 

J_£J aJLjiil oLojAjJ.1 Jj-o lsJ- 5 ^' JL_i-l (<u-Lij x.-o i S]a_w»~o iJjb oLojJbdl J^l 
££jUl!1 ^Jaju 4_5jj>ij <La3(j iilal i__>lxSol ,»-bi> L*S .objj.Jbd.t /wol "j£- ,»Jj>tX~^ 



/j_« <La.u:£ ?ol ,_Ji i jLxSJI k_J»L£ l_«.S . Ajj^.l!l /j_£- lj._ju ?-j_^2 all /..c- I j j ./? " 

,\-«J .*jlx.«J.I A^._^J( J)\ (3 j-laXj i_jLxSoI jLi 4„>- »i!l (J-^jj ./«.^;~iu «•! JL!I /«Jaj<>i 

«J ij i .j ./?' I /._« rjSjj i j j .'/! 1 I f'jSj J-*-> O b= jAjJ. I /^ I j Uai>- Li ^C- jJ I J-^-^J I 

LfcjUl <_i_.i]£j L^jw < J_«Ijc;J( *5 i iaJ^UI oLULx^Vl JU-L L^SLx^lj jUai-Vt 
._joL^j jSwJUj ^-,jcj ( 4_vo.aj! ^-iS^- i_i f y-^ y *— ^ L* 3-^*-^ ' iV°' fy^y •-'] 

*Aix_w^i Ls- J f-j^0j\\ (j_& ft.,,/} i jl xJ »jIj .o VI ./?"Vtj oLo jAjJ.1 <LajL> Ai>- 
oL^ojLsr Ijlj j^^iJI r»j-L>J( i y 2 -*->. JL->- <i-UJ j 4_!U- < aJL-JVI ^^*il f"J^ dr° 
j«_Lc- iJUa dlJJ (JLc- VLLoj . JJi:u~o j«JLc- /j-o 5-^i j I *Ss- A£Ju JLi-lJ ,<u < 4.Sjii« 

ASLjL) p >-i!! '^~* '-*~ij ' <e-***l J-^J ^-jajoJI (*JLft J-* oLojAjdl ,V>L> Xl*p J j 
(«-Uj oL_^L>^.!l j l _ r ~^\ <^-« lO^iL-^ * jjJaJj J-J-ij JjJaJ! ^_« i_cj^.^ 

.0 Li! ill ^-» "y^ji iS^' ' S-LjJl A-*-iJ ' * *^f" A' 

Jjj-J) ji— At jj JJ x«^ .i 

4^.iJlj j>^l«.l! JjJjJlj.^C- lilill 4Jj-ta tf^JJ (JL«uo 
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jj_lc-j i c*-*JI dJ-v? Ai« s <u-§il 4iijjl JaJi£ yzljj^a jj\ jo .,^? a L«„J 

iJi ii>- ,j i /«i g ..'Vlj i (j^_«]ijJ.I oL«Ji«j 1 4_w^u ill oLjL^>-j i o*A_s=1 oljL^J 

."OlS" ^ Lstf" 

S^-2_S^J1 jL«jl!I /^ ^j^-^ lj«i->"\j ,*3L*p-i »jbj (j t_jj^/U-l * I Jill** I l As- 4Jlji-Jj 

0j-j£j * "> j jIjj »jjLji J_S ./?->^ ( k_~^>-Lc-Vt A-*-^ t_£JJI ^cp^-^JI <3j-U— a!Is 

IJ_£j J .4_Jj^i j»l AS- 5^w»*^s 4_iLJ_9 j»l i L) a^S^J W2J 01S Ls l$X« *' 9-*-° ' OLjj-Lu.1 (Jj^Lj 

( i > 5_^ol>-i j_j O 1 -*^ 3 s-«' oLiLsj 1 4_w^^u ill ouL«> 03-ii 0* (V 1 7*^i3*^ 32' 0^-*"2 

,^JI 4JL JaJL L^>i?^c-j i s-Li ^u oLaJbdl ?-l>-j^ul «•>-«-*-! v~^> *JU dl! J ,JJ 4iLi?J 

psJo $-*& ic-i' l *-*^° 4jL«^J oJjfcj .4J iLi y^f-J ^> 9-L 1 T-*" 3 , j g«"^ 4Jl L«-S .<U^ull« Lfcl j 
.Jlil AjiSyi <JS- s-L; 4jLi SIS j k_~~»^J i 4X»«wo li Ajal^ 4j'lj » ,/?^i (_£jJI 

o_ ^ L* dU ^-L->l cd^Vl iSLdj <Lxk>j lil t_jj_^U-( 0J L-^jI <lJ tjiLij 
->jj J (^ " J ^^. ^ i^iJ 
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4^Jj^L^^i (J\_ju LI}-' 1 k_--^uUt_U (jl Qj ./: ./!-*£X\ 4J (j^ < Ajmjj cjj^oj ,4^Lc- Lj 4J 

LjjS ol 4_! IjJlSIj 1 4_^^oji1 jl Jj-iil ^jiw^o ( JLc- cJlS" *-lj— < 4JL*c-l »jbj ^s- 

Ji^: V (j-o (— is- j»J-JI J-Uaj (_/-!! lj-^I LsiS" j^jw d_J ^JcU^o ^jJI *jj| ^ylwo 

.^U-l *lo^J Jl^_ V y, jLc dU j ^ Vjb jlku-j < ilx£Jlj S^ljUl 
Ljj -i»j_jCo iff^l jliai>-VI ij^j 5j>a«> Li _ji ISLla <jl jj »jj-L>- («— $Jl »-£• 
4_j j^xll oLaJbul LjJ ~i?j_jCo (AJI <l\jjj i i_ij_^oLi-l Sj_^j>-I j <LJjj*il oL«jJuil 

: ^ Djili Lo (J ^kL=j , 3jj t^*- 
(j LgJjL^- jvS^-c »-Laj < <Jljjl J* 03^ oLojLdl cJlS" (Ju l*J 4Jl ( 1 ) 
1 SJl 3>-vj /j-^l o*-SL j I g « »/* v ^r (lri^ , " , ^^ d$*&j ^~°j t-^^* J5 "J ' "^"Ij p-^ y* 
d)Li dJJJJj 1 L^jj}^- jLx« J &>- jj> /*-*<? j <j™: ^-*^ ' J***" I lP^-°j (V 1 ^*«*' jl 
.S^JaUij iii« IJla ,jj 1 a 1a 5jUJ-I oWI^-J (3L~>-I .y> iJb Ji£ ,\J Lpij^o jljl -^o 
I j la ,^« Oj-^i V oL>-Vl k_~L&l J 4Jls i_jj^/U-I j £jj£ oUijIjw aSj^ jIjI ,y Ul 
Lg._skju oljjj_~«5L!l -!ajj-j (AJI iJ^LuiVl j^-& JJL-jJI 4_l£Lc J_> < 0LC0 SjjUJ. 

. Jj>-I ol J 01 Oj-i Ota jJju.1 aSj^oJ l ^2J«-J 
t Cj\j~a\S j\ jjn ./?" OVI jjj 77^-^ oLajJbvil L^-S ^Jl ,JjIjjJI y^^j 0\ \2.) 

.IJLft /^o IjI <wJJa^j V oLwU-l (j iijitil (Jj^J^I T 5 -"* ij^J 

: oLu^l aJ*A5 (JJ L^™^ ^SLc oLojIaII LjJ ^yS j£\ jUai-Vl 01 (3) 
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jjlfr 3_jji*i! oLojJjdl (s-l-C- | x-2j k.i: yfl.il ( JLaj < iij-^ I gJaig. (j Oj^i-jj La^S3Lo 
.e-lj— -b>- ljIc- k_~wolji-l j 4Jji*i( oUj j-Lfr *JL> LkS" i (Jtjjl 
jjg ...II jj : 4->-U-l JiJLe- L4JJ Jj_v?jJt jj-o oLojJjJ.1 dJJLo jLoj>- ^ia>- (1— ») 

lil L^i« oLojJuit k_^>-Ly? oL-«j>- *>-^ [O^? 5 ^ -^ 3jj^\ (JL*■ iij^it oLojJjdi jJlc- 

i*^i i^li^ jCUIj c3'jj' cr^ ^j^i' oLijJbdl :OL>jl*il j^*j Ja?- ( — ^-) 
diiJJj < 4jdas-Mo ~jLa-Vl (-JLi-l J - jL^^ J^_^ Lg^ ^-jJJ ^1 jl ^ 

l_al .(iDi C5 _U^ JjJ jLjI iJjJ jjj OULJI dJUj j^ jl J !?<■■,! ^ (_^ ^- J< -* 2 i ^^ 
?-jJj j^ifr J.U jljl £ljj jjJ Lfc) C~J«Jt jli <■ ij^JabJw JajLuj ( _Lfr ijjitil oULJi 

.dJUi 0j-> iiji~>«-U ivsli- ajLj>- oU(^>-I iUsC-1 ,»jL (JJj 1 \jj^-^ ij^l -Uj diii 
Lijj lJ-£>- k— wlkj La^_jJj L^_Ujj iSjj_~J.I 4-^jjil JjLjjJI Jj(j_J jl (4) 

er-M t3l>J^ jr* (j^J^I ^j— SI j^ i«-gll oUjLdl dUU ^^U J4-J jl (5) 
Lol .4jjj*l\ JjL^jJI ^y dii J j-i jl 1 l$iy- jl < U-V^ ^-^j < 0U1 jLdl lillj L^j 
1 k_~;_^iji-i j JJjsJkl oLojLdl C5 _U ^^.x^ U ^J1 oLilit iJJU- SjLxjJ.1 iij^kii 
oLilu i2J_u /w« ^aJLitij V — w« Vt 4_iLiL>- ,j — L^Jli 1 Laj^^j j L^xJj g . «■ >c« jw 

.Ota jJju.1 ~gj .,^7 I jjUXa (3 Jju /<J UjJu L«jlj IjjjlJi 1?»j j-«Vt i-J-*J 
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iJ*>L^I ajL^>- Jj-o r-j£ *Jl (O-lfi- 11 k_Jai-t («-^J t-^U^it Jtjj .iA^LaJli" A^ifr ^ji-l 

j«g:\J .ajL^>- (j <U ijtil oL«Jl*l( 4_;Jj /J^ L> J ^ *«*■ i* 1 -^' j**' jW^ ' * .'J j-^ 

J_S JJLC- Oj-&j jl /—a V-L»S .(JL«JJ LjJ j_j ^j_>-l 2lgj>-U Jaj j_j ajl_£>- (jl_) a j ■*«->• I 

1 a-Ls-lj 4SwJU) a l^j>-Vl Jaj J ijl ZpoC <Lo «->i? 4j>t^obij 4juUaj i iiuil> j*-^- t_ 4J» «>J 

^_j| 4-u^u 1£ (j^-UJl sJI * «*->■ L^iJj>tX_wnj 'Ujj ■/? 4j>t ^uij aJ_s-IJ 4_juU2j ^_«XS\jj 

(3 j«_A /jjJUl (ji_«]aa_U -Ls-I k_^X>^ (3 4j>t_^oU,i jl OuliaJt jLySjj ijl /p^-C J i ^Xjj^s 

J_*j>- LjI ajL>- x_«_c4i J_iUi 5 -'—'V ' ' **«k>"i j*^ T^iy^ 3 tg>> o!)Ovl« 4XXJ /<Jj 

^_lc- 4jp*_^u 4jjjJaj ,«_£jj_£>-l -j_« 0jJ->-J_j j -SLjJi 0j-«— «>j L^obl IJuA ijl S-^i 
( Jj\ obi jJjJ.1 J^r^i J ' '•"■m** L^S aloi^i t (T^^t L - J ^J-~^*^ J l - J " J- 1 -"^ <*-^J"* 

/— o wlAj «->^ 4Ji k_~-^5JUJ .4_^^«j jl_£>-l t_i_Uj L>L>-lj i Ol_« aJjc« jj L £*3 L« j^sJ_X2 
^jlj jjj-A!1 a JLfc JJT C— SIS' IJI i C-Jj^ Vl aSL-Ij ^L-^iU- Oj-buji ^JJI dUJjl 
/y_« L~-S CJj~S- j-jVI <U~«P 4_jJL> aJfclls L^liUb*- 3 CJjSJjl 4^-Ju jl v^"-ls ' l-g^-» 
^w^^Jj ( oULij( ■.V' aj-j i u>-«- c -VI l 'y yJS \^^3 (3 C-^-*Uj j i UjL>- 3 **— <iVI 
aJ-^ill ol S..to"ll -yja jA£ L^jw C— L>-J (jJI ^i'*^' W*' ^-*^ ' oLo iLdl ^jl Jj-v'jJI 

oUjJs-I v^s- oLojJbw » ,,^?t jl Lo a£jJi} /»^-*^ .oL^jjilj olS"jA!lj 5 j( J^U 

rj-a 4iil Ijjjj^i? |ji jj 4J| -xIjws ici^ iJ^J -CJciJVl (JjJ 3 /t*- Lg-CJ^J jl J~«1XJ1 
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( _^IjJ1 j-*Jl Lol . *Lx« J^-A; c-Jj^JVt aSLAj Sia^j^il 3j^_>-Vl jJ^ ^Lj ,j Jlo^j 
4_j^jJ( 4_SLL»il L$J Lc 1 JjJlJI 1 ^_* jlS «lj>-jj^_«JI IJLa ^-u LsTj .c*_>j^>Vt 

1 ^\j^i\ aLp- j ^yj_> dJLi }L> (JLAj 1 ^j-SJ-lj 1 t y>\J-\ (jr^Uaiil j JL*c-Vl 

(Jn .,tT>Aj 4_) jj toll oLaaJjdl 4jUju /j_« ^A^La < J J-*^ l \S^LS I OUui lit Aa-C- ^^J 3 
k_~A-b /<u 1 Oljl &>-i j'j_^l /*£■ 4Jj I^Jkl <^ji-i P^^y 'J -j lW^t 3 U* J jj ^° j'j^f" <r^ 

.Lva3 4XSj >^_V IJlA^j 1 C— i j~>j\ aS^JLj \\i.~jA ojl_£>- ijlS 

(j 4_>^l>- 1 (e-commerce) 4_Jjji£JVt SjL^xi! iL_^j c^>s_^l iSLjJi jl \*& 

■ijJuA-l c— JJi L4J1 S_J jji$3Vt 2jL>tx]( j~c Lo /*a1j .iwJjU! JJLuJ.1 ,j olSjJuil (jru 
ol^j_Ji J_i v^ 4_^L«Jl! J_>>^c- (J-^i JL*^Vt J->-jj j*-LiH ^-_vsli < AJijiti-i 

.L3J jji~«j ^Jl iijjJI Aj 5 iojdl r-jl>- •Jl^'j 

«-kL«j - JLtll ^-^ ^yifr ~j^-^' j < ^^^' uL-^VU .diiiS" J^Vl I4L0 Ji^i^ 
oijj-j>s->-( A_*p-j 1 o(jL_~J( j^^-Ljj t q1j ; wll olS y-jij < (3^Li«Jl jL»_^ol 4_jjUl« 

OUlJ^jUJ IjJ yfl-0 C— )IS" O^J ^ g^ : jji^— >- ji ^—^ C~_!j^ Vl j! Vl 
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ijJLJt JijJiii jV f»-§i-^ iyi^ J^j^^ tS^tSi 'j- -^ L>-^— ' Oj£> L>\ /j^C cJj^JVt jl 
AlbJb (3~V "^ < *^~>-' <*-^J"' 1 W" 3 <-" ^*^ . f«_gj^)Lo J^Jb>sX! CJ i>1jVi ;Jj)to" /wo /o g'V-C Lo 

Intrusion ) (Jlj-Xi-Vl ^i ,!£" 4 oiaJlj 1 (Firewalls) 4_>l«J-l j(jJlj>- C^-~ij dJJi 

.Ia^&j (Detection Systems 

i i >j_^ul>-i obiJ-i- /j— ioLsX-^Vt 4_^LS (J 4_JUUlj pi_bj_>^ ^_j| »J^-L^Jkj 

t 4_^u»»>-l JjjlJjJlj <Lw2it_JUjl obja-l*-«JJ A^ij'ajI Aj\a>-\ j*s£ x^a i C-o£jVi 4>^Juj 
*(j_^o t JUL!! ji-^J ' <JL*P- Vl J-^-JJ ' »j-^Vt <—>JJ -ij-iU *AJ-> i_>h£J( (JiA jJIj 
J-aL_j 4_JLbCjJ £jjl J.1 ■/» *J /j_C- i_jl_I>J( OJ_=tX>J < iV"^ (*^ H **— ~° _^ > " C— >l£ 

< c-Jjij Vl JSL-ji (3tj^i>- , y jlj_JiVt L^LL^j jjJt <JjiaJ1 j-g-^' is^ ^jiJ ' olojLdl 
ol*lj_>-J i jLxSJI (*-l5j f«-j 1 oUijJjw 4o rail j< Lg~lc- (»j^ L°j ' i_)j^ol>-i ot-bwj 
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4 aMa 

Oj_)l Jj-ojJj < »jL-iXJij o joJaj ic-j~J diJjj i <UJalS Jfcl j) wll o Jjfc jjl i >a^ol>-i (JLj 

O^Ij>-j <<-. laaj 1 4_JIU 0%oL>di J till (U-^ (_s-^ dUi jV -? ' '— 'J-" 1 ^"' SJipL^j: 

jl1\ iiioVl jy dUi jjfr Jl 1 i^Ls^Jtj iJait Sj4>-Vl y>j~£ Jr*-^J < oljjlkJ! 

< 4_w>i?lH ,-JUjJi ot jJL^JI 3 2d>-i «U>-j Lg.o_,...jC C— «-c^ iS cJ |r->Vt Oe-lsj- /<w 

<_j«_ml>-l jL^ixJl c-ic-L. s^5 1 i_)j_^L>-i L^iJ_5j ,A-!I oUj_3-I jIj_JL« colj l_o 

. — (jJLjj *AAJj 1 Uaji>-j <lc-lw? — Obi jJju.1 (Jl*- 3 *J_V OjJj>-Ij 1 a Jl C-JL»£-J 
OlS^_JUJl »J._& /j^o ISj , OlS^Jo "yi 4.J iSs^J 4S^*i C-jC^jVi ijl ^ Jji 7**+0 J-^JJ 

/j_« 4^o»xij Li, I . Iji 1 ojj^-i L° *j cJ ipJVi aSw^j (Jl .,^?"VI (5-Lc- (j^bji lj**j^~J 



jl dLlCL oli < jLJ-!aJ! Jlji^Vl iij^ j-e. oJl^_ pJbJI SjL> j Ljj dL.V 
Loj.pJl_« ^._*2.jLo L>-^_Ji 4_J J_^x! http://www.hostuffwork.com J_Lo L*J j^o jjjJi 
( ji? ,_ju jl Lo 4.S" wiJ |V^-C c£ >->■' *-$.>• /t-^j .4.^" ,^txll iL^^^i! I oUj^o JL; 

/-_« -.- J JJL£- J J (2i.jj._) A_s^2.Xi I C— j^jjl 4>^_Jo (JjjJa /f_C- 1_£j«™jj LjjLjcXI* 

C--S" lilj <4SL-JuJI ^j-Lc- LjJj-o L(J J~*^ < y&° < jjj^ <>jLU .cJjiJVl iSLj. 

4_>-U-! jjj i *j-^jj]\ kJSJ (X-Sjil *j^j "^1 ^-JLc- Ui iiJUi JuJ.~*j Jl i>-[£ 

■JjJ>\ S J ,J 1 Jl U^-^ V 1 *^' Jl 

La^sjj ( jJI oUjjLI -Jj-"! LJjU- jJ Lj Jj1? ; ... *LaU jj Jj-aJI <L v ^'A>-j 

CiijaJVI aI^j JL^SV! JjL [2] 

< ^y^Lft Ja_>-j (Oj-a jLf>- r > '- ) ^-~'L Jj-£j jl LoJ -kjjJIj ULa .(l)JSLiJI 

t-aJI 56) (JJ 4X£-j_^o J-vai ia_AS < Ujiajl <u£J < iilfT JUsjVI f-ljjl Jil f-jJI IJLaj 

LgJ *JukX~J ^jJI (DSL) ijLaj ^IjLjit^ol; bj£>_ jl UJj < Lr *23\ -^>S (ioLJI j 

oULJI J Z ^-Lc SjJ^_AJ( Vs»Xs- (DSL Modem) ^y*— J 4 ^L^- Sj. 

JsjJai- ^.Ifr i (3_jD! j 4_skJ Jj-Ju 52 Jl La3 1 64 (jro t-j\jxJ) 4_Jlfr oU- 
/<JLc- JJ L^JU ?c_U ^Ji i»LLjI &j <UJ3-( Jjyj Oj£j (jCajJaJi Lo ,jj < Lj~wlj t_i>LJ( 

.cJ>Vl 



«U^o 



£j i ii i a iiLL LJLajJjtXI jj^ai 



( Ekifk Poiil l > *J* ^i&ni 1 >Jbb«> i*i J**3i & jiu. 



Internet 




SAP [Network Asoem Point ) 



POP J a PUP J 




bl gji^J-tfc'ii 



aijSSl *S^ JLAfcU J> 



.CJjsi^t aSLjo JUflj^l Ojk :(l)J^LiJl 



JiJjj iLU-b olSLJi dJLLi: La LJU L$Jls a^^J-I jjljjJIj i olSj-iJI LI 

oJ_fc 4_L«I /w»j . 2>~_S J-4J ic-j_>*j J— «Jo <W?l>- JL^jI J» «Ja>- 4Jau«i I«j <UJJ»-I ^jVi 
t ( 4_Jliil (j 4_JaJ Oj-Ju 2 ) ^jj J-sfiJ ^j-^° LS^*i <S^ (El) (**u^J "-^/M ^° i»jlai-l 

i (2)JSLiJI j U£ (S-Jlill j L^J OjJu 34,4) Jl J-vu" ic-j— LS iu> ; ; ^AJI (E3)j 



ij mi a 4jt_L) CjLa^JLait i jj»\ 



]E3-^ 
lE1-^ 



UjJjIJVIj JU^jVI ail ' "J CJlC-J**J Ajjl&d 



^ 



1 



35 
30 
25 

-20 u>uii) ^cj-uJi 
1 5 (0j^ J 
10 
5 




E3 



j El Ja>- j»IJL>«luilj olojlail JJL 4C-^ (jji *JjLi° • (2) J^-SJt 



diUjkJb 4ii*l*il ^l j^JI [3] 

J J i t_2jl jwj 0*A~£ wJj CjLoJ >- C« JjIJVIj <_Jj uli-l J >ol I aSj 

i__)l_£jjl •j^ftil Vj-a j\./ik .SJoJl>- bbyl <LC JM («JLc- LJaP-l Jl4S «JoJu>- plj>Jil?./?*J 

4_>L*ji- IaJ_>-j ^_«SJ V /yjj_!£ /pi «IJ ra a>- (JjjJU—^j Oi ml •>■ ij— * ^ w 9~"-*^l 

jJlJI *j\jAA j^iju (_£JlJI (Cybercrime) yJlla ./?* j gfej . ( u?j_^2JlJI -j_« oLojJbdl 

4_«j£J-l 01 (Jl j-«Vl J— ^J JlJj .C— >j=JVI a5L_J.j t_Jj_mU-l >|JLJt."_>,.ilj k_—&y 

(Cyberspace) ^JbijJuil Jl s=l 4_>LJ- SjjL^ j»2003 yjj^ j C~iU»l i^j^oVl 



ij i ii i a 4JlL> LJLajJbiil jj^sl 



j . (National Strategy to Secure Cyberspace) 1 f^*\ ^oj—aVt ^yj ait 

jjjaj y£y> *LlJl pjj_>Lo 4jJja_>J( 4-?>>*^ <L£LJ.I j oLojAaII ^LJJXJ ijjajjl iki-l ,j 

JJjLcdl oLiiUJkl j ,3-Ji^sXJij oubuJJ 4_v^l>- SJlj>-j *LiJj pjj_ivoj i oLojJuil (V°V 
t3j-»-j < (» 1 999 j»Lc- J (CD Universe) *Sj—Z> aS^-J. ^j-^Jj >— '^ c^j 2 -*-' 

UjJ_i 4_>ji <wJd»J < aSj-^JI J/Wj (J^ 2- ^ oL-*3l JJIL 300.000 oLajJbw lg "" 

DjL_a ( v r _fr oLojLdl y^ *li *_iJJi j_t AfT^iJi olsU; 11 j . jVj-j 1 00.000 

cJjiJVl aSLj. (JL^- oliUaJI 

jl (Daewoo Securities) *£j—Zi c- s-ixS't * 2002 aLc- v^ j.Ja.^1 <j 

1 4_J ijli J--C- Sjj ./?i c— *-j -Ls La jjJ_J (Ait /« g ..'jt /^ tjVjJ jj^bi 2,1.1 «cu~s L« 



http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf ( 1 ) 

.jJ424 *u io^Ji 

MC : j iJ j Shon Harris : i_i__jt 3 (All- in-one CISSP Certification) : ujI ^ (3) 

.Graw Hill 

.^Ul £►_!! (4) 
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oLajJbw j»UaJ (3iyi>-U j»zUU3 j~*~»jj (j <u-oj Ji ols ,JL!i ^J^-J t_jjlij^ ,»li 

4S,JL!b 4JU jV^>- libtLi 1 4jymj ^j^aj 1 >j\jjj 1 (^gffrZ2\ «tjij p^jj ' 45-iJ! 

■&j-Z> Lr ^j (eBay's PayPal) J 4_^jiii oljtaVt ,_£JL_>-1 4_wvaj^j. c~U*XJl 4 g->- 

djUL djJi^ Ol i_sJl§^J.I ( j^k_^JI ^r° J-^idl ^_LW iiL^^JI dJLb Jj .(j^Sj^-jII 

1 wtlj ^JiC-l 4jUlo C-jJ^- A>-jj 1 C-3|lt t_jLs all! f«-§J-U 4jL^>- Ja ju" J J J 4,,/?->tJLlt 

^Jl Ja ji^Ji »J^J»-I 4jl ;L ^>J ^ Jajl^JI c5 _lt ^JL; OJl£L-JiJ ^L_i Li j .(Link) 

J_«l£Ji 4-«-J Lg-La ^^Ji 2L«^5wJ! 4jLjL> J*- J Is < (eBay's PayPal) *_ 5j^ a JLj f—^y 

4JojJS f«-SjJ 1 t-tLlJt (3 4jl*^>- f«-SjJ ' C^J - ^^ 4_X2Uaj f«-SjJ <LJl«JoVt 4_XSUi) f«-SjJ 
ip«_JaJ( r-ljJCLuiV *Lkfr t^J-^ ij-^i J*' <*-*J^ '—^ <-^' iiLJLi-ij .i-L dj'A^ THJ^J 

4 o_»A) *JI *2J frl . ."■> * S aJkl !«-«-« >^ /jJ^ il L^iJj>tl -ul 4 «_£>! Ol oajjw /«_>J «XJ 

JW dLJI jUJiL ^ Li dUJL) <u:; Uj .,^£J.I diJJ ^L^ y, jVjj 1200 

Vl 4-c-l j Loj 1 JlJ-I diJi -Up ^xJl Jii ^<>Vl 01 jkj < iJLuS Vl 4:Slko J^jJI 

L_^.a>i A_aL».Xj ,^-Si oljL_^»JI ij^-«lJ 4.S ,_Ju jj <LLJi j^._jil J~su iSLuj 4.j«.l>- ol 

^-oVl iSJU-j .j^jj 30,000 »jJii L>^i 4JQ9 tjvaij 1—-— SS'j-iJ! LjJ 7-j-iJ 

^^ L-vais.Ail 4.jIojL«..o Iji^^ o'-"' 1 '" ^-^j' ^r^ 9 (k o^j^* 1 l — ^^ >—JLlaj j«J 4Jl 

(2 ) „ . , W| „ , 



./http://www.crime-research.org/news/17. 12.2004/852 ( 1 ) 
./http://www.crime-research.org/articles/806 (2) 
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djL»jLl-Ail (j>»i l— itij^.a [41 

LJLt ^*JJ( (jt j->I~j Lo jLs ujj—iU-I jojI^-j i oUjIaII ^yil iJlS" ^S"js Axe- 
objJbdl Ajj^o ,-Lc- lsL«>-l jl 4jUL>-ij i ij^o (ciJ jl k_^£ J^S oUijJbw t_jJJo jA 

j-°V jjj^i Oj-s^-^^dl L«l <-. j^-oVl ^-— >1j>- jr* LJl^>-Ij WW- ^j-^i ^1 J^-*i V 

Ji" J^A. cJU-l tJussj :(Data Confidentiality) OUj — Uit 4jj o (f) 

<UiUl jVJJ < oLaaJjdt /j>il /^C- C-jJ3-t JJLC- *_«L»Ji /t-*-i (JJ J- i '~i *-" J-* ' biL»l Lo 
La 4S.JL! (Jul t_45 Jkij i 4-,/7->iJLll oLojJjdi : L^lij^o i \s- -^p*j l 2^\ .oLjjIaH 

Sj^iJI j *1 >■ L_I \s%J>- :(Data Integrity) Ol — »j\A\ A «*>Lo (O) 

iUil jjs La Lu-$j L* jj^ij < oLijLdl ajj^u ^jic- JiiUi- jl La Ljju V 4Jls < iiLJi 
j.Jis . <. ^Jllail ll-jJ B^iS" ill*! -^Laj • jx*^\ y oUjAjdi i>LJ- iaj^Ui j^tJixJt 

(_^ jj Loj < [^jJ^i J_«_s<Jj Oi_J.iaj ij>i.A.JL> /jjT (JO i^ili » Lo.».«i I /«J( &l bi <*_£>- >-~»~> 
/j._«.5 i j-^JcjI /j_« L^.XjL*j>- ic*-*-' (*^' 9-*^' fl -^-* /V ' /j* - OJj>tXj L«jj.p Loli L»^*j>- 

< L^la V-b (_£ S-\ s-L«_c»il ^tjjjj ' s-Lo-^jl j^2ju lJJ^: La -ajit^i r»J^J jl A.O.sM 

/j_« Ajjj>tXji A-L^j jt*^ i_r^ J** ■ < *£*-*^' ^■■? 5 -^ 7T„k~L? jrfui! liujjt />>= [r^ l~~»^ 

JLj 1000000 jiJLj 100 

jj : (Availability) ijj — »«i^-t ^j'j^'j ^-»L«ji«it Jj Jj-^jJt OU-i? (— ^) 

jl jl i L$JI J^_^^j( d_^Lc V LgJiP ^^LWVl a_! j_4 (j_^ jLi" lil 5_«J oli j-_& 
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olSL-JLilj ijj_^U-l 4_«JajVl j\ oLojJbdi (j-lc- (Jjl »jL_*j j\ - i oLojJjdl i«JaJ1 

«Lj»iJo Lo iJLa j_j5^> jl -bV Lo oLijJjw ^Uii (*>-1§j ^y jl :*il-bM ->j>-j (I) 

J i-J^JI j-A *i1jJ1 Jj-^J -bij < JLil (_s-ic- Jj-vai-t j-A fil-LJI Jj-£> -Lis .diiJJ 
j_A LaS" 1 jj^LijJI ^ jjj j£\-> jl±L^Vt J i-^^t jl < ii-l^L-Jkl <*4^-l jr* r>LsXjVl 
4 oJaJl 4_»J>-Ly0 ,j (jjJjLsil Jua-I J^o Lo 4^ j^i k_Jllaj jJlS .<L«iLxl( olS\JL!l (ju JLA-I 
«_J. 5 Ljj^SojJI aSL_1J( ^Jlfr 4jlJaju jl 4~JL« aS^^J *_)lxjl «J^ll 3I_^9-I olojJbdt 

oLuJ j («j>-L$i1 <Lij «i(jj( jj-^o L>L>-lj .4iJi^uJ.i aSjJL!! ,*i_oJ. j/^jJI ^j-^J 

(J Sjj 1>-I SLXS «Jjl 0-L>- L*S 4^^L^/ Jsl J-^*^ (* j ?*W^ f*-^"Wd "^L? ' 4 ~- 4 ^ 4j|jjJ 

jUxpI j_a jLS" ^j-^JI tljj j_a *it-L_!i jl jJ_j ^JJIj i ^2003 ^jl— o 27 
.(JljjJJ jj^jj^Vl jj-»-!t jL>J i/'j^' k_JL>JJ lj\j>L^a cJlS" »ji3^-t »bi jl jw>-l§ii 

"ojy^p jjJ-fcLJUj i »JL5 *_SaJ.i /j_« ^J-Jj^-jI /«-^aj( ^y&jA jl (» i^tjJI IJ-fc r^c- ryjj 
j LaS" Lj^ojSLj - <JjlJ 4-j^i-l 'j-^- 1 : oLjw Lo I £,■£- Lij^Lo ^^oyiVl /(JljJt AlC 

j«_^a]| jJLTj^i Lol .(juiljjJI j-o^ o*L>- Lil IS^j^l jl J\ SjLil J - (3) JSLlJi 



5jS_i!l ,3 Symantics : aSjJi y Irvin Rankin :IaJ a£- jz]\ Hacking Exposed :3jjj(1) 

.^bji iLax f 2004 ^jU 13 -9^ 
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•t/^1 £f>* Ji ^^*^ji lj^ -^ ^fji 1 Cr° usO*^ 




.aj^iJ «Wsj*j s-Lj! fljijJrl sbi £ij^ J j^Jsj C-JlT jjJl fljj^aJl :(3)JiwJl 



j-A ^ jCoj jJ ^Ui! ol ^oJI ^ :fj*4t lid ii> Zj^j (o) 

IJjfcj < Js JJl (3^" fV.^? 5 -* ^^d^T 2 ^ 4j>t_^lj 4Ja>-j j 0'/?" 4jJJ /t^-i (*J La ?*-»-lJ f» a^iA 

.-L_aAlJ( 7""£ oUra'aj i 4Jaia>-j j»jj>t^Ji (3 4 s ^ j-*-* *-~-lc- <-^~ L»jtj->i?1 

?Jla_s^ oL-JI 11* j (Vulnerability) «j* *J' :Olj*i)t ij srj (— T) 

(Configuration) 4 L^J jl (Design) < :r <^aj ,j <_i *Jlp 4 kiij jj >-j 4 ; J «aJL 

l Jt> a J.& (_4jwi!l JsLlJj .ljJ^Ai>- oLojJjJ.1 y. { j£\ olSwLil AJuXJ jya\ j) j\ oIJjw 
L»» ./?'! -toLsj JjJj>tl! UjL^ jj UjIJjwj UjiS^Jo ~*2j>s3 llJjiS UjLo ajjw 4 o toil 4jLo_>- 

p^jLi- l \ja Lo ti^js-lj i_jLi^j L.U*- 4JI ULfr oJl^ ^l!tj .Ljii-Uw oLSj Sjj>-^1( 

^»L_LkJ *Ai-« dUJJ i_Jj_s^Jj- r^-it dJJJ J twix-vs 4 to Si L« ^-d 4jC_vait SS^.^!! 
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L_g-»_s^2-M 4 kaJ 77^-C- TT^V 2-L_fclj>- in^s^it S^^-JLJI y*. wJ IaJl_L& .C— ij^iVt J 
j—a Oj «Jlp^uJi.( ^W^ (Software Fix)l ~>-*As- L=*j: ,; c-i_^oj >£jLo aS" ,_ji jJ ,/?7 

oJj>u /<J (_£J— !i jjJ-Joj AJi_>iJ ,»LlaJ (3)^-^ 4_L-i>- 7c_«tj_) ijjj_!aj iJLS ( oLt?d6 

L* o(j_ii]( a-Lfc 4_lli«| ^j .4jCL*aii aS^^JI AjjJ^a I <_£JJI (jjlij^ ?>£/^ /»IJIJ*1-iIj 

jl^-1) jjjJl-^i *Lk JSjJu'iJLla o! t >» ^2004/12/17 *j_,*1_j!j *U- 

1 c^-j^jVi 4>^_Jo (c-Lc- oL~xSJki -Lj>-I «ju /yj k_*xS *'v**' -^>i ^j** 1 ' ' 'J w' ^"^ Lr^ 

Jl ^i-vadt oJii-Ls ^i_vadki (J-C-l ij iOj->-jli 4_>ti-i j *iji1 fs-^t J^-^ i^U- 4jli 
»JJ_^: La k_™*;>- >>-i Aiw /y »j ai»Uj oLaa-la-a O »>>-> 4^ibil j/>j jd! "pOj 1 4^xS\Il 
Ljfcj 1 4jCLvait AS'^.jJI J (jrd«L«JI \J j_« oljJdil l-JlJ^S O^l^- lil-Lftj 

o*^-^Vl dUi j_b < ^j^iil <*-9'j^ J 4_L_^ (<w l^-'As- L^«-c^ SS^iJI jjJa; U LJU. 
.4ij_^Ji «_sij>i •}_« ^LijJi ?tX-Ji J_^«^ jJ-c- (jt-«.Jj>*x~Ji.! <L^-j 1 2 j-iijt -^ ^^J />*■ 
xj aiLi 1 o( Jdil j *^-j LJUi^Si j ^3^-^Jt k_w23 (j^Aj>-L^«JJ Oj&j tSj^~\ d)u>-l (3j 
djj-U» t_i«ix^jj LfJ*Ai- /yi /o^l^it -Lib jl Juu Vj ">^JdJ( OjjJ V I Jt_p-Vt »i-a j 
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djUjk^l ^b J^VI j^L^> [6] 

.Vjl If^ibj^o toU ^Jj^\ Jai~ 2-LiJj i i;>-jli-( i$J»-1j iJli-ijJi i$J»-i :(jrCibii 

4_^ii Jt 4_gji-l Jj_^j>- AjLvaj (JL»£-b il)j^*i (*-&^ J^ ' 45J-£U«J,! 4-£?«-U ll)j-«-^ /H"^ 
i ajl_S Ai-ijJi /j_« jj^js-L^iij .4-^i-t t2J_b L^iJjitX^J ^Ji objjJbvlt 4-aJgJl 4jIo_>- ,Jj 
jl A^j-»i 4_£=>-i ^-^ C-JlS" *tj-^ i C*-JlS" L«-f= i 4_^>- ^1 d_$>-ijj ^JJI jiai-t bj-i 
Jj->-jJI (JJ ^j-fk u^-" oLjUXJIj i__>j_^U-l f'jS-^"' («-^ -LaJj -^J- 5 (^^ jl i«Jiu 
^J| 4-^A-l Jw? c5 i>-ljJI J-IjJI ^^-^ -^ c/ - " oU^JI JS- («^-bJI jiai-t dUi Jjo 

jl ^2003 j»Lc- 4-i^oVi sj-^txlt oUVjit J j-u<? x/^ jglj^j .\ja\& l^ji ^j^^j 
fbi)) ^IjjL-iil j^i^iJI k_^5L« ^'j^l ij^^^i i^ljj l^Ju-ii ^1 oL^i-t ^736 

ijLvaX>-l <-Sj-»j Lo jl i Computer Security Institute)) <_jj_^U-l ,\_«l Ji-gjvo «_« J^jLLo 

4 oJaJl (c-J-C- LJLJL>- \j-&>- Cj\ g-i-i l2J_b J 9»b /) a (jva-bk^.j.1 J— ~*J ' (CSI) f«-^^ 

jl <*_i Oj-^i (»2000 j»Lc- J jjjij jl»Lv?l k^jjA^\ 5-lijJi ajtjjJ ,3V^J 

L^> j»Li ijjIjjJL; oLajLdi 4_«JaJl ^5-1^ c^--i u ^Jt «jL-i^ii oLoj^JI 1 ^ 787 



: «_i^il 3 i "77ie 200i CSI/FBI Report on Computer Crime and Security" : d\j^*-> jiyu ( 1 ) 
http://www.visionael.com/products/security audit/FBI CSI 2003.pdf 
"DoD Insider Threat Mitigation, Final Report of the Insider Threat : jlj_ju j-iyH (2) 

: fijil (j ' (»2000 J jj_;l 24 <j " Integrated Process Team 

http://www.defenselink.mil/nii/org/sio/iptreport4 26dbl.doc 



j^Jl^- ^j-^JI Oj-Svj Uj.-^ s^Lfr jlij ( jJ! iwo^lc-VI 4.^-^Jt k_--^j /^j 
^^J a^jS^J-I ^jljjJIj olS^-LM ols < cuJ^JVl J.i-o L$>-jl>- ^yi Loll U i^>- 
1 ^jlJ*-( /._« <L*oLl!l oL_«.^t. 1 JI J._>i? L^jL^jAjw 4_«.iiJl (ji._v2;>ti! L_^.>iLaXaI ,_U>- 

t^JJt J>-|jJI J^o ;oli!i ^iai-t Jl-aJ jUjC^VI uL> ^Jlfr IJiA Jj£j La Uli-j 
1 (CSI) i_Jj^/L4-l /j.-ol S^Jua Cj\jJ~)Jaj k_~~»^:J . t_iLJ IxxJ I JaJfclj IjLo LJLfr Oii; 

^j^^JlJ jVj^ Oj-I* 2.7 _j._a J.>-(jJ( ^.a joLiil ^j-^JI i_iJLSo Jjljw jU 

twAJI 57 ,\-£- r-jLi-l J-a fOLjiSI JLp-IjJI >j_^jj| JJl-jw JljJj V L.~j 1 Ji>-tjJi 

/-I , 



< 1 >l si 



^JJ oLJVi «iJu" jJ SJuJlp i_jL_~iI 2JLa :J>UJl j^ f js*i>l ^j* (1) 

,0 •> 



<2 U 



jl Jig_^u *JljJI ol V) i iJLft L>^ii r»J-fr oL-^ c-JlS" LI :U^I ^ap (f) 

C—jujj i o1J_U |»Lio Vb v*->ij I wol oLjjIaII /«ilji 4^j>-Lj^i -j C~Ijl>- 4i>Jj4-l <ui5xil 

<3tj^->-t t \-» 'j--^ lij .^r*"-*^ jj-*—-"-" (*4-^**'-^ <r'^ _; "" u~* ^ a o p *-^^* iJliA 

,j OjJl-£j ( 4._.a^- oULj JLC-IjS ,JJ Ij.1_v^j J I i C-Jj^jVI 4.SL_Ji (j-l-C- A-S'j-' 
ill jj_£lc V JLS *Vj-a ^-o lj~^ Jl iajU-lj .A^Jl^l <U JjaLj Ij^oI diJJ 

pVl iSL-Ji ^J.^- ^ii^ 2JLj& ^-£Jj i i-^jj^i^\ oL-o-^JI ^^iJ iJLJLA-l 






: ^<ijil (j < (>2UU 1/12/15,3 "Internal Threat - Risks and Countermeasures" ( 1 ) 

http://www.sans.org/rr/papers/60/475.pdf 

.JjLJI jwU-ail (2) 



k_— UaXj Vj i ol ojjbvil 4_«.]aJl 4_*j>-L^./o J Lg.>3 1 Ji. j^.X >-o 1 ,\-^£ ^./>\j—> jij—J 

\^p Lit Zi I x..«._~o l_« Iv«-j <-tU Ji— J j . o Lx.™iJ I j I i ' j^o l>- u 4.i ,jc« j^S LjJ Lajc;^u I 

i (Hackers) *~^\ ,«_$.._Le- ,3-Uaj Lo j\ i c~->j^jVI ii-^I^S ,\-* («-£»Lj Oj^-*l_laXj 
Lo oLu>j» (j-** 1 ls ^ (*■■$''"£*■' ^° LH <*™h l ~"O^J , ~' jy -*■-"?■* ^j^~ ^JLJii-l i3 <*-*J 

jj I (J Li (j j J ,/7 .,^7. j^XJ I a-w~J J . «-« 1 1— J I -L& J J. J J oj Lft liAj ll) I /«-(J w 

.(Script Kiddies) lyt,\J~\ p^-ol^JI J Lit I (jry^Lgll ry* <*JlL*o]\ \Xa oLojLJJ 
jJ\ L$l r \ oUjLw 4_Jil Lo ^^k-j, ^Lfc jJ :3J*il e~-l£il J-a^ (_*>) 

.4JL0 SjJi «ijj 4^>-| j! yjy Li^-V L^oJj^u^j ^0*-° oLJbw 4s,^J L^s A«ju 

j-* isU J-*- $ c& J^ 1 j- r^^ 1 °J : ^ U - Jt -^ ?**- ( 2 ) 

4jw>*«j j ■ yaJI (J-Jt-L jl /i-^C 4_j| ^1 1 LiLj L^JLC- LoJ_i (A-it oLijJuil I ya\ oLi 0^-0 

jl 1j_a /j_« L_^lj .4_sCLc jl oLojJjJ.1 ^\ Jj-v^j-it (J-^v j' ' L^^L ^ j\ oLojJuii 
4_>L£jjI ^j-Lfr JjlJ jLI ^1 (j—oiaj jl djjJl^: aJU ly&Lo jLS" I Jl J^-IjJI j-* ,«j>-L$il 
: ^ ^UJI p^JI <y jyL ^1 jLki- VI ^-Jlj^- (*aIj . p^U 
. LgJ J-oju ( j^\ »LiJL*i! aJl>-(jJ( iSLJLil 4^>-L^o -I 
.lJJjLI jl ^JcJI jl aSj^JLi oLojJbJ.i <u^>-L^o _ i__> 

4 oJaJl ji *<a3*lJ 4 £>-( l_£ls< ^sj iJZ— Jl 4_jL«j>-t 4 oJaJl (3 olj— Ju ?^— 9 ~ 7? 

.L^i oLJuil 
jj^j>-L^ii L^j ,*-^-*~> V 4jlc .>cujj A>-IjJI ~ja /«j>-L^ii jli (3^ i_r^ Ij^kt- 
LjJ ( j^jj_jcj (A-il ■*-~-° VI oljlp_>-VI /j_o j-LSo 4_>i? j*- jw-J 4JI ^j-Aj 1 r-jL>-| -j_« 
1 L$j /»Ll!l d^-p (c-L- <-~* '/j 1 JL*^L) j»Li!l 4jl$Lc dJJJL! i^xjj .5-jLi-l -^ j«j>-Ljll 

: JL L dJJJ yj 



ij i ii i a SjJb LJLajJLtll ^>l 



--aU- <_j!j )l (3 Li- fl la-lJI (Configuration) 4 L^J j_ 



(Port) jj-.fi- 4 l?5i Ttlij jl : J-Lo i bLiLw** il)^-*^-L^i.i LjJ^i- ,y> JJcj (Backdoors) 
. ( 'oJi^uJ.! jLti-l j (TCP/IP) 6j£j>jj> J 2->j>-jll JsUJI diL" ^o 
rj| oL$i-l jl <-tUJj • iLiL-Jkl olSLjLii (jru J_ysUJi jl Sj^jiJi j»Jj - t_J 
aS^Ji /j_C- 4_Ji>-ijJi L^Jbijljw 4>^Jo .) ./? aJ LajJ ,J<_~J t-X->- 4 -«-^ 1 OLajJjw L§J-U 
4_Jli>.ta L*a(Jlj>-I : (jrCSL-J. oL$i-l aJLft ^o Ji" ^jj 01 JL£ diiJJ <^HJ ' CJjSJVl 
(_£ 4->^ 4_^>-jUi-i 4>^JLH (3 x_y?jj Vj 4 C^JjlJ VI 4S~_JLi 4_l_v2l« 4_^>-jL>- (_£ j_=>- Vlj 

J-*ju A>-lJiJI ,\_« A>.L^ii ,%-£-! ' r-jUs-l j-o ^jj^o-iLSJl (jiw>-l$i1 •yt iJls-ljU! aSLJuJI 

oLaJbdi ./3 1; J-ao i *Ai-« i fj-** 8 ' J-vLiii ! J_a iJijJ jl 3 j_^s_«Ji »J_jfc |»jj (e-JLc- 

.>> «j J-aj fj-2j jl < i^-jlji-l 5SL—xJ1 JJ 4_J>-(jJ( aSL_JL!I ,j-U- JJjiJj 4_^L>J-( 

La \j^J ' 4_Jl>-ijJi aSLJL!! Jl 4_;>-jli-l iSLjuJI Jj_o oL^Jj-iilS" 4-Lji-l «I^JI 

jl L£j .oJj^Vl aSL_j. Uj-U^j oL-oj^J UjJaII 4_Jl>-IjJ( ol5L_jJI j <_i_^x£L> 
■iU-frl tcjjIj (_s->- JjVI i_s^ — *'jt-" j Qlj^Wll *_Jai~J V i_)j^oU-i oLuj^J 
^ I4JLI0 *U jlS 2 Lid I (U>-b j^-o j^aifcJii jj-£j jl JLjV oU — ^_j L—5L! I IJLa 
jls L*S" .(CD) Lfjd! ^IjJVl J-i^ j-e- jl < <UU»IjiJI JSLjtJI Jl cJj^Vl 

(_£>>■ 1 » j Lj«j j I ( 4j L.>- 1 <LJa j I ,1^5 W2.i>- ^y^ju A-JajCJ \>- \ JJ I "yt ps>- LgJ, I > j^j 
r-jL>-l /._« i*j>-Ljll 'KJ^a j^ju (_£JU| >-^>-l j«lj dJJJ.j u-^-o 1 L4-5 ol .Aj ?tX5 

^juj-i j* 0j»m» (o) 



.oU^Ul J jLj ^JsUdJ cJpVl j Ulai^^l jiS'Vl SiUl ^a (TCP/IP) J^yjji ( 1 ) 



ij i ii i a 4JlL> LJLajJbiil jj^l 



(j_a C—c-t jj jja t; j < t.a' ygJl (j_a l ys- k_~lSj A_J Uf U~-j iS^JJ /*-■>■*■" -^ l£j^' 
f-jjJI (j_fc C^c-lw iV^J ■ < *-ijW" j\ 4 ~i- i J^ < *-^ u >-^ u tJIJLftl { ^jl>Cj r-ji>-l .V 1 (*>-LgH 



Social Engineering 

W^'j ^J*^ [1] 

1 yS3j i 4_Jl& (jilo cr*-* (Social Engineering) i^Li^-Vl i^Jj^Jt ^JJa^al ( ~_J 

4j l^Jkl Ol_« ajjul J I i >a_^ol>-l 3 J_£>-l .Jj (J «-v? 4JI /y oalSs^J i_Ja^ul>-l ^>jJj>5 



iw^-wJIj i Lgju oLojLdl 4jUj>- JjL^- (1)1 u^ ^J( j»j?«fJt J-^J **^ (_r"lj c^ 



"Social Engineering: What is it, why is so little said about it and what can : jl j_ju JLio ( 1 ) 

: Jajl^JI ,Jl£- j-iJj (J. Palumbo) i_JLSUJ be done?", 
http://www.sans.org/infosecFAQ/social/social.htm 
4_oXo (j (I. Rankin) LaUJI "Hacking exposed' : jlj_Ju Sjjj •, - ■> olj *»1j£ iLwJLu (2) 

31 a-> 12 -^Sj^lj^JI 



ij i ii i a 4JlL> LJLajJbiil jj^sl 



<U&1 -aI-n-VI 2 jl i, v<g\l c_jjiuiu Caboa^Jl l_ijIj^. [2] 

: ^a t SJjw?' SJ^- (J-c- ,v*«-> ijl ij^J> 
uiaJl lla ■ ajl -I 

J_>-t *jL i^ALJix^ J_*jJ1 oLSLo ^L^il Js-JLj : J._**JI OLSU (1) 

j j J, I 0L0J.S "ja 4j«.aj>- asS*S La *»«..>- i JISJ.U i_S &iaj 4Jli (Jj.>-Jjl /j.^ /«.;>- Lg.1 1 

.^jLill i>-aj J I I l I t**iL>-l 4_JoUL} 4,^ ,/? Lo (Jjtjjl (S-^ - ^ ^"^^ O »^-> "^ IS" 

< & O' o^>t(Jt /j— « Pj-^jt (J— (J I *s wsu -^Ut_Jijt j— iSlj < 4_>£- L«Jc>- V I 4_^_^oJJL(Jt 

J-£y> J-va^j jJ i *Ai* i /»j>-lgiU .(Help Desk) ,yjiJt ,«_e-jJt xu JJLi ^\y> ij <Jj— LaLJt 

La (J-C- J-A*?: Lj^jJJj 5 <Uli!t oLojJjdi ^ySJo 4JL« k_JLkjj LiiLa ,Jjd\ ,«_£-jJt f<u-Xij 
^Jl Ota aJju.1 oJjfc (»Jj>tlwnj t»LUJ Jju_J ■L*r^'_J Jj^r"' ^ *_«_lSo 1 Ota jlw "yt "-^ v; 

LioJ k_~^-«j { Ljlx^x^ (3 oL ~^oU.!j i olSj_-iJI j ( ISjJlJI J_>i? »J_~io m g ...It 
,_is I /f_« 4_L JaJI o J._a jl /«.JL£- bj L_j2ju i_j ,Jc;_^j J._s : oLjLaJI (j) 



(S. i_JllSJi! "Social Engineering Fundamentals, Part I: Hacker Tactics" : jlj_Ju JLio ( 1 ) 

: Jajl^JI ^Jit j-SJ j Granger) 
http://www.securityfocus.com/infocus/1527 






.JL»I 



ol_c-L»£>-l Jl_»pIj^oj i L^J (JtJUjJI » 1—^-^)1 j < aSA-JL!! t_i-JitjJfc A_Jjj < aSA-JLU 
JjSLc Lo J~>tl> jl ££jLl!( ,V» ->_«J Jj^J Lo ( Jlc- JJjjJj .i-l ...s-lJiJI yJl^Sj i (jruils^ll 

t_stj_laVlj i oL_frL»I?-Vt *_^_y?(ayij < 1 &jLL*J( "S\ olj ( 1 a t_ i hya oL_frL»^>-l 

< J-va^j Jl^s .^Le-j-JuJI v,-* Ls^aJ /«j>-L^ii ^Ae- a,,^v oLojIaII »JLa jj A$J A^jLiii 

jJ^^A} >S Aj LoJJLc- /«j>-L^i( jl dJ_Jo Vj .,_>j .iSoVl s-l-Jv; (JJ jjji^lsM Lgj r- y>- 
/) (j . . >' rJjS^^J I jLs ( a j . ./;>■ /j_« .Vg » ) *L«_c4(lj t dJLaxjI J^- v=J < f-L«^>-Vl JISLj 

AS" Oj_c- iwi-iT Vjj i pL^i^-Vl (j iJjLJLo jj~l i^iJa j^> jJ j^-**i U?- jjs *»j>A$i( jl 
^.S'Lcj i k_JJ» Lo ,«j^Lg_«_U A-^ji wJjSLJI A*^ t-J^fcj < p-L»i>-Vl /»£■ A^LaxJI »Jla 

/—a -l-Jjlt />— SJ L-^Ac- A ./?•>• (A-!t i>J_>Jji-t oLajJbdl oJ_& /—a ioLiL^uVt /«->-l g o U 

AS' k_wllai> oLLJaJ jl ?>^(j-j 2Jl^ Lo ( u2jj^j, ajJ^u^j LoJll& :CJjaJ^!l (4) 
^(Jl^^L^oI (JJ 7*-^: ^° ^^ ^ ' ^-*j^J (Hotmail)j (Yahoo) : Jio jjj^ S-J^ U^ 1 

LoJJL£- 4j| ^_& 4jL>_iJi.l ij-^ .L»jS J_J 4^^«j jJlC- A^w^J L»^*j>- LJ 2Jjs-ij jj J <uJS 
J_S (3i^->-t 4_Ac- A^._^ji /j_« 7t . ./!^ 4jli dJ_& jjjj.1 4_«_0 ii ju Lo xsJ>-Lgji *_JaX~*j 

ij ijMJ>-Lgil AsL»jj ,voj .jJ-v^VI jjj-ll 4_«As' iw»>-U^ Ljjw AoLjCo jjJI oLLJax!! 



ij i ii i a 4JlL> LJLajJjiil jj-a! 



-s-Lc- J? ,s_JL> ajl>Jj 1 4_JLsM pj^oLJ! AjVj : J-~° ' ajujw oL«j_>- (»J-i c-JjSJjl 

Li A-^lij .jj^il A-siSj >Jj>tl^«ll /a.ij (U-J-j jl p^olj-JI »i_A A->j£ (j iwJ^tjJt 
j J >_« A_«J.S j»IJ.^tX_^ol j. ,/? a j i ) 5_^oL>-' ^_« J.^tX_^>J Lt2~xi jl /j_a ljul A«JI Lj Jm\ 

diJJ j L^ii-jb ^Jl jjjl\ a_Jl£ jLi 1$** J-»L*:j ^Jl oLiJaJ! J£J 3J.>-ij 
A-JliLJaj J L^^JiitX-^j ^Jl L$_^ij jjj-il A-diS" t -_A Oj-^-j L_« LJLfr *— Sjli 

CjLojLuo ^j-Lc- J_p-J.-L! Jj^ii A-dlS" LS -Le- ,«J>-L$H J-*2^: Ljo l j-^J ■ L gj->-^\ 

< aSj-^JI aSLJL ij\jl>-\ J (O^-L^il 7-Lsi jbu *jJ*i^J L- ULc. ^1 J_J-i ^j 
, jwi c~^ oJ_£U»il -aisJLii jLgj>- ^J aJLjj iJLjjL) /«j>-L^ii r» »i> jl ^ <u*^u %x\ j\ 
/j_« 4_oli aJL^j \-qj\£ < (Dialog Box) ^j\j >■ <JjJJU^ ejj-^a (j aJL^JI «J a 

i (»Jj>t^_>*ii /«_^oi (JL>oJ J-~*J Jl i— 3J-fr"->«il j^ji -"'I -j_« L^5 iwwUaj A>^_JUji (_£jt->j 

* iu_»*J 4_J5 ISLJLa j 5_>-j jl i aS^-JuJi (_j c^j-L^- j«->u tiJJJ lj~« i jj Jkl 4_«_LSj 

A-«ji> La J-S" ^-Lfr («->-L^il J-s^ O-L^-Jkl L ya-*JJ\ c5 i^ iLi-l cJiaJl IS) J .dU J 

, J /»4. All tiJJJj <L^>L>-I oLajijt*!! Jj-v^j-L! 

. -juifljJl •"■» ■ all -U_l 

^r ** * 

i* 1 . & ' 'fV^? 5 -*"-^ Wi "*-*"i is"*"^ ^dr"-^ Ja~sM ^*^«JI 7"LLL) (Jju (CalwJJ (J-ft 

(3j-JV= ^ait-Ji /SJS-L^Ii JL) A.JT ./7>t (»LgJJ A^^ouil 4_w^>oijl «•( i^-VI (ji*" l)\ L5*~~^- 

SLidl jl i_SJl^_wJi.I ^yZ^-jAi 4_^,L>J-I oLijLdl ( _ 5 _Lt 9-*iUa , yi l*s>-^k^> AjJlJj ( Aj 

.AS-L^uJki 



ij i ii i a SjJb _-l_3jJ__U jj^l 



: (Persuasion) ^U3)|l OjLot — i 

: to e-^^ii J-<uJ _yi=*-J> pLSV J^sJL^s _}L__s jl(Social Psychology) j_j_.fr Ul^-V I 
4_>iladl -_p_i-l_) ,<w>-L$it f-jJLi iJL^laJI «Ju- J : «j___Lll *L_iVl ^^ 0) 

: _$l 1 4_Jli!1 iJL^kU LJLi L>L "_ls ctUJUj ,<-^jj Lo _L*jy o-L^—J.! Lr ^>^Jj\ 

jJ___J> OljL»C- (3^-laJ _JJ ipt—s-JL; 4_jUL! 4— it-b ,j Ju^unJ l ij-J^Vl\ j*-£- 4-JL>^]aJi 
ijjj!AJ 4_JJi) *J *JX5j i 0-^-_~U ijAJ C~-~~~> jjf' ,)-«-*-> ^**» «J_Ji >^l_~U /yo 4j>- ail 



"Central and Peripheral Routes to Persuasion: An Individual : ."'U •. ; Jl Lo ( 1 ) 

Journal of Personality and : <LL£ j jJLi j . 'LxfCJl j^o j-LjJ Difference Perspective" 

.si 986 j»U- Social Psychology 



f-luJVl 4_I>^ JjVl ^-jJ-c-^j L>ju^ 4^wa>- Jl>> ^L^il L^Juaj j£\ iw-iLuVt t*j£I 

t a k^LU.) *-*£■ 
oLiia 4_Jb" Is^j^ ^U! ^-U- ^JUJI 01 :4kLJt *_^-U> ^^Ja* ^js)t (f) 

LjJjU J_v2j(j I l_. wjjis 4-Jl 4_>y>tX]l (^ j-^i t5«i-JI ^lis-JUJI /s-^ v — > ~ > ' *- Jl:>t:; ^ '-""^X^^ 

ij^jut ^2jJk tj\_sw e-ljJ JwO Lol y>sJJua2,\J i_Sj_v2j (jl 4jAlS\>i ,j-J-C- ->>-> jc*-^ 4-^P *»!( "j 
a J_ft ,jj .ii_>-UI 4_j J-vajt c^J-JI oUsjJi! iw^5^o 4_jLff. <-3j_JL> ^JJt 7-lii-i (j ->_y>-j^ 

: l$-Ji '^-^J 0' '——4?: J i»* I flJlC- 4jy>tX]' 
4-JI CLjJlJ-I (5^*" J I < fJ-^J^' *— K^' ^-jjj W^ <3?—*2 ("^ ^w'j-oJ-' 0) : *^j' 



"The "Social Engineering of Internet Fraud", A Prepared Statement of U.S. : jljlxj ZJ£ ( 1 ) 
^ j (INET'99) jij-a aLc! LSJj^\ J-L-xJI 2jIJj ^ < (Jonathan J. (Rusch, ULiJI 

http ://www. isoc .org/isoc/conferences/inet/99/proceedings/3 g/3 g_2 .htm 



ij i ii i a SjJb LJLajJbiil ^>l 



^j^_Jki ^,-^aSVl JLi-1 l-Aa-^j cJlS" k_~Jait diii L^L^>j ^dl ifr^i-l jl :^*'j 
j J-Z i j-^j JL^jVl ^^jf. ^i oL>jJJ ^-* /95 jli (J_a J-S" *_*j 

.diij JLio 

iJ^I j JLi-^JI ^JJ («-§Ju^ j ^LJI jl : jiU t^ i3*>tab s-lj£)|l (O) 
Sj^_iJ ^Sj-^= 4_jl jl < l^>i_i. rtj-vl * c5 ->^l dU j jl lj_w*>4 !ij jL£" La-fJ *(_j-^ ^1 

Lo ( _ ? io t-^J^)\ dL!J lJ}L_«1 J ^->JJ Mr~£j 0\ L*£ .^Lsl^-Vi j.^i'JI *-is- Jlj£ 
jl jV^-£ lij-LJI IJLa (jl .AJJl^ll (j 2-ijJi^ ?twilui 4S"^ot jjLc- fs-gJjJi jl Ijjjuil 
jj v5 LfJ (Screen Savers) cJ s_jj ol iLi *Ai* 4*1 j^o j Joj^i ^«^>-Lgi1 oJJcu^j 

Aj^.. Vj i «Jjil j iljs-ij jl U-L*i- j v- c-l^l ^^-^Jl j^ -Kr-^dj < ia_2i 

jl ^Jjjl>JVl JLj»-J1 AiU <£>->■ I ol 5. .to" j 4^jj>t^_>*j Lo jj-u-tfj ^Jfc j jSsj Ji jj JJ 

Jj>-jl!I ("-ijll li-A tljj j^^xll jsj^-L^*!! jj-S^ iJU-l »JLa jj .aSj^JI oUL SJic-li 

(j^i'JI ^^L^- j_a jl :lJX ^A \ jA*lJJ\ £* <bLiJl &rj\ j\j>\ ( — i^) 

L-^L*^-lj .^Lkilj oLoUxaVI jl i jj-Ul jl ' c3^l j Igg..:.^ ^y Jl JJ.I ^SJI 



ij i ii i a dJLb LJLajJjtil jj-a! 



<Lw>^l>-l »J_a f «j>-L^il L_a_li jj Jij . ali'W y£sj£i\j AJj>tl!l ,J-G- LjIjJS ,»^ju AJaju 
*— «j£ 4_«_£« oLajJjw OJ-g.T_»..U -2j>t_JL!l /j_« k_JJaj ijl J— Jb S 4X^tJ_vai 4jj_JLjl 

^lJI oL_>1j^J( jl i »j^_« jLSLo : i_sj_£L-JJ -2Jt_JL!l /j_c- oL_«jJljw *s>-\ gll 

xtAjj J I j 5_«Vl »J_& uj_>- OJ-g."_»..U *_« Ijl J— >• '-J— <J f«—J < t-li— !j 9-*" J I ' *-$— "'J'-'' 

lJj^l>*J.1 v*—^ I- 1 -* j ,lg •■■■?'■ oLilj^JI (T^j^ *Jl jl ' lg**jij io-di (j jJj 4jU i_5-i£U»«11 

4 L(J ,J-V?I V 4_it> ii^AC- L«_£^ ^X-J3 ( ,^> t)"ll /«J>-L^ii (JHJ ^-""ji '*■—'■"' ^->-jl - 3 J-^~ w 
oLajlall 4j>UaC-V OJ^L^Jki ^-Ij-U-^ob A3-Lgil |j_j LaJ_ju i Ljjfcj t_2-l£L~Jkl ( J>-JX^^3 

.lgJl£- jJj./?4-| k_-f- J (jJt 

- *IJLXjI dJUi 4_U k_Jliaj <«J jJj — UjjJW liJLJl (_£JlJ J^ jl J-oUxJI Jl^I^jJ J^si 
jl j__fr ,^> (5-l>- li-Aj <UL« j->«>-l Jl 4_li£ Ojj_*ll dUi 4jbUr Lol »jL> dijls 
Sjj-v? (3 S_aJ3-l »J_fc (jU Jij i lJJ_£U»«1I -aisJLu <UJi>- ,»JJL3 4JjCU^j jJ /Ojs-Lgli 

i_SJ-fr^— ~ll /jjo i_JJa«2 j lA-JUJl |J_& /«L>-L^il JjCLvhj J-Sj .flJLC-Lw /j_l .V-^-" 4jI j sjlJo 

.'■^ »; 4_C-LkJ — ojl_£>- (=>(jj>tX_^ob 4J 7-L«^J( jl i obijJju.1 ,»^ju AjUiC-U 4jJ^-L^i 

jAJu f-jj ^Q («->-lfll jj^C Uf I (U«-i-l J J jj- I- 1 -; OJi^uJkl -US?; ^\i I - !^la oLilil 

. Lg-wLc- J-A^ jl UuLj ijSo («J oUij-ljw (J-C- (Jj-A>-I jl I 4l«>-i 7*-°W? Jl 

(Impersonation) v^t^Jt Jbtut ojLot — o 



ij i ii i a SjJb LJLajJbiil ^>l 



< v>J_Uj < 4_SUaJi J «Lc-J < C->lx. >^lj «— J a ^1>-I Oi-L-SW 4jL v' <J—2 \ ■J2S*Jm 

J LJ-*JI 'j'- 5 ^' J-H* tj-* Jj-^ cJU ^j-^ iw^aj^j. JL>^1 j^h. ^—*£ -j^j^^^J 

-£jL>-I ,»Jjk^_>*J.I /«_^ul (c-J-c- /«j>-L^ii m ./?-4 J_s <2JJj ?t*vs ^jj .4—j §il jl iSj-iJt 

Laj_«j .\jj*» ,j-J («-^Vl IJia oV il^o iJL^ »Jlaj i aS"j^JI jjjI jjj^JVl -^JL 

Jj£s^i 4JI (-- Lc- 4_*^«J LijJLi aSjJuJL ^jjiii /«_c-jJ1 /<u-iij jSj^i j( JL ,«j>-lgll \~aii_ 

jV 1 ■ (ji < 2J_>Jj>- jj j_« 4_«jLS k_JlkJ k^j JLvajVb 4jjJlS Ji >J-Ui (jl L*--lo < jJ-Ul 
Lg_L^jl ^lJ! 4,,<i,gll ^JjIJjJI .V> t; 4_JLS-lyi (3 k_^-C- JJ I ic-L^u Jju f-L«Ji>-i 4jJj rf-U.1 

*-JaILw^j l-^J ' y JJu wJ jS^l*j *U^2j«s_Jj jj>tXlll /CJ^l.g «r.U Lgj aiaju^ jjJ-^-U 3J-jJj>- j^ ya 

lJj_ju V <Z— !! S ,~_Sol oLs^«j>tx](j olSj_iJI jj Jg ..a 4- ./7->»JLll ^> „ STj 
i__>L^JI |J_& ^aJj-a J^s-V cL>J_>- L« 4_oisi Jl ../•» ./»aU -j^o j .1 ,/?iu /o g ./? xj L&jI Jl 
Jlj^JL k_^>-ljil ilS-nl ^jjj.1 J—jl Jl < Dijj^jJi Jlj_* ^JL>-} ^j-Lj jLS" LiJJLC- 

J-Jj V lJ_frj>= ^->>jj 1 ^Jj^Vt o^JU L^U jjj^JI JL,jl <-A±pj <■ ^j^Vt 

Jj-C- JJ ^JjjlSJJ "*— i H J-^J C^~*''-^ (S^W^^ ~^ S 'J^\ '-'j-^ 5 " J-^J • fl ^*i l --'^W"i lS^ 

~as*-J^ J-*J — ejLil ( r"j'J « J— C-L^i 4 , ,/i-*lZi ,■* -i *" , ./•» •*■ ■" •»_« i_J*^_!aJI Jwo 

/«^XjL>-J IjJLj j ol 1— '*AiaJI Jy t— JJaj — 4J Jj-*j V i_>*AlaJ1 j< l>~^ '-''«*' ' is*"^~ 
i_)'^_la J^>-l jLS -1-JvJI iJLa J—o j>i jl dJJJ Jju (j^ .L^JSj U.^.tl (»Jj>tl^/lj »-b»J Jl 



ij i ii i a 4JlL> LJLajJjiil jj^s! 



4_JlkJi Lg.Jb- iwa-jT ^^j jl ->'j'j ' ^—■"Vl ( ji^-JV J-*" jr* (j^-*~i («-! ' L -^ ' a-iLAl 

iyslall ojJLif — ^> 

— «_«j>tx]l jl aSj-JL!! J->-i-i ij^l ikL^o A> g^c-JJ jj^LjV («-c-VI (j L$j| jLxl! ?w2^> 
U~-S jl LlJL f«-*j>j oL ./?->»JLlt »J_a (_£j_>- V Jj>txJ.( /«j>-L^iij .— ^jljjJI Av2ji!o 

/j_C- 4JL-^>- Sj «-v? (J-*** (}-"■' ' /g^"-"J O 9-*— »«"J *— «J>tXJl s-l—siiC-l jl 4Sj_iJl (j-ils *-« /v« 
LgJlkj ^J! oUijJbdi ,«->JjL> ,j ->->r-J /J ft g ./? xj jli dJJjJj ,/«-£>LjJj JJLe- /» g...ail 

. A.^.^' %X\ ^\ O jJLJl 

4.JLc- Li IjjLi-a Liij^ JlJ«5j Vi jl_~JVl ^jl^ ^Jic ^L.:^-! dJLL^o (JL* 

. aJ !Aic;_^ *i/ U_al>- ^^x-*^ oU IJLa iijJiJ Jl ^L^Hj .L> iJL^o «Lf jj^j-Vl 

4.SL.-J0 ^J^l <Jl /c-"-' *— SJ.^.X_^»aU <U^«J /«.;>- lg.11 (»JLSj jl /v^-C Jul I A— ^u /r""*-^ 
r^L W /wo 2J->J>- <L>^«o J i>- iJ I -Jajj i Lo <L«^o li (c'-ijl /«_c- JJi ,»Jjij 4.S >JL) «.ju 
a j i iS^JLil J (JmJsjJ.1 ls^L 2j_g:>-l ^j SJ.jJ.i- 1 ik-~jJI CU-~™j *US jS 4JU Lo 
ojjfc j] . 4_>jJ SJjji-l <L>t_~jJI C*—™j 4_J j?-Ia-«JI OJ-gX~Ji.l iwit oil /wo k_-liaj 

fljjjjLl Ait^jJI <^£j^ >Li jlS j»bU 4JI tiijiu>il ^jJ Li*. Ijjjui jJjJ 4./>3ll 
? i /4^-L^aIJ t^~>— j l«i-*j ' dlJJ /._« LJl 4.jC>iI /«.li ji-jiii J.! 4..JL ^jJ 
.t_3J^.x^»ll jW^" ij ' ^~° ' *^J j*" jLva.j^S a!^J>- 7y\f> 
(Reversed Social Engineering) a~£*&\ d—^Usr^l 2~>£J>\ ojLiI — — a 



C— -J 4_>/? 



<_*>-L*? Sjj_v? (j /o-s-L^ii ■ gb^i i^JiSja (3*Ax>-i jJ-C- ii Jail »J-& PjJ£j . oLijIaU 
jjJLkjj a-U-L^Jj 4JU j ajiajj 4_Ll^VL j a3J_gI~Jj 4JJ 4s>-jZ*2 1 A^S j\ AjjIjJ <UaL^ 

.ciSji! JUiKl) 

A_«j*Ail ip-'A-yi!! jl iJ^*i( ji (j^aJt-iJI 4JI C5 -L& 4_«^j j*>-L$il jtj->J (2) 

.2Js-[^J.\ f<u-Xij (3) 
iSLA! Jlajcu k.^j^p^j («->-l-fll (»j-2j :jL_x!l Jlill Oj-iaJ 4JLJ>t ^^jsJj 

I (jryLlsjJ.1 AS" Jl ,<i2ju /j_C- 4_aJliM *_kiLX3 *&Lo SSjJLJI k_J>L£Lo JL>-1 j oLojAjJ.1 
j^ol k_^J^lil !Ji-A JJX j»LJi)! jl JL>-I 1 jJaj V jl k_~£ J .i_aljil Jbcii aA^-j^ si-fcj 

1 SSL-JLii (JLjj /«_w^1( (jj_> J_v^ji( A^SLil k_^>^^ j-A «lJJ r-ljj>tj Lo JSo < i^j<^? 
»J_a \i ■qjj .4-JJ Jw?jJ! -ajisJo ^ V /»^-C j»Lc- jlS^i (j /o— .Jill (J_& JjSvj La LJLi-j 
/«_c-jJi ,Jj ,2 s-LJiC-l -Ls-I 4j| ,— Ls- 4_^a> ,»JJL3 1 JJLU Sjj_vaj ,«j>-LgH .jtet 4j^«jJ,i 

4_L>- ^0 j—ftj 4_i)li)! 4_L>- i.1 (JLa Jlju (jLjj 1 aiLaJj jj-^-c I-* JLLjL ^jjj^ *Jlj (c~«^ 
,JjIjjJI jjjJLL^ IjJlS" \'i\ L«_c- ili^VL 4JJ jj^>-jX^u (jj^ii^ll jl ij »Jlc-LJi.I («j.^ 

jjjil 4-oifT j~JJ J I jj^-L^ J_fcj ( aSL^JI frl Wait 4_ki- Lg^JLff- JjJU-*j IjjIS" ^1 

^JLc- J j ./?4-l /«j>-L^ii x-.w"...^i Ljsj .1 w>- («-L*j a£«JL!L JLaJVI SjjLjw /Sj: t_ ioj 
J_i iPj^j iSLJuJi 7-^Lv^L j»jAwu *JU LS"i (*>-Lgil jlS" (Jlj 1 La-bjj ( j^\ oLojLdi 



(R.Nelson) k_ jLSUl! "Methods of Hacking: Social Engineering" • jlj '•; Jl i«(l) 

: JajljJI ^ Jj^j^ JU1I ^j 
http://zeth.kodslav.org/security/dokumentation/dokumentation/soceng/socialeng.html 



ij i ii i a 4JlL> LJLajJbiil jj^l 



i— i j— U-l ^-bkx-^o plJLi- iw~uL!1 J-fi-i JL-*^I ^—a i^Ui^-Vt 4_^Jll,JI 
L$jV 4_JUi L-*j^"l j k_~JL~/Vl Jg ...il (_5-*j < L^s SJjjJki oL«jLdl (JJ Jj_^ji! 

.oUjLdl hL^A c^*i\ i+j\5 ^Ij c5 Ju^ 0j& 01 k— £ 



Password 

W^'j ^J*^ [1] 

4_L>-I ^ ^JUi 4_w^j ^~-~JI j_A 4_>l ^Jj^fll A-JiS" cJ-A^-ml till LJjju" J_fc 

L*a^ 1 7-li-allj jjjll 4-oJLS" (jrvj ISTjiJLo %>L& iJUa jls lij A c~JI ?-lxio du^uJ 
4_US" .Oj-Ua^i ^U^-j.1 V) 4_li~Ju V (j^L^- oL$3. Jj>-jJl! ^^^^-.iJI Jj-£ Stai j^_c 

4_«U oUL c5 -*^- jjj-^l 4_U£" .j_a dJUb ^J-j j_« C-51 ^-j^ dJLjb *UiJJ <Z~£> jjj.\ 

4_>Uj>- (J I oULJI JjUj>- iJ-^jcj L^jI L$jI .itaV-; jl < diU^- jl < dJL i^li-l 4^L~J-I 

J_^a>- Li l-U>-l jl jJ Jj£ .cJj^Vl Jj^Is ^C- ^Jij frlj-iJI ^jic- SjJuJI : Jia i JUiVl 

<u£Lc Vl i c— i/J VI aSLj. ^Js- diJI «ij^ ^jic- c5 &JI dJLL^ iysli-l jjjkl i*K ^^ 

4_v?l>-l jj J.I 4_«_IS (J-C- \-OS>- \a \jU2$a jl jJ J-i- • <-LLL^>- "jA ij\ya\ Aip'sZj a jjL jl 
JJj-ll 4_*K ^ylc- J-^a>- UUs jl J-! J-jitf- 1 4_Jlj Jy> Jujj jl <U&: Vl < k— "jljjJI rs-oU^jj 

j-o La^j /«-AJ Ji^Ub ! 4_Ll£JI oU-jJJI 4_^i CJ -ia»j ol ajS^£ Vl < oU-jJJI ^JlJSJ 
«— 'Lj Jjl ol (_5-* SJLiA-U .4-jftrf- U i«JL jjjit i«J£ i«J j Jl .jj£ ojlji-lj o VL^>- VI 

^Jlj>-I ^jjs jjj-ll A-JlS" .iiowaJI JJj-ll oLUS" ^le- Jj_vai-I JJjU^ j_a *j>-Lgll 4-Sjlaj 
: jv=l £>*X> ua£- /<Up^o I JJ i (»uiuJ J &i>-JJb /sS^XU 1£n*2>-jIj (J J 3 -^ 
.^rwiJI iL^o jj& V ^£1 jjjil i*KJ JloVl jl^-Vl * 

.LgjLc ^JJI frbUsI ^j l^U iliiUl * 

43 



ij i ii i a 4JlL> CjLajJbiil jj^l 



jjj-all <aK ^Jjlj [2] 



dLL- 



b /Os^tX—U 



4^>-U- ilLj* c^JlS 



/4-^b . _■ c— v«j l_ « L-J 



:Ji- «( 



user name 



) ,=>Jj>tX~Jk' 



User name 

Mohammed 
Abdullah 



Khaled 



: oliil OuL^?' tiij j"-*"-" is^'J ' JJr k ' l *-*J^i ir*~^ »jJj>ti^i 



.(»Jj>tX~Jkl xuuu <U^l>- 9 <UaJ 



-j <UUj>j 



.AJj>t^A*J.I /«-*-*jI 'ys 4j^*i 

: JuJii-t jjkJI ^A^ Jli* 



User name 


Password 


Mohammed 


1234 


Abdullah 


ATF3 


Khaled 


ATF3 



a „_£. L^i j«j J 4_j 4_v?l>- Jj j-* 4_«JS 



-VJ f 



j* ji Ji>-%- u^ 



j»jJi JLjJli-l jjlgtlLi Oil .<— i-lxii ^jLJ^LwJki a-~j\ jl »b Lo <bUcS Ji jjjil oUK" jlj 

JSwiJI (3 (J i>-J_!i 4_jiUi (j L«S jjjJkt 4_*AS j«_j i (»Jj>tX_vJkt /«_ «*i! <JI>-.ju (»Jj^~Jk( 



ij nil a 4jlL) CjLa^JLait i jj»\ 



System X 

te\ On 



USER NAME 


Khaled 






PASSWORD 


************ 



. Jy-jJI iiLi : (4) jjj JSLiJI 

yt-tr- jjj jj »\ja£ .Lsw jj iA] <U_oj ( aJitX^Jkl -«^ul 4j>c^^ ( Jl?7" <uiaj V 1 Jo I 

Hotmail A .« ^j-* ^~>j> f-^j^j ' 4-*« (V O aSco U SjLs- ^ JJIj ^JjwJJ ,«^u( i_Jdaj — 

(1)1 : (J u>-4; Lo K-ii .^JjpSoVI -^v^l jlj^s- /<-< OjScj ^JJ\j *Js>sZ**x\ /«_J '■— Jiaj 

,_j l gj vr ./?1> ( j-SO . ! Ag^or ./?)' jj Jo 4_«JS C~l>OI i j\ fus i iJjj>-Jjb ^J fr-a^j /«J j»Uij' 
/«_^l JL>olj j»-ti^L>*J.i /«JL («J <\Qj <■ 4j>t-J"s-v? Jjj-* 4-9-Ij /M"-^ (J - *- 4 ^ ^ JL>-( »J_& 

. j>-1 ./»•>■■.") jjfc i_Jj^5J.' j»Jj>^U»Ji.' /«^ul jl jl i *Js>£~A.\ 

a ...il) : jL*A i c5 ^j_bw k_~lko i_uVl /ab: U Jji-jJI jl u _fc 4_ v ^'Ai-tj 

jjjJI c^UK J v^,., i , - a v;<-; ^\ jlkkVl [3] 

^jJlfr Jj_vai-t iJjlrf j-A jttJ^-L^Ii dJjlaj i— >\-> djl jl ,JjLwJi f-j^i-l j ^j^ 
oL«JlS (J-c- >*>-L^il Qn ./?■>■ (3 j^ 3 *-^ iti^ j*--*- * - jrH '-^- a (J ' ^a^^H JJ A' oL*Is 

.C-jJji-l jl ^-LJJLjI C.'./?tllj C~=>5-JU 



ij i ii i a 4JlL> CjLajJbiil jj^l 



4._.Ju.^ 4jL» ,/?ll jjj-l! oLdiS" oLsixS"! 4._Ju..fr jl i_jL1x^J LoJclc- L>-li> Ji 
*l w'Jl j«j»-L^o o (»j-Sj La u j I ijli dlJJJ ■ s-V*-! i JLa (j Lj^w? c^u L«.S (j.>- iLg^ 
: ^a^vj l_« j— *j ' Lg-juJ. ./?!) <La~» ./?'l j j -J. I oL-«.AS (c-l-c- i_'j -"■i-l JJjL^ j_a 
Iaj^-^J (3j-^ SJ-* (e-^ J— «i)u J^JJI Ij_jJ 4._v^L>- Tyl^-j -^Lj.Aj 1 cracking 

*^t*il j' ^j^lii' OUlT alJ^uob *j.La"J| * 
<L> 4^-« JJ)-* 4-«-l5 <L)bx> (»UiJJ J ai>-jJ1 SJjUtJC /«j>-Ljii r^jJJj <LiL JaJI J.& j 

.2000 < 123 Jlo 4>-jb jj^ OUK iJjLsi Jl dUi (^JbCo Jj ^jjLiJI fU^Jill 

Brute Force <LJUa&u»»Vl <ULjIaJ) alU^unb *j.La"JI * 
j i E3 : AiLo iijjjvo k^JS c~-~«J jl < ^j^UlU ,«-*^j V jjj-^l oLdlS" ^a *j 
jjj ^Ji*- 1 dUu jjj-ll 'LJiS' iiyw LfJ^U- j-o jj-^£ (j-S i^LJI iiL^Ul oU SJU-I «JLa 
J) J—aJ (c-^ 5 - ' OjL*X>-jI *_^«->- c-1 ,/?S",.'l 4_!1>-I »J_a (j <C-=^o tiAJJJ .Ajux^a c^JlS 

: l$JI A^j j^>- 3JUI t3j^L jjj^ ("J^i *ty iil~JI i»KJl jUi V *Ai«i .jujil ^*i£" 

AA, AB, AC...AZ, A0, Al, A2...A9 
BA, BB, BC...BZ, BO, Bl, B2...B9 

.EA, EB, EC...EZ, E0, El, E2, E3 

.IjJI LL?j ^ E3 J iiUI oVL^-Vl ^^ Uj^ U:l Ji^-'AHi 



ij i ii i a SjJb LJLajJbiil (jj)t 



^•aiL Jail 7i»Jj 
jjlc- OjL«^>-Vt *-^«->- *~tj£~ p-A ■wx^oLaJI oL*iS (»Jj>tX^J iijjJaJI ojjfc (J 

.CAT, CATO, CAT1, CAT2...CAT9 : Jlo i*K)l 

OV < Lo Lc-ji 4jUj_n (oLoiSJl 4_«.jLS) ~»j.,olJL!l *|jj>tL^il 4.JL^]a j^Xju 

dU i£" j i (ijJLf ^! 5JJL5 L^jJL UlS jjJ-o ^y jiSl) Ij-iS" j-J oUKJI iJs. 
iJL^Js Lol .^j^oLjLSI oLKj «.jjJl£ L$;.SL! .4_Jli!l j jj^-« <uiS jj-j-Lo j-i* 

(jj ' JJ-^-*-" J' fk' (J! 77^ -^ iLjkJI JJ^il oLiS *jJU<aj 01 L$xlSLi.« ^SJ 

,Jl-c ^_« jJiSI jV-o iJ^SslI jj^il oUiS x-o <L^L>- i oljiui (JJ jL>-VI (jia-v 

j_fcj L^JLo (j^>-lj J-i-Ljj ( jj i! oLaiS S- J./?" i Zj\ pj^oI-JI j« Jj^- Jl>- aj J 

: ,*-9jH j-» 4-Lj^ i^i iS-^h ' Advanced ZIP Password Recovery (AZPR) ?y^>ji 

http://www.elcomsoft.com 

4_^«_sMj (ZIP) 4J- ygj 4jgjj ./?U oLilU *■> J ./?"i I ?*-a\jjd\ IJ_& J^ii- ZwO ?-Lj 
C>H^Lo O (JJ J ,/g" 4Xfrj_wJ i oVjLs=1 ic-j_^ p^oLjjJI IJLA j-y^J J -Jjj-A 5— «JLSsj 

J»jJw2>i iwiil LgiUuxSij jjjit <LdiS »jJ ygj 4jjg ..I (c-Lc- VLLo jVt J_>-LJ 

4JuiSj 4JjL»j>- /«_J /t-^J < 4 toil ,/?i LjLaJj LiLa bJi>-l .4_iU<_>i? Jjr° 4^iS\j (j-*-^ (ZIP) 

i-LSLa j I i jjjil 4_«iSo iiyw d_>jJ -j^q Vj <L^i «JaX^j V oVl iwiii! .(sami) jjj-« 
jjjil ALUS' <Lsyw Oj-ILj 4^>tXs (j-SLr i_iill jl ^a LaJ>£-\ l y& .4jjL*^ ^Li ^y ^laj 

Lliia /«J I (c*- 5 ^ U. «./»!, | (_iL»i! Uj^ilj I AZPR fyabyi UaJJ^X^ol -Ulajl 4Jj g , «i JSsjJ 

.i_iliL i^Li-i jjjki iUS jL^I ?«-»U r JI (^o 



£j i ii i a iiLL LJLojJjtXI jj^ai 




EJ! -@ 



Open Save 

Encrypted ZlP-lde 



M ' jced ZIP Password Recovery 

l Start V Benchmark Help 

Type of attack 





About 



Qu* 



"1 -^ 



Bruteforce 



Range | Length i. Dictionary |' Plain-text || Auto-save |i Options ;| Advanced | 



BMlfrtace range options 
□ Al caps latin (A -Z) 
All smal latin (*-2J 
d All digits (0-9) 
Q All special symbols p@- ) 
' L73 Space 
DAI printable 



Stall (com: 

End at f 
Mask: [_ 



Sfc 



^ 



User-defined □ '& 



Status window 



1 7/09/1 425 1 0:35: 00 oi - AZPR version 3. 54 buM 1 launched, unregistered version, 
some features disabled 



Current passvwxd 
Time elapsed: 

Progress indicator 



Average speed: 
Time remaining 



0/ 



AZPR version 3.54 (c) 1337-2003 ElcornSoIt Co.Ltd 



.(AZPR) ^Ujj ^»l.bt~il :(5) (tij JiUJl 



: LUa^- (JLi ^-Lfr JlaLJ. Start! jj ^-Lfr JaiuAll Jjuj 



Password successfully recovered ! 




Advanced 2IP Passwofd Recover statistics: 


Total passwords 


241 

12ms 

20,053 


Total time 


Avetage speed (passwords per second] 


Passwotd lot this file 


ii 
S3 63 


Password in HEX 


Q| Save... ,*/ OK 



.jjjll iUT ^ Jj^lJ-I :(6) ,»3j JSuJl 



ij i ii i a SjJb LJLajJbiil ^>l 



Ail ^1 i iJlj ^AU 12 jj-Afr J ^illlj iy?li-l jjjlt <UAS' ^jJlp LLa^- JlaJ 

U *jJ diili" ijjj-l! LJiS" Jl Jj_^ji! JJjUi 241 cJ-L jlSJ .5_JliJl ^^^ 

i (sami) jj-fcj i t-i-lli Ij» ,> JiJLc liL_^ IaLjjJlj- ^jJI j^ (ii) jjj^ <ui£" p^oLjjJi 

4_j| L? ]s. JJlj Ijufc A$j ^ilil yd LnJaX^i ^iLj^Ji Lg^ajJ ^1 JjJ^ "UK" ls^*" j^'j 

< — 4~^>/L^Vt jj Jkt 4_«_lS /j_« t»ju<_^sl jl A^._^ol LJli-j — j j*-* <*_«_lS /►« »SS 1 -b>- «j 
IJJ A$iLixS"(« iiowaJI jjji' UAS' («j-Uaj ^Jj-g-^ ^L>' -j?**-*^ ^ L^xk^oljj ^^SLr 

ojjJ-t ^0 iLSLiJ U A& iSj^J dj^\ tj\) <jj*\ jjj>\ i*K cJlS" UK 4JV A^jjj 

2j«-.1 oga-Vl 4juoli^ll JjikU [5] 

— <uc- L»i>- V t <LjJjL(J( \~a3 (3 4^1 A,/? a"; Ov 1 j-* L*S — <uc-L«j^>-Vt <L^jjLjJ( 
ii^jo: jl 1 i^«_skJt ^j^it-^Ji ^Jlc- k_-fr'Axib jjj-^' ^-*K" LyAc- Jj-voi-l iJu-c- ^a 
j_s (A-!tj ' <u ./?aU 4_o Vt 1 j'^LJ.i t^j^ <■ 4^wJI *bjl («-w! Au <u,,^?4^j, oUjJjw 

.Ahmed, 1970, Kabassah AU jj^li UiS" I4X* j^Sco 

4jjbs jjlc- 4.JT yaJI i_iAi- Ojjjji j_a ^j_Jl5x]| o; ,,^?"Hj c^j>sJi 4_Ltol r-o 

A>t_i*j .^Ji-v? rt-«LJ jj k_«S J JJU ( 4_L Jji-i 4_JLijl (»i Jj>tX_^o b 9-^-3 C-J Jj>-i C* ./i~J\j 
OL« jJjJ.1 ><_~*j>- 4_^tj>i jl 1 p^jLsil ^>-jJ iJi^r 3 i*)* *i**>Ail ?^Sj\j ^J-*'**^ i"^*^" 

. i > uSJ I /wo j>- 1 *J& ya 

(j jj At 4_«J5 /bj-^ JJbvi 1 ^j_>-l 4_5jJi) jj At oL*iS AS jjw U^jI /S>£j 



i&juMJua AjLL LJLajlail i jja\ 



oblJ c 



i\ L y Z - J u J \ <t> ,/i-W^JI iJJL-jjj jl <c— IjSiVl Jl Jp-jUlS :^L_kJI 

,\-£Jj i 4_> Istll JjA' 4-«-l5 J 6"" (JI./7"VI Jl (J ai>-jJI ->jl*J UiJJLC- liAjli i 4-,/7-it-jJI 

.(7)«Jj 



a ■ 






6er*;aJ S-er^et Comredien Seewty Advwwf' 








■Hym«mingri%jij;e>veiJS P0P3 JWvfcl 




Incoming mad [P0P3J marl r- 1- <;:■■■"■ ■ 








Outfloirifl mail [SMT P): mad mS.com 


,*nj_-^ *l 1 ■ > fl 1 


Ac«unln*int afcstKN'j 


^r 








F«*W9tt ****##***** ir^"" 




G LaQ an ifting StaBl* Pitsswo pdAuii* n[i culton 
d Mr Server requires .iulhenl.til.oni 









•lJ tr 2 '! JJ^-J <J jxA 1 **& -0) s^J J^ 1 



IJLa c*^ Lo <ijj>i ij>-b>j 7>*b-; ^W* ' "^ '— ^"^ ^j^l (C-^cit IJLa jl Jl£jJ Aa 

J_>-l JJ c~«-Ls : jjjL^wJI (j_a jj- .a^j^>-i l Xs- 4J ipJ.1 i. I kji jjy cAajS Si yj, [^UaJ 
djol»j>- jl i dJUsJ jL^i-i k_->-L^ GjjCo fJ jl) (ff«-j Jij i ^tJJiJi cJj dJbSj-i j k_JlS3.1 
USB 4ilj_^u jl ^3j_s [—Is- jjjJl^ 7V 1 '-' ji (J - "*^" ij - * '•— *-~^- (: LaJjlc- t jj »_« 4_«A>o 

,«J) .(JjL^JI JSLjJI J_Lo /»j-£ <LtJfc f As- xwLjvo J^-A) L^oJl^jj < 4_ib-}U1 ola|jg«I-ui^U 

(8) aJj J£ iJI j L*S" dUj jjjit oLdS" isjjJ. <di<u>- ^JJI r^UjJI < c~«Ji^ J 



ij mi a 4jt_L) CjLa^JLait i jj»\ 



tail i *"»i "> i .0111 Pmpeilies 



m 



Ger»eral Servers Connection i Security ! Advanced 



Server Information 



My incoming mail server is a P0P3 



Incoming rnaif (P0P3): mail.mi5.com 



Outgoing mail (SMTP): 


mail.mi5.com 




Incoming Mail 














Khaled 


1 


Account na 




Password: 






Mr3tMor>eyPi 

Remembei 
e Password Aul 


^^p* 




□ Leg on > 
Outgoing Mail 




tt^fflW 






m ,t M ~>\ 












□ My server requires 


autra 




ptlings 




U. S.C4 ® K f n ij J 





XJ&&S jjjil hJS" liyw :(8) *3j JiCiJl 

JLili (Jus J tuJis*x-J L^]j < 4_*^*ll jj^ oLdfT HjA 7y°^j> J- j-^i -^Li* 
(L^/JuJl) T^oLjjJl jj^Coj i S^-^ll i^uJuJI (J^-ti i£\-£-- c£«*J! SeePassword 7=-*L->^ 

.! dJL^ij <— >j>- -i5j4— > (J^j jJLr' **^ '^> v0 '--^5 *-*i«i! jjjll <*A£ ( Jlc- 

jjj^i) 4^Ki JUV! jljSiV! [7] 

f-LJl i»tLj-C- AjiS JJr° < *-*-li tirir^J . «jJL^jI p-cal-J ^$-«j t-L^ ^J^ * ^d_^ JJy° 

: iJlxJI oljk-Ll 



. /http://www.seepassword.com ( 1 ) 



ij i ii i a 4JlL> LJLdjJLtXI jj^s! 



Makkah, Sami, Alhilal : Jlo SJu>-1j iUS" jj-» jjjll iU£ Oj& V * 
2L2SUJI JU^-JI oV < oUU- 10 ^_c jj^it i-US' J_a; Vl t/ -i r J V * 

*UjVtj i (2^„_£Jlj ljj>-^ai\) i*JjjJ~\ J^s Ja^-li- ^j_« dijulfT Jj-S" * 

.SL^i^nJj jjjil iftl^ 9-J^aj c5 x>- lf>-b^- iijl^ ^ 





iU& o^fjUM us- 




OUb 1 - 10 J* 4Jj£» 


JJ>' 


\J J.) <UJli Olij>wa 


j* Jjj^. 


Ajj&ji 




up^ - 


Aj\* JA 




10,000,000,000 


100 


10 


JaJis f»Ujl 








lo 3« 4_)jJl^l l_2j^>- 


141,167,095,653,376 


676 


26 










^jyj 


10,000,000,000 


100 


10 


(>,<,!, @,#,%, A ,&, *,$) 
10 U-iJifr 01 ^jdj 


42,420,747,482,776,5 


2116 


46 


J>0jjl(-ajj>-jlfl3jl 


76 









ij i ii i a SjJb LJLajJbiil ^>l 



IJU .jj_«Jlj (2 ,~_SJI j fljj. i_vaJ() t_Sjj_>-tj f»LSj jt { \-A \ raJ-a- Jj\\ AaJS "j o .'/!"3 

LoiS" <j\j£ (j jj_«jJi 4iL>J jpLiij i Ix^Jj- \-a SJjSLo jjj>j iftAS" j»1jjki^1 dJLifr 

.h@wrq&tdya : 1$1*>-I Jj < hwrqtdy@&a : Ji« jjjii 
I live in Emirate Since : 4_L*j>- jl 2jLf- j\~**£->-\ Aia < 4_L*j>- jL^>-t *JJ>£^\ * 
4^vaj L Oj^>- b=-Li^(j 1 1 ^ I iij> bJof^l i_x£ Ji»V ."lLv@3$I990" j "l990 
^«_*»Jj .0 i -J>-^ <«Jj j i I tijt; 1 /«ij j i Jj Sj i @ 1 ~A/^ i 11 UJLimlj Ixs^l 
jjj_« 4_JlS" jVj-^j i-JlSUL; iijjiaJI »JLa J-j^j < (Passphrase) jjj-it Sjl •£■ «-> * 

(3 j-laJi ^jLii /j_« J_> V i jJjJki oL«JlS (J-C- ,0-a-Lgil (J j ./?•>■ <UiLS Si jjui Jjy 

: JS^\ pyij dJJij i L^ifr Jj-^i-t A^-Ljil j^ J^^J ^i 
*UiJI ^jJl^ jLS" jJ j^^- < dL 4_^li-l jjjii 4_*A£ ^-Lfr iJj^i. *_Lk; V * 

. System Administrator 

^1 j4_j. l^jij) <UI Jji-jJI jljll ^UaJI iw»*l k_~~»^- IjjJJ Jjjil i*K jjP. * 

oJlj jjjil oLJiS' (X-;^-^- 4_i 0j^> tjJ3\ (Server) j»^li-l jL^->- *3j~>H 0' jl~>-Vt 



ij i ii i a 4JlL> LJLajJbiil jj^l 



bjls jjj-a J-)u S^wviiJi j~i- jjj-It oLJlS" x_a (c^*- < Brute Force iJUaiix^'yi SJL^laJI 
,«j>-L$il ^j-Lc- -Lw^j jj^lt 4-oiS" -^j^*^ l«iJ .oVU^-Vl aj*>- f»(Ji3*i<-V iilS" ijuj 

. 1 A-CJLi jjy iftlS" ^-Lfr Jj-^i-i Jj^ <<JV 1 AJJo ^JJI j^!i M^r^ 

*-j*>- JJ J_ s^j jl I JL$j ,«j>-L$i( J-Uai-^l 4_oJajV I j! oUL«J-l J_>-l jJj-a i-Jl^ 

.jjjll oLJlS" <bLixJ dU ij < dluJaJlj dkbL~>- 

i dUV < (jj^il i*K* tlb>-Vl jL>.) Vj ^U-i Jlp jjJLI LJS dj£ V * 

^^1 T^-ol^l c5 -lf i J_OJ V dUJli" .t_Jj_^oU-l J Jjj-ll 4_US" (jij-^ Obi <^-L° («-L»J 

dJJU jiS"! j*V Gator rt^lj^ : Jlo < l^J iijS'Ju ^ V-L> ^jjj» oUiS" j£Ju dU ^5jJ 

.) Jji-jU! ojjl LAS' dii t_jU( ^xi> 4Jl 

. JjJj>- i_->L~>- rtXS JLLC- \jjS dlJJ ioJLail jjjii i*i£"^fr * 
.U\> ■J^eJJ \^*£\jlj dbuJalC i^UJ-l jjjil ioiS" «-o J^bcJi i*lajl *->-lj * 

Biometrics^j^ o^y^l [9] 

1 Y-c-j_ : aXj ( 4-jjf^- 1 oL LaJ I) Biometrics : ,y«-~»j 4—i>»b- oLjJLi IJLla J_> ijjjJ.1 

^WloUfT 
CJ _U tij-*iU 4jj_jj oily? Jl rL^- J-» ' oLUS" jS"Jj Jl r-L^ V lf>) * 

.^Uid! J_p-Jti! oUyfl.ll oJLa iJ^ *Lk^l t r JL^ * 

.4^- LajLiol jl lgjL~J k_-A-<ajj 1 ^2J^iJI >c« Lwb oU.^il eJLft *■ 



ij i ii i a SjJb LJLajJbiil ^>l 



»J_o«J( Lfcjul 4_^o(jJ xsJo <Jj <&-b>- 4_jJjXJi (jl <U/?L>- i (joJI aS^^Zi (3i>^ /r* - *- ' >*-^ 

J I ^yaJji. j£) .jj^ll oUKj iJjUlL i^i;^! iiKJl ^ (jjlljjJI jb-1 diiiS" .^jJ.1 

4_JJaj L«j tjUa>-l jj 4_j t_4^ b= JjL-udt »J-& j< J-^ i_P^J l JJ^r^ 4_«_ISJ 4_l»S^i 



ij i ii i a Sj«Jb LJLajJjiil jj^l 



Malicious Codes j> Malware 



j_«jJ Lg>iiJj>t."-c>'i ,j-S>-C 7e-ol ivJl i_y 3 - J °. ^' < j-j ' ■*— -~^" TV 1 ' H jj~ (V 1 (*-#"-* J ' ^s^*-* 

/y_a d^-> /J-** - LftJL»-l jl 4_aLg.>3 J_S (jj-£j rc-«L) J ^1 ^Jfc 4JLJA-I ^caLJli 
i /yjlj>tX!l 2J^>-j i i> -SiJJi i >-Lsdi i OJjJt) Jj(a-«JJ otUX^I jl i ojj^ jl ^«~«4" 

4'ijj-sil ^>al^)iil jjjlaj ,*-9lj^ [1] 

x-toT ..." yya ij_) jj_laj (c-J-C- 4_JjjJ Ov^-ij J I 4_^^«l! -ait-JUjI O— io i)\ Jj> *■ 

.(j\jJXJi.l jl i \*~j\ j*->W oV j~"~i U^ I «i*J - 1 — - t'p*-^! jl ,>*»*~^«£jI jl <jlr->- Vt 
i olSj_Ji jl i -it j-Jl (_$ 4^~^« (J^- *lj- " ' oUi jJjuI as y-"j <■ ?*-i)./?>\ ~~*^lU *■ 

I 4_^3uU Oj_JL)b 4_v?l>- <*jj_^o OLajJjw (c-*-C- UJ— ^>Jj ig*-^ OlSj-Ji iSLjfc .(Jj-^ Jl 

(jj Aj .Lglal (i— C 4_«^i oLajJjw ,*—*>- UJ-^-!l jJ >-*«*■ (s-** - ij."— ■»'^J UJ-> •^^- a J 

./«^*ic- jjJ ->t >sVt ,Jl£- ~~*j>six3 lLJ>- ryjlJ^J Oj &]a <UX>yiVl SJijJ-iii 0->-Lit 

<JjJjL4 ^jjjJali j_« iJb-U- JLf : }\io . Jjj jl i olSAi jl i jsl^sl ^y *uiu Vt * 

.4^- jji (Jl J** 'VI i_J^- j"j .'"-? ^ JS^l^V CUS 9— ijS^a <0 j^i /wo A^jI 

.oUjLdl till; c5 Jl^ aSj^JI i»jL^c 
^^ ijjL^JI oU*A^Vl 0j-& U, 57 I oIj^l^Ij ^jUJI jjj^xil * 



ij i ii i a 4JlL> LJLajJbiil jj-a! 



W^ljsi [2] 

jj OiSj Lo l^-«J < rtj. .,.■? ll C~*JA-1 : L^i i 4JLJM p^^lvJU S-b-Lc- f-i y\ iSuA 

oLj^-Vt ?>^tj-» ttLp! '™^-? r<-_"~^l '•J-fjj -e^jW^' e^—^^'j < (^~^'j »jS"tJJ0 
CU-^- Spyware ia^-^JI ( j^_~»^x}l j\ ^Jlp^l^J.! olij ,/?T 4_julx« roolj_;j < Adware 

. Viruses oLuj^iii * 

. Worms jlJoJJI * 

. Hoax <_olS3l f^UI jl fOi-l * 

.Trojan Horses iolj^iaJI iu^^-Vt * 

.Phishing, Scam ipolji-l jUa^Vl JjLuj * 

. Spyware ^^^jf- 7y\jji * 

.Adware ^y^-J 7>*^ * 

. Popup iiliJl jl i^Us cj\s*Jup * 

.Keystroke Logger ^Jliil 4>-jJ ol^SJ (k^ 5 —^ i^ ^ * 

i«j u^yi c j> p] 

joJl^j jJ-\ (JJ uUw t_jj^lj>- ^y Siji-I rt-oljJI J-^J -As : JJj*«jt JaJL-ij * 



ij i ii i a SjJb LJLajJbiil ^>l 



,V}-£ »JL>-jj i je^-jLi-l ^v^jkxJI S-b>-jj ( CD 5^ojdl ( j^>jiil ( Floppy Disk Ojil 

.Memory Cards SjS'lJJI Oj^S" j iUSB 
Ujk! jiSVl Jil>JI ^ i/Jj&y -^ ^r^l^Jj^)" ^ Jd> J* * 

^Jl^ ^jJ^ i)L-j L= Ju>4 dJU A-jj ol (jSlc : Attachments OlflSjit Jj^ jP * 

dii-U^ oLj dJLi ±SjjL~> V aS\ ^\s- IJl^Cjw i diSls-U^I Jl>A ^Li-I (JJi^Ji jlj^JI 
aSj_Ji /• o J ^ wo 4_Jb i»tl ojt v j_s jl .dl js- iJLjj>5j jl L_L->- L_^U -j tii_J J ^r^ 

/«_1j<JJ_j .4_>Jjj SJL^oj (_j (3-^ (^ *— i-Lo 4(? u'lj) CjJ_^ Lui J /J C-S a— 'J )S>~« ^y^ 0\ -o u 

tii_«^-iij 4_J jyiSoJ ijjjj <uLmj 01-^" f» «— S? ■iijl $•>■ c-jLv?I taj 4_L»>-i p^LJ! A - **. 1 jU 

SJL^u Jl *_« Lis >-« A^J < <-A> ,j»<9l>-l (jii^-*^ j-*^- 1 ij le^l **2^i/r^ (jii^-^^ i*~*-r" ''^VV 1 

J^ -^JLr^y ^' £*l* o^. :SJ1 — - , J )| 5 *M *J-^ Ji> 0* * 

L^Jl j^ i J_JLo^J( (j^j-fr J—j^x] olj~« Ale- [£y£- ~ Microsoft Outlook Express 

A-~«-*- • — 4_ajLi!t 4_j-bvJI iiL^ojJi ■k a ./?" Jj^>tJC —y^^Jj 4 JLal otj_JJ LS -*-C- ^j_X^- 

dlL4 Ja_.lj ^j-U oji^JI JSL-^I ^^s (5jx*i :4JU^t J Jajtj jj^ jP * 



ij i ii i a AjLL LJLojJjtXI jj^ai 






G* hi! Message 



File Edit View insert Format Tools Table Window Help 
' iQSend | toojQts- | IS * I £a 5/ | 1^ » * I ▼" I [^ I El Options... 



ikJj To... 

isa.ee.., 

Subject: 



jane@aoUotri 



Hi! I am looking for new friends 

My name is „larjie^ I am from Mi ami EL 

See my he me page with my w£blgg and last webcam photos! 
See you! 



31 



SJU^I Jajlj jjijt. jp i.U»)ll :(9) ^j jXiJl 



.4^lc- 4JLJM Ttal— Jl J_^«^.j i j»Jj>tlw»il j*-$*" cJj-v^Jjt (3 Ol JCj( i^LUj AjCU»J 

MSN Messenger, Yahoo ) 4_jJi« I j_« : Instant Messenger yffi J -" Ijll * 

tlS-U^Vt x-a j-iL« J^-^ oLilll JiliJj < k-JsU^l! t=-«^h ^j .(Messenger, ICQ 
&> jL ^jJL-1 , ,y „,- V dtf : UaVjI : jldSLL* ^!l J^ljj ^(^Jj .*1>j! j! 



^s (_$)->■ Vt <US_ii! Lol .LL-i>- Ls^U j dJJ J_^/jjj L«5o«j <ui)! JJcu^jj < dAJLj^ 
A>-Lgil >>-,lg" ..a ,A-!t L$x« 4XJla!I <w?l>- ( (J^t l^'wA' f^Ltf j^ ijuVl ot JdJt 

.4^ <cLJi-i 5^0 LJ I c^>j ijjLgj>- ^^-^"-^ 4-J^*" /r° 
j_a k_JsU^ ols aSL_jJL iijL^>- J-s^J UiOifr :Open ports k-jsiit J£\A\ * 
J_iu j!A->- /wo j£ C-*J\i C-J ir-JVt 7t a ./r^ LiJJLc- *Al*i .(J-Jaj ^£3 Alow Jilla J'A>- 

•ti-Uifi- OjJ 4)W Jl C~J~ £-«L^ 
^fls- j_* 7«lj-; J-^*^ -LJLfr : Downloading C — ijxS)|l j_» ^y. J~«^ * 

ysjii jjL [4] 

^jJ! roLs^Jtj oUlj>-Vt j-o Jb-U- ^L\fcj • /T^-*JI jjji- <^j^ (Ui LcjJ 

: Lpo ( JiJi-i pua\jj\j iU^Vt ^LixJ i-ojJl dlj*Lj>- J L^LJl <— 4s 

4_>l . gb ijjj is-^ 5 " ' 'Jj-^4" (j^ait-Ji /j_« SJL^oj x_« (J-9 y° '— *Lo iS^ 7^~& * *■ 
t_a_lU ■ gJaJ i_jLu( («-wu k_^c-'AxJI !jSs 4_j V 1 L*i jwj A*^- V »jj^? jl .„•?' <_il« 
.Lvaj jl 2 jj->/? J-*^ (4-J-i-" *— iL= )6 . U*i a— S J-«-^: (^ JJI ^-Ui^ii 
*_SaXj C-Jo (jj jj lJjj-jw -ait_Jo /j_« SJL^oj *_« ,3-9 j-* cjLLo (_£l rtlsj V *■ 

aJL^Js ^L> tiil>j^? ^ j-i^iil dk£-c i_ili! i*}L^ ,j IS" Li cu^ lilj <■ i_iiil iii)i 

aJL^/JI J_^ujI /j_« OjS^ J_S 4jV . A-wq\ g tfT ,...\ <UjulSjJ 4j-b j> JJLjj LgA^olj 1 (Jl ./?"t 

j«_*uL 4_i^- •tooIjj jc-J-c- (Ca-X^- JjL^/j uL^ojL f»lSj 1 tiJJL-W? jLj>- i_jw?I lyjr^ 



ij i ii i a 4JlL> LJLdjJLtXI jj^l 



-L_jjJl pr a ,/i" ?y\j-> Ja ».' oV .(i love you, Your money, You win) : J_Lo 
.LsUJu JJLu^il tut \^>j£-j iiijll oLUil xJcii Ul j»jij jlS ^Jjj^JVt 
-U^Ji r=-*LJ^ j ^Jj-^^' iiL^yM x_o i-SSjll oLUii J-^*^- »j-~« Aiac- * 

.HTML JJJ 2k^\jj SJjdl J^Lw^l u^l/*^ ^ J-^»Vl <>* * 

J_jjJi jl < JyV-itXjl JajL^oj ^_£J^>-I l \ui t\ j-^) 4j_^«^- Jjy" (_ibi (_£l -a^tii *■ 

^U^ SL-J^ iJjLji. (cJ»M ^U ^ j\ < ^\ J-^lJJ j\ « ^j^Vt 

.<Ci>- p^_«l j /yi »«-*->■ /ys Jjji^tXl! OUjJi — til ?tilS^J 

.2J_>Jj£-l oLujjjjiSI (J-C- 
-UiL^J JlS .i]jLjj>- r-J^~ tj^J < e£jJ J J^-^ dJolill iJaLjj>-( i>«~J JU- * 

.olilU L y2ju lJJjs-j IjjLjjs- /y oL*ij ywi!l Jjs-I ,*»£■£ JL>- (j L^J= 

.(P2P) oliiib ^"jLiit ^t^ »\j£cu»\ SU; * 
i-j-oVl oljJdit ^jLixi (jjJiJj^JI) L LJc-ixJ( r^LliSj < 4_>LJ-i j(jl>- < ^Vl J—ljU 

.t_lLo ,_^| (Jit? 
^^ JLildl J_J (Firewall) 4_>LJ-i j(J_j>- 7=-*lJ^> ^(Jlj^_^( ^_e. jjcl^J V * 
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Viruses, Worms, Hoax 

(»LjJ olSj-JLii /j_« v^-J J-J-jJ j*-*j*a <-\jj>-\ JJL*3 .L^« («-*-—»j |V< /_)-~^^ l»JI UJ-^J ijl 

. (1 'jl^-Ij ^j^ jjVi ,jJfr i>->j~" jJ j^l- /99'67 ji x^j < f 2000 

jj Aj .I j jjjs- L^o jwj z,\J— 10 ij^j Lo j»«j J_S 2j_>Jj£-( oLuj wja!I jjip t-jI^jj 

LijjjJ 141 o cJL>>l oL^ojj^i ij>tilSLo ,j 4 ,/7,/7-kjJ F-Secure a£j £ 

iijjii! oL 9^-iit jj_c- jJ_«jj .,».Z004 j»L»J — . as y j^Zi o^>- «JjJj>- oLj^j] 

100000 ,jj_j f-jljl_> Lc i£j-£i J-£J oL^jj-iJi j^->> «LilSo jJi-aj 

bj-^> 30-22 (jro ?-jtj^j Lrj i^oy' j^j j ojJl* 55 _; ^2003 ^uj Liu 
. (4 ^200 1 r L*J ^^,1 jVjj ojJb 1 3 j j < r 2002 f UJ ^^,1 ^ 

oL^ujj-iJi ,«i-*J LoU i oL^ujj-iJi v^-fr >Lc- J-^— ij /<Jl^x_j LoJ.JLC- LljI Ja.^=-V 

.Lsua (Worms) jlJbJlSlj 



Computer Virus Prevalence Survey, 2000. ( 1 ) 

F-Secure Coropration's Data Secuity Summary for 2005. (2) 

Computer Security Institute, 200 1 . (3 ) 

Mirco Trend Inc. (4) 
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l^ljj) [1] 
Viruses OLojjjut .♦. 

j» a_> (_j LojCLm (j^-il Ou^ji— il! 4JjL" iJUA 5x~«^l ,J^>- I 4J^jw 4jJl>- jl C-Jaj 4J_»£- 

Worms OtOj^Jt * 

i (3 f-^ 2J.JU i M _^ol *>-l ij^-J /J~^""^J ' ~ i j-*&-*3 4..X— >■ <Lj a^uL>- rt^ol >J ,-A 

,j«._>^j Ji-^-JVt 4.*- >— "-jj jLxxxJ L^-^-aJ (,-*.*- Lg.10 Lo.ic- L oLu/ j~.«JI /.p jl^ij 
/-.Soj i ouL.Jt LJJ.jtS 1 2 ,_JoL>i jL ^> A_«.j«j ioLc- f»j-4-> V oI-Lj-UIj ./«.^5j>-( 
4.Ss»_Jij i_j j._^o L>- 1 4._JLj«i j LJl_^i o' J|~j oLaj ,_^JI LjJLaxJlj l_& JL>J <Lc ,-^u 

. o L« j.1jJ. \ 
Hoax oil&l £^>LJl jf £JO-M * 

t»tl_ou J.J .iOjjJI jl .^ 9^_«JJ ^J. ./?".lt j a-Lc-L^JJ ~i> ,Ju — >-l (j -JLJj 4jJSJ( 
tllJ f-^-Aj /«.J> i \ J>- 1_« j_JUXjI J..S (j\_»^J ^Jji^-i "j-a 1}jS-£- 4_olS Ojjjj 4Jl_^j 
LjUa^i iijL^>- OjSL^o lvJ»J . V (=>l <U k_~-v?l Ji lijLg.^- 0l£ lil Lo 4i^*i Oljiai- 

^^iU oUn w.^w' jLf>- J-^" ol ^^ Jju ^j^^i oLix^V cj\j1sj}~\ oV <j 



http://us.mcafee.com/virusInfo/default.asp?id=calendar. ( 1 ) 
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F-Secure iSj-i *-£j^ 9-js?ji\ dl^Lr iol£J! 

Ujtf [2] 

4_«_£« Ol—ibi lSJJ; UjJJLc- wjji— aJLs . j_Jo L^j ^-P LSwj i_«t«l i>l j»t (_jj ' >JuL^j 

L^J cj\-^ujjJA\j .1£jJ^\ k-xA^>j *^L<uJ( ^J t_jj_^U-1 ^JljCo jJLxil jli *^L«jJJ 

4_jSJb jl_£>-i AJaju La L^JLaj I 4^~^~*^ Oj-Ssj J_S i £jJ>-\ 4jL-i>- 5-c_«lj_) ic-tj V j» **J 

JiJLfr diiJii" .^(^Ji j-o ^^JT .jjlc. iJLa jLi" lij dUL L»i ijo^J-l^J^^ 7>*^/JI 
*JLl« ALjuj ^SwiJi («->-jj LgJLs < a^JL!( (Jir* iV* » j^*-^^ l — J W 5 -£r^' 0^^-* <JL<&t 
i Slammer j^o^L^ j_a 2jj^.JLli jlJuJiii .Jle- ilLoVl Jl>-I < aSL^JI jjle- 2-UIa^o SjJtS' 
IP c—ijiJ VI v^jjL^ ,*-;-«->• (ffJ-c- jjj-^l tV a-^ L° i 4_1jLa jLiil i^j^o jJ: <_£ JJI 
^ I *_^l_pl olJ-jJ-!l jLiil (j^lj .iiJb 1 5 jj_Uifr J (3tj-^ cK^i 4 Ujj^ A-^l 
otj-s^Jt olSL_J.^ r $'l ^Jlj-I (U^j ,Jl <£*\j ' ^— Lr"Vl t_r^ J^' ^j^" ^L'w'J 



. http ://f-secure .com/virus-info/hoax/) (1) 
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5Jl>- i-Slj^ jj-c- JjJ-wJkt i_)j_^U-l J-la^j ' L£o^ol (j jjL&i i;Vj J ijjjJI 4SU2JI 

J§-> ijl C~c-1 to".«'l LgJls ijiJjjJi J_fc («-?«->- j-*-*^ p-* if~^~ ^l .4ia?t*Jj ^j allt Ac-Lill 
,j jjJ-j 01 f UaX_^oi -jl-UJiii plj-JI (V» f j-> ~~ Blaster jX_~,% (Jl^s .i^jJi LoL>- <j 

^1 J> [3] 

rooLJI *-£*>• ^TX^ '"*W eSj-" <ilj«JJ Ui jL^i-l ,Ua£- jl < oUlit k_~l&l oJb- J) 
jl ^j^XJ Vj . jLfi-t ^ ^j J1 Jd\ <jjl_>.j 1 0L£L*Vl jJti OjJajdl oLilil t-'A-vJ 

4^!^ g*\j} [4] 

La LgJLo 1 ia-Uii otUjTj p! aJU C->Lj J *..&!( <L>ti \S*j> Ty^ri y -k-A-c- ^JLa 



McAffe 
Symantec 
F-SECURE 
Mirco Trend 



http://www.mcafee.com 
http://www.symantec.com 
http://www.f-secure.com 
http://www.trendmicro.com. 



4jjL*Jl rB_«*jJl -f 



4Jl£t 2-°tjJt — o 
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AVG Antivirus 



http ://free . grisoft. com 



Mirco Trend 
RAV Antivirus 
McAffe 
Mirco Trend 



http://housecall.trendmicro.corn/housecall/start_corp.asp 
http://www.ravantivirus.com/scan/ 
http://us.mcafee.com/root/mfs/ 
http://www.trendmicro.com/ 



£%*1\ g*\jA Ji*Vl f l^lu>VI [5] 

.ijjL^>- /J^ l — J ^'J>^^ 4j>tslx>i wl^iLJjj A«_c-j jj>j _^i L«jb j£u *■ 

. Jju. !! ?r a,/?" AJ oLujwwiJI IglJIjJj i_aJuSj jolii-l jl$>- /«o 

.SJoJuA-l 
V ^Jl oLSjVl J LJlj Ljjjj dJJliL .LwJUiJ 3_?*sl£ll t^L^h Jj-^ * 

oLiU A> uJ JL>- it^Jk 3 iS^ <_kr^ t-jj-iSj _J Vt A*- ' J.I p^oUo iil j^ : Au i , -tljjJ 
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Trojan Horses 

J_Jl!I ,jj i jo^jjJij ^J <u (jJLj>-j jJuJI 4_Ll LoJllc-j < L~£" b~ii~ Ul .,^?-=- ^tiJic-l 

(j /j_*Sj /j_SJj i iJ(J_jJjIj oL j- ail lj~~° J^^~*i ' J^J ' *-^** (JL*C-i (V 1 a jgra^; 
J_S ^Jlj i pcjjlall 4js-d (JjJ 9 />-£- C~L>ol ba ^-^-. a\JCs>~i\ tjJ&~ (V 1 ^-~*^x!t jl 

W^ljsi [1] 

J_ju /j_C- ijjb£>- (j /«^j>tXj jb /«_>-lg_«JlJ y^A~^J pj^oLJ! aJ_& !«A*J ^P <Jj«^jJl 

.Back Orifice, Netbus : <dli<il ^ .^yii* J^-^ 
(»Jukl~Ji.L; 4_ysL>- oULj J— jj *t*L>jJI '-*-* ; Data Sender OULJt J-^j^ 

IaJ-jjj jl i 4_jJjj 4jL^oj 4 to ..ii jj ObLJt A**i J .<U_£U ObLJt j< LA— £-J SjaXSoJ 

.a .^ib^J /aJs-Ujil *3 A. 

p^^j x.-o Jj-^xJL ^oLj^J! IJus J~«-*j : Denial of service OloJjM JJa** 

(3 I )-£■ J J U * J ° *— - 1 J-** 1 * J5 " **■_«->• bj-' 1 /_=-"'' <b»J>- L$.« (.£>>■ I « j-$?" ^ l_s-*- C ' l *"6^ '-^° l£j^" ' 

4^olJjkx_J ^>-L$ii *_JaX^j Ua^-^j *»j>.L$il i__>j_^/U-1 ^p«-^j : Proxy Ji »< j 



.LgJJ oujJI *_«X) /S^ AJiiJ ,>-l jjs ejJt^j t£yr <^JiSi i_>j^uL>-i 
4_v^l>- i yya\jy]\ ,j^ju J_JajCo i »t*L>jJI IJla j»j-«j : Blocker n^tjut JJa*o 

iJjL^.?- .5 ,-^J 4_>L«ji-l (jljj^s- yya'j^J i OL^oJl— iil 4j>tSlS^J pya\fj '. JJU i 4^iL>] 

l$l*c aLjL [2] 

j-o!jVI JLiL^V) (Client/ Server) joL>- jl AJix_~vo ry\-Jj} pjJ-> ,«->-L$it r>j-i 

4_j l_^l>. (j_iu -wlX_i3jj i ULL^u LaU jSj <3 j-* 3 Sjl*j <ujt ,/?'t jL^>- is-^ - (oi_«~1jCjIj 

C-J ir-JVl .J* ljjL^>- <L)tjJ£- JL^J^ T^^j^^ f"J-H (*-^ ' C~J CbVt iJ-^J 3 ,j-C- Jl./?"^ 

jl_$£ *i^xJ( LlJ TyLJ^JI dJUJu JLvaJVU (*>-Lgii fj-2j dUi Juu 1 ^L^Jl! (IP) 

<Li^.!/lc. ?^j^ [3] 

JLsLil ^JUj 1 L^Ji^j Jiihll j *i^xU : (Firewall) 4jUi-t jt.br £-«Ujj # 



# 
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ASLjL; IjjL^.^- ^L*- 1 *- ^-^Jr* 2 -^ 41y4>-Vu <W?l>- 4j>t3l^i y^a\ j i_LLo Jb (JJ ( L^j«^*js- 

.Sjjjji-i <CLji-i pj^ol -Jl J-../7) ^JjJ .IS^JL} 4j>tSlS\lt ?c-«l O ljL>J^- 0\ l y^> 2 J l A '/I 9 1 

: Ajjlj Jail <U-A>-Vt 4j>t3lS^i ?=-«( vJ (V°J 



lockdo wn2000 http ://www. lockdo wn2000 . com 

Pest Patrol http://www.safersite.com 

The Cleaner http://www.moosoft.com 

Tuscan http ://agnitum.com/products/tauscan/ 

Trojan hunter http://www.trojanhunter.com/ 

Trojan remover http://www.simplysup.com/ 






0' />— * L_~»^ l OLa Jl— «Jl 4_5*j\S^s yyaVJlfj j» 
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Phishing Scam 

jj_Xj L« LJLc-j) 4_JLJL>- 4_«.]al« /j_« iLiy 1 gJ 1 ^J-j-JI ijlaJLsJIj ASwJu J-Lj 

4_jL.^JJ SJljJl>- o(*(j-^-I jl < oLjLU l~>^-^ iJLla oL> J-^j < (LSuj S_«JxlI! 
4-iljic- diiJLS'j i 4^. : >^._^2jj 4iSLij jJ~^ (^i-J! i ^^o-AjJI x.ij^jL! JLixjVt julp-j 

^jj5"l j^Ju (j iibii 4JL./J 6597 icoU-l jUa^^t JjLoj jJl& iJb Jij cJJb JiaJ 

. r 2004 r U3 



JjL^oj 4_^tilSLo 4_C-j^u£ 4Xjj>t_^ 4_JLjiaJI sJL_A ._ Lc- L~*i1j VLto J__>-bJ 

4JL-JJ dij*L>-j S SunTrust Bank ^^-1 di-j **A_»£. Ji >-l dJjl ( j>^iJ 



(1 ^LL^V! 



: l^j 



./http://www.antiphishing.org (1) 



ij mi a 4jt_L) CjLa^JLalt i jj»\ 



Dear SunTrust Bank Customer, 

To provide our customers the most effective and secure online access to their 
accounts, we are continually upgradi ng our online servi ces. As we add new features 
and enhancements to our service, there ere certain browser versions, which will not 
support these system upgrades. As many customers already know, Microsoft Internet 
Explorer has signifi cant 'holes' or vulnerabilities that vi rus creators can easi ly take 
advantage of. 

In order to further protect your account, we have introduced some new important 
security standards and browser requirements. SunTrust security systems require that 
you test your browser now to see if it meets the requirements for SunTrust Internet 
Banking 

Please sign on to Internet Banking in order to verify security update installation. This 
security update will be effective immediately. In the meantime, some of the Internet 
Banking services may not be available. 



SunTrust Internet Banking 



iLk^l aJUj :(10) pij j£-*Jl 
< iS^]\ 4_5cJI 4jUa>- OjJl^-j 4_)LJ-I 4_JaJl JijCj »IS dJbJI jl SJLu^JI iSy^ 

Ouj-L^ji *—a (JjJi Ca 4_Jlc- j_«j>j (_5-JlJi C— >£* VI 7c a ./i~a jy&\>j> Q\ "jt JS ujI <1xa -^>jU 

. ( _ r k*ll JijijJi ( _ r lfr Jai^l Sk-Jjj J~>«_^jlj dJLJI xijl J_p-J_ll dJUjL IJJ < SJuJlA-I 

.(11) J^LiJU p^jxjA US' cJjjll dkJI fij^ Jl dJUj^ Jajtjt Ji^ JaiiJaJI -Lfrj 



■ 






SUNTRUST 



faJuj*4 jljJhfi 






Onlr*D**TrB 



,■>.■ HlWt^iiWJWrt 



t«J OH 

Q'&LMP 

Internet 
Banking 

H III Pay JUSl Got iLl*tt*( 
SMaUhmikfiTntMA 



£**» your Customer ittemiricarwi Number iCini ^^ ,^ /JRaiHBLlMl0uyil- 
or Use* JD and Password wu 

iff,! I 



1 1'."*" I 




T \^ 



CINrUnr ID: |~ 
F»Mvwrd: I" - 



Jljjjjl 



H Piatt ■JNfl J 3f! ifr or I ■a-g-s.wjr.a-- - 



I WrtM Ul W l i j WKnuarlVri 



an. c«nd 



! w h at s New / 



,JL»jU dbJl j3>« :(11) plj JS^Ji 
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: jAj LLa>- jJlj (URL) jl_«i*)l : UU 
. ( http ://internetbanking. suntrust.com ) 

4_XSjjw •jSJZj . LsL- 4jjj (Jjajw j>-l ]ojJL> (jLlsJI iajwii <uiaJCo IjAjL^ -La! 

t> >->>£■ f«-J < ^2jL**2i>- jLx>-l /«_j i oljJjl Jajj_Ji (c-J-C- SjLaU /j_£ VI jjJL la ».,/?> vj 

Jajj_Jo . , LS — JUJ 1 ,_J ftj&ya ajfc LS ^Jajw ijl^jJI JsjyZi ijl ?r ./?lJ ijl^jJI Jajj^i ,-L- 

: jtj u, ci iji! £ 5ji! Jl j. ij tf AJbLl jij uJI 

r^Ljj jL ii^Jfi hj*J\ dJUUjLw JU-I Jlaj LJa .( http://82.90. 165.65/s/login.html ) 

fti L\Jo jLSj i .jJLaA-1 dLJI ,*-9 ♦* -JJ , -£-LL£ («-> < »JL>Jl>-l oLj3-l x-o (JsljX* y^JLvOM 
dJLJJ ^L^-^JI oLoJii-l j»Jl=^L~Jj dJLJI **>Lk£. v^o C^S" \'±\j ) diSLi jJL> V jJ^s- i v,^j 
^JjJa •j.c. oLjlall dJjU k_Jlla 4_j| 4_v?U>- i /0-^J./?" JS dJjU 4JL0JI dJJj Jl« dJjs-L-J 

.LLa>- j.Xj (_£ JJIj 1 /«_£j<ia>i 

ySjIl Jj^ [1] 

.Ajy^i A^zst^i oLaJjw Jj>sjCU«^j LSwj k_~UaJ ,-SJI JjLu Jl /ys <j-Xs>- "S # 

LJLlA-l oL^i-l ^0 iL^ll JjLw^J! Lai 5 r»j-*j<JJ i-^>-j^ p-lxi-l J->L*j * 
,*-ij-* dJL^Ao iw^S'l jl 1 2j_JiLo 4_^i-l SJjLtj: /«_s J_> < JsjI Jl ^Jl^i^J V * 



J-iail ASLjij i iaJis http ,»-Jj https j IJLj jl^jJI jl -yt jS'UIj l yi^j (*^J^ (Ji^ 9 

. Lr LLJI ~i^dl ijlj j J>«-'-t I J>\£\ 

.<U^«VI oLJcJI OJj>-1j AJl^JI *UaJ j ?r a./rdl yy>\jj> OJL>- * 

^SLsT c~ij fj-wi j fV^Vl oLLi «bj^o oIjLj c~«Jij («jJa3l cJl£l lil j^! 

jfl-ijjjjJJ jl < L$j ^Jl->Jj>- p-2jj 4_5lk> Jlju^olj iilkJI *UJV SJLai-l 4_^>JJ 
J^lJ Laj'AJI ol*lj->-Vl y ^j^- J' < r>JJ^~Jkt (wl J I < jj^l iftlS' jl I l_jL>J-l 

■ jj./rll 4j>s_os_^ wjP JjLj Jl i»tUJ OjSsj J.42 i <b j^u obia-bw 
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Spyware 

j j_v2^L> jL^j ( j. u ->m.>x)I 7=-^j-> j-° OJijJIj -IajjJj (^Jl <*^jll VLr° <J! OjUhS" 

j»jJ^l- J.I J»Lcl SJ^jw ".J-to <5jjL^ ( j>I^pV 'j>-^\jj < i^oJI oULJ-l j»ISjIj 
.tij~J ji£Vl iujUdl «i!ji! j\ < Ua£«iJ ji^Vl c-^Jt olS"^ jt < ii'^^oVl 

Lft^j .dl_U ?w?(j jij 0j-> JU^Vtj jl^i-1 olSUa t_2^X~J rt-oijJi OUj jl 

^jJs /j_C- 4J_^ J.I OuLJ! 4_^«S /j_« !«•}_>- J I 4_«olJj| "jjljitXjl 3Jj>-jj i 2 jSlJjl /yj 

■ (Jl ./?"V1 la ■ i «i j 

l^ljji [1] 

Spyware w mm Jl -*^?cjI jl aJ >t . " ...i,l Cj\£ ~ju 4*jL« T^aU w * 

.j«JLc- 
Keystroke Logger &>\&\ A*>-jJ Olj£j J~»«--~J J- 4 ^ * 

iiLfc .4_5cJ| dljlslLj f»L5jlj ' Jjjl>\ oLJS" Jl t 4_lojJj i 4_Jjj^JI JjJujJ J-^J dr* 
j\ 4jU)I jJl^ ^_jV S-Jslj* TT-^Lh W' ls-^" t^j—^ (_5-*J ' oUi J-**5 VJj^l ,*-^J 7^bi 



.4jj|j Jail <L*a?-Vtj i Spyware ~*»s»£}\ ?y\j. 9\y\ 
Adware OU*>U)It ^f>\ji # 

: g^l^JI diL" Jlp iliaVl ^j 
.o-^Jt lSj£ (j L^j^LLo -^ i o-^Jt ■ > v /? tJ ? ^V"-* ^W^ oU^lc-J («jJi£> ( 1 ) 

Popup iittJ*i' j' ^pUiiJl ObuL^it * 

l« U^VI ^J, [2] 

l$j AjL^»VI Aijx-a JjjL [3] 
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,«_JL> j«J ,^-Stj-* (s-'-S- iSj-^ C~JjSJjt 3T a,/?1a 7L>lLjjJ (j <U./7aU Ait all <UolS * 

. AjI-LJI 4j>tAv? '—-'>?*' JJ (j* 3 * 

USjll JjL [4] 

/j_« (Jlw-i-'iU 4_>i»jju A_JJjxJ ijL«ji-i j!jl>- jL^>- jl Ty^j?. dJ-jj—uL'- f*-^- 5 * 

.oLu jj-iJ! »til$vo p^U— j i^Jjj^oI>- f«-c--> *■ 

J La 4 $jj»j° * i\y j « 1$ Uj>- 4 JUi 7=-*^ 1 4 sj-lA-l J :*■ * 

.www.download.com 
?-j_>i? jj j^j " Lg. ./?xj jV 1 7t^l LJ! *\jJ*i^V> <u^Ui-l JJSliijt oLaX^ I J( *■ 



.P2P aS'jUsII ~>!^ ^U * 
rj-a J_Sbo (c-^>- l^silaj aa Vj < ^Jjjl>JVt JbjJI JjLuj olSs wo -j jSIj *■ 

.(12) j*Sj JSLiJI j Li" i"o(jji" i<jli cu^ 



i&juMjua 4-xJb LJLojJjtXI i jja\ 






4 JjslJ*l| GljLtsiil J». 



AiiwJI cljliajjl jts. JULJ 
8Sal<}JI Cljlisjil jtaa. CloljtJ ...LiLJ^I JOJajJI SjljJ 

Windows Update 



S | Site popups allowed C^ 






Dgout 



Windows Messenger 
Sun Java Console 



WJJuJ 0!jL^*> 



a 



- litiJI i 






pmi-001 testking T C ■ 



■-Ol^U f_J^ T& (J^^f ^ 



E 



. Ijja_j*iwi| L^,|j|JT-| juiii il 



jjju L-i 5ijl=o »Lz- vl 



. fca'tf iijl^il Jc j jj lI^I^I Pi jjJl J^ _pi| * 
4iLii tzud QG J^G iQj_gLid| Jni jii ,J d_=JiJ| , -J .jit j-.lv-.-. Ljtd§ |JI * 



iLfrliiJl JjUjJI kJlijI i~fi'& :(12) *ij Jil^Jl 



>W-Wsfi\ 




.oj^l^-b «-JUil A?-jJ J^sj :(13) *ij JSLiJl 



A>w>L!i j L*S p-toy* C~JjSJjt 7C a./7"a wljj (3 (jbiVt (_£ £*~J> ijl ,V> iSu 



ij mi a AjlLi CjLa^JLait i jj»\ 



.(14)^ jui 



Internet Options 



G ana alj S«cunfti [ Privacy || Content | Connections | Programs ) Advanced 
Select a Web content zone to specify its security settings. 



m v © e 

Internet Local intranet Trusted sites Restricted 

sites 



$ 



Internet 

T his zone contains all Web sites you 

haven't placed in other zones 



Security level for this zone 

Move the slider to set the security level for this zone 
High 

- The saiest way lo browse, but also the least functional 
• fc - Less secure features are disabled 
^f ■ Appropriate tor sites that might have harrnlul content 

\ I 



,uVi 



^•3 ■ *n ■* 



I Custom Level, .. Default Level 



OK Cancel Apply 



.CJjSiVl n i uOS A p^»\Jj> J OUVI i£f~*A : (14) (**J JSvJUlt 



: (Juil , J-*^-" (J^ - ^r~" ' (j-~^^~j' 7*-°i «j AjtslSJ. »Jj-Lc- 5-c_«' j iJuA 

Ad-Aware Pro. http://www.lavasoft.de 

&http ://w ww. safer-networking, org/en/index. html 
Search - Spybot 

Pest Patrol http://www.pestpatrol.com/ 



ij i ii i a 4JlL> LJLdjJLtXI jj^s! 



.oLo jJuii aSLJo ^J LjJ j-^j JL>- (j Ljjw 



Firewall 

JU. ,/■» yaJdl ^j-^o j«_jj j«_a V jV-Ut (Hackers) Qu-Lalglt <Jj-^ d— s*-l^i < oLvaJcit 
i ji-UJJI JiU (Malware) 4™wJ( p?- ^' j-^> J' ' W-'ki*^ '■i*?*^ J' ' **-gil <«-$-*^j 

Lft J!S I I yja i <OJ_Oi /s-JfcLiaj oLjJLi O j-^ls LgJU -L>-tj jliai>- Vt dJ_b <Ujliij 

j^^jjdi k_^jjixij .<UjbJI Olj-l-i-l Ls<aji y*J ^Jl (Firewalls) iUJ-l 01jJl>- IjLixJl 
< i_jj_^U- ,j i£j£~, (software) ?y\jj» jV <— ^j-* (»UaJ iLJ-l jl-b>- OJ Jj-«J OIaJ^U 

.4_>UJ-t j(ju£ S_^>U-I 4_jlAJI oLlkdi 4_Ju ^Jic- SjJi j£\ Oj£J iysli- olivsljj: 

4jUail jl^a. A^J [1] 

l^lS«_*i (Jj-*J ^Uj*- J'-*-^~ P—^M OLJLj.1 i>iij Lg_^«oiJ <L>L«->-i ^£jUf*S£jj 

01 ^Lc V JjjJl IJIa 01 Jlj .(15) JSLsJI twjjj US' <cJj^Vl aSLj. ^ ii>.|ji)l 

C-JjJt (jj 1 <LoJjjli oloJ_i-( /j_« 2jLiL^o , yL; jj go>i! 7-Ls_wJJ dJU jj S LIS" OjSo 
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ij i ii i a 4JLL LJLojJjtXI jj^ai 



liJjj 1 * 






uj^ij* 



<j> 




.SAJ-I jlOif ^aj : (15) («ij JiLiJl 



iU-l 



4_>UJI ji^iij .^j^-jli-i /JUJtj 2Lxj_<JlJ iLU-ljJI aSLaJI (jru 0L0 j-L*i1 iilj* 5jL 

oL«jJjJ.I r- jj£ VI /, i ./2J ^^jL^ol «J m (3 4jwsj j< Jj V 4Jli 4jL«_>-t jlJl>- jj-o 

JSLiJI J 7«->jil (X—^l OLi diiJJj -aJj^ ^ VI iJU-UJI iSLiJI Jl Jj-jj jl 
<SLjJl! Jj_>^jJI jV ' oLojJuil t \j>\ JL£ j (j^-^j>J.I jjl£- Jj-jJL« ^^(16) aJj 
S_ulL>. 4_jIjj SJU-I sJus j J^A; l5*^' f- 5 ^' jW£ JUajVl (Jj^Js ,j* fj^i iJLJ-ljdl 






* 




SjUi-l jlJi^r alJuw.^ Ju# js- £&j : (16) *ij JSLiJl 



ij i ii i a djJb CjLajJjiil ^>l 



?4jLa^J| jljAa. (J-axJ t flj£ [2] 

IJLft .Lj-^wJ .4_>LJ-I J(jJl^>- j«^<i_s^j Ia^J-^: 4_>UJ-I (l)ljJ->- J-*^ ^O^ 

(Packet Filtering) 3 Li^il Ol — iLJl <_Aijlli» A l>j£ Oj Lit (f) 

jLS (jjj .^Jjjl>JJ i_5jjJi« i>jj_v? (j 0>J |r-JVt Ab^Si J5-J-C- oUiJuii A-5XAJ 

.^jbJI jlJu>JJ jjSU.1 p^oUjJI ,j 4^?l>- JJL^laj J^-J" 
4^, ^Jt j^ ioliiJt uiJjUait JJJ^*- js-*> £-° UiJjUsit iL^P O^Lof (O) 

Oj-i l y~j\jSj\ t_i_li>- jjJ-> ~*j~^ ^JJ-"^ illlA JW LjjjlSJJ l-b j /J-*-° ri j' ' Lo 1*1 ya 

(JL^uju (»9-i i >ft**il>"l (_j j 4^- ail LaJLxJi j»Ui) ijl tiJJJ t v°j .j»Jj>tX~Jki Lgj j-*-^ j' 

(IP ^«_w*j L_« j\ i I g-L-ujI (_£-J 'I 1 > a-^oUt-U V~«it is - * 3 ^ JijJjJi — obia-bw "jA 

1 cJjiJ V( iSLj, j ^iaJ^U aj^Vt jSLo jj*. jUji-l iJLa J^c j(_^jJ( Ii— Aj .Address) 
^Jl^j ^LxJLj < oLjLJt J— "jl (jJ-JI i_j^— UJJ ij-^uUil Jj^l Jb-ojl jj-o L $j>-^\ 



ij i ii i a 4JlL> LJLajJbiil jj-a! 



i_9j Jail /j_« l_9 jJail J_^ojl (_£ JJI i__)j_^oU>tl! j-~«-U ijijJjJi ^.. »l?i 4_jL«ji-t j 
i>J_£>-l J_S" jl JL>-( k_*-?sJ>tJ < 4_>Lui-( j! JL>- (^J-*^ 4-JiJ jJI 4SL—SJI /j^o jjjuvs till 

,*-9jlt <.. c-jj LoJlI^j .1 g:c (Proxy) %^j 4_^ k__vaJL>j < L^jLu*- jIj-U aSL— iJt 

J_S J_»-b* i-*-£JJ I 4_>1«_>-I jt-^>- 0t *1C- J-*-*" <— ijjUia (j lOj J^o j 4jli jJI ■*■ a./?Ul 
JULfi- j_A ?J^iJ ' 4jUJ-I j'-^>- 0ljl£- 4-L>-|jJI aSLJuJI JJ («.JjIjJI ) io^U)l ejJjjUai! 
Ja-iL4 jl 4_}U-1 aJLA j J^"^J -^VW"-" W~^"J (Jl Wfc^^ (*-^ ' W-^J-'W V ^--^' 
a- (j""'t t-l-fcj .iOjIaJtj ajjLvOji LjSJjUai! /yjjlJLc- (ju 4^ Jaj .j Ajulla uj-l-£ J'"*- 5 :"' 
^jjLl£- iw^>t4 jljLjLl OV i (JjVl 4_LJaJL OjUa 4_>LJ-i ^^JH iji-L-I* ^S^_> 
A_> j£ (WU i_ 2 jju <UliixJ1 oijfcj .I^Ujs-I^o jijl -j i»^« k_ow2j LiT 1 AJliJjJI A>~iJi 

LJjhx^o j 1 (jLs^x>-( (NAT) j\ 1 (Network Address Translation) k^3 Ji\ ^vjLjJI 

.^>-l *-V?J-« (J J-../?!?"'! J^O «■(— ij 

(Stateful Inspection) <iL~Jt 4 3\_y> OjLul ( — :>-) 

Iia <JL_wJl> (c^j < 4_w^«j <JL_wJI (j (A-it ^jJ-Vt 1— ijjl lail (j LJ S^JiLjil Jjii-L; 
.L« 4_Ju_c j^iixj •jjjL^j>- (ju cJjsJVt tb^Jii yS- aJjLxI! iJjjiSoVt *— ajjUail Zs-ja£ 

AJj li_ft 0V * «Jl^IjJL (»J-Jj (<J (JJ ^jrv-J^ <JL~J (jCJ j^JI ^ijjUiil aL^& iSj^J 
J I < Al«^o rya \ yj Ljj b Ja 4J& Jj aj LsT i 4JU i «• V?- C~^»J J (3 '—-"■' ' (3 t -~ c 'J J W* ' (T^ - 

. jaw" a ,/*•*■"• LjJ^ujl i^jjjjUia 



tjSjjUai! -K^st-^p J_^«J j-~^^ J^ W~* "^"^J f*l-AiiX**i( /p>^ >^' J< -* *'^- c ' ■^'~ a J 



ij i ii i a SjJb LJLajJbiil jj^sl 



«3j - LiLo U^il LftS" - j—*j :(IP Address) ^ JjJl 01 j wit -I 

t_jj JLo jj wo u£ Oi e£j^' j'-J 1 ? 5 -^ d^-*^ ' c-JjSJVt aSLji (j 2j iii<o jl^>- J^" w; 

.■J.JImJ.1 jl A^/j^JlJ (ff*9jJI jt_^j«Jt (jLc- *bj <uic jl i U 
ij\ Jj-^jJI (_pL»JI ^JL^^-Jkl ^.l^ J g„.J : (Domain Name) tiUaJt ^l — o 

^^jjLjJI (jl 4sLy?l < c ^-«-« oli tLw-l i^oju ,«-5ljil O^J CJjiJ Vt iSLji ^-Lfr A-SijH 

owl> («-Jj^ (c-^ J-*i (www.ksu.edu.sa) <JLJaJI *»_nl ^i«i .LiLLo SjjSjii! <L«i^}1 
Sjljj ,*-3j-* ic-^ (www.moe.gov.sa) Jj_> L*^o i c-JjSJVt aSL_Ji (J^- ■>jj<-~' dliit 

• tjrvjvo (Domain) <jUaJ .y ^-jUJI iJjji^JVt t-ijjUall 
4_LoJ,( iij^iaJi La JjSjJj^JL; jj_^ill :^J>ss~J>t LjJsbxaJt dj&j'Jj' ( — *") 
k_JU»j .4_«JljJ-l dUU ^Jiii - jjJ! 4_£=>-ij OiJii-i k_JUa (jo oLajLdi JjLjj k_Jali*lU 
(jJ! oUjJJ-l pj^ i_~~»jj .(Browser) ^_is*£dt Jio Ltf-Ujj jl t LjLJJ Oj^j -l£ Lfc io Jji-I 
dJLb f<u-L5j J-,g ..."1 <Loj^UI ojjSjjjjJL; ?il_3u SSL_^J1 jLi < c^-Jc^t a$L_Ji ,j ,»JJL> 

: oV &S «j \J( »J-fc ,v°j < L*-W! /A oUj3-( 
^.LyarH j-*^ (jro oUjLdt JjLxJ *-bk^> :(HTTP) Jj — ?j>jj (1) 

.^ivadkt ajjjj (^JJi ,>>-9jit (j i°JiJ-l -^Jj^J 

Vjl. i Lp. *^»J-I 2^5" 2LoU- oLilil JiJ *0i^ :(FTP) Jj^jJJjJ. (2) 

. (Jjji^JVl -bjJt (j (Attachments) oUij^S" IjJLojJ -^o 

.^j^Vt Juj\ jaJ r a^^. :(smtp) JjTjjjjj ( 3) 

.Juu js- oUjJuil ^>-J < ol$Llii SjIjV ^Jl^X^j :(SNMP) Jj^JJJj^ (4) 



ij i ii i a 4JlL> LJLajJbiil jj^l 

( j^ju Ji-jijj <■ -Lhj v,_a U jL§>- jji^ Jj>-JlU ^Jukx^j : (Telnet) ujpjpjji (5) 

C— -^ 4_>L>-I jl^->" 4-*VH 4^-£ 4jUu>-I j(Jt>- /*£■ (JjJ~At ^2S*JL!1 (jj Jj^J La J 
t_SjjJal1 (j 4_>l>- IjLaj i oljLJi A«jLJ (iJjkuJki Jj^A-ij vJt ^JLc- s-L i^ijjUaU A Ju 

(J «-Sjjj i«J! 01 -*->"j 0>-9 i L^xjuj; <LL>-I jIj_>- > «_S«9 < uj-£ jj j/~' pj-' iJ* (JJ-J 

.lJj Jail i-JA^ 4Jli j\j l Jjy^i Oj Ji«-U /^-«-^J <uL>-l ji-L>- ijU 4j T-a^^a 

^JJi Uci\ j«Jj Al« < 4-LyJJ L^L/I L^loi^L^i j-^-C ^jJ-l j~>Lw iJLaj 
c*_>tA! hL»J~\ o\j^ <J&*-> <*rji o^-S ^*^ -^i J-"0^ jU^"' j ojjiail Aix^^o 
oIjLjJI dUu jjifr t£y£. L Lpo oJL^tis i i_jjjjUall (j ixow oljLc j\ oLAS" j^c- 

U**l\ j!j^ ^IjSi [3] 

: ^Jb Lo ^J L^La 2-UiuJki 4-£>-1 C~*s» /wo <l>Lji-t jijJj>- i.e.../?" /»£■<• 

«j— 9jJ s-j_J( IJLaj : (Enterprise) «ju — &' OLiwdt 4jLJ- ijU Otj^r (I) 
yjj Lo LJlij .(Symantec)j (Nortel) j (CISCO) J_i* 5 .A-aiiX* ^^i" olfj-i 

oLj_>-ij LjXC-j_^o C~c>- jj OjLio <LLj>-I 0tj-L>- ij-o sJ-Lsda L-l laj' 4jlL^1I <OjJL!i 
4-AAxa ( J?j_iJ ^s-s^o dJlA> jftjLJ jL^>- j — LJLc- — Jj-SvJ <L>LJ-I j(Jl>- jj ( 1 ) 

i cjjjjLJall a-L^p- : JJU i 4_>LJ-i ji-L^>- L>*Jl-I> l5 xJ( oLjlJ-I jJljJ (2) 

.iaJliU iji OljL^o (JJ rL> 4jLJ-1 j'-^>- A>,ii.-t." (3) 

.JJ^Ij *t^iJI iiK frUjI (4) 



ij i ii i a «La_L) CjLa^JLait ^y>l 



.(CISCO) 5^ lf»lyaJ jJI iUJ-l Otj^>- Jb-V hy^ j$H ( 1 7) JS^tj 




.Cisco ATj-i ^ 3jU- jU>- :(17) *ij j£*Jt 

J-L>u jl < oULJl ii-U* iff-j— C->~*" <y ^^ V 4JI V) ' 4?lJb UjIS La-^aJi 'jW^ 

.4_LLo -j .1 ju« All 4Jls t-ljJj i ia-Lall oLjJJs-1 

<L>-j\i~\ oL«jJuil *-^«->- LjJ^A>- jj jS <1~>£ i .,^?->i-jJl i_jj^uL>-i (j A«^ r=-«i ri V! 

(jj— Jl (-is- olSJJtJI ^r" ■ iJLc ' <J-^^~d ^2' d^r' '-^* iJj -^)l *^>-l^l Jl *— >j— (li-l J^ 

: ^ Lo JLpI IJla J oU*xdl iliol ^j .^Ls^i^-iJ! 4jLJ-I oljJti- j^3I 

(1) Norton Personal Firewall 

(2) ZoneAlarm . 

(3) Sygate 

(4) McAfee 

l IwJjjI rail 4_lj ji- AjU i oL«J_>- SJ_C- 4_>Lj>-1 jijj_>- /j_a p-a_lj| (j_& /»JJL> J 
5^'j_) jj 4_>ls aj'j if*JLJ£j\j i ^jjulSoVl -^>>J' ^i'-* > "J ' oLijwjiJI J-v» 4jL«j»-ij 
L>Ij£ L«J i c~_Jji)Vi <SL_Ji j_« py>\j*J\ sj_a J-jJAj jV-S^ j .(Spyware) , r ^^>*i!( 

.(ZoneAlarm Pro) ALo ■j^ j] i (ZoneAlarm) : Ate 



i&juMJua AjLL LJLojJjtXI i jja\ 



*_« ZoneAlarm ^jbJI jIJ_j>JJ k~JiJs\ LiLxJJ -^-J^y ( 1 o) A£LxJI jj 

JLvajVlS" < r-jLi-U JLvaj^t i_>j_^U-i J-»-b Jj-^-j^ f^^^i cJj^-4 L»JLJLP- j 
iiL^uj J?jju (ZoneAlarm) 4_>LJ-I jlJL>- /» j-2j i c— ij^JVt SSLJu ,-le- J^>-j-« ^jJ- 

5>l^Ij-JI 4_>Ui-l jlJ->- «JLC SJVt oJLfJJ .dJUi ^y <UCU jl < r-jUi-U JLvaJ^U yyi\jjAi 



^JLJ jlijlillltlyl^l 



6i- ^ iii^i.ai iiijU* jt j :^i Jl i^Jili iiiJi Lilj" 







itjfM ijjjii y*. ijiij* 



oljjjaJ L yijll liljj 



. ZoneAlarm j* ty 2 " J 1 "*^ 3~%JjJl lAUJl :(18) *ij Jiv-iJt 



ij mi a 4jt_L) CjLo^JjlU i jj»\ 




H 



'WMJWBWI 



/^ REPEAT PROGRAM 



Mici o^oft Office PowerPoint is trying tc* 
access the Internet. 

tdenflScaticwT N o* available in ZorreAlajm 
Appfcition: POWERPNT.EXE 

D elation IP; 1 32. 1 63 1 . 8; Port 8CBC 

Moie Information Available: 

Thii program has pfftviouslji asked for Internel access. 




fCX j'l'i U* ^^ ii^_cj 



j^juMy v'v-^^ I 



.3jU^-I jtJ^r j^ ^iji^ jS\^>j :(19) *ij Jil^Jl 
S^-a AS J o^j^ i!L^j jji'^.j ^c^ <^fj <j^5 LUJ-I j!jl>- CM U.S" 

J_i« L_ol£- Lm_^uLs- Oj-£j J-S 1— >o— wjl>-l (J_ a j < i_>j_^ol>- (j J_ «ju (software) -^LJ^ 

4_Jj (c-*^ - «jJ-S J-^l Oj-Sj 4_vSl>- OU_^iaJC (JLJ Uj_^uLs- j\ t <t .,/7->sJ^j\ obi_~jl>-( 

jjsJI ^jijj^JI 4_LiJ S^i 4~iJ 5jUJ-I jlJi->- ~"j^j .oUi-l jt-Mr S-^?li-l ijLa5l oLLkdt 

ll)lj^->- f"i 4->' JJ-sCo_j .<U<_»»^j OU~bu ls-*^" "-"j ' ijij-*"' JJj-" f-^J ' l_T" JJj^". T""-"*-' 

J_o u i—^: J 1 <UJj>s^_wJkl 4_JJ£j|j L^oL*j>- Jl j_l.l OLa ajjii.1 4_« aJiU xkJ>o- i__.,«..<^ 4_>L«j>-l 

.2 .^jt f-lsJji J»j]ai>- -b»l l^ivJjJ 4.,/?->tJjl 4jl«ji-( ijijjjs- Jj>j <U«Jfcl 



1liAJ\ ojjU*]| Jjj^ 
Network Address Translation 

j^s- cuJpJjt a>-Jo («j>i>- 01 *>»j ' oL*J aJI Ts cJciJ VI aSLJo jjj <3ls JiSJ 

4-jlJs AXwJLii oJLjj la." j-J 4J| ^J ^JLj ot jJjJXJI j4*j jli i aSjJI 4j>-j ,-Ls- i_2j jjw 
(*-^«>- 01 «i-Sjll *(jr-^L? .jL-Jl Oj-J-a 350 l^iJj^L^ <_~ r ^\jJ~\ r^jt Oj-J-o AjLo 
oJ_j: if-aSj Olj-ic- (j) TT^i CJj^jVt aSLJL; JaJjJ jW>- J^J •f'Ls- A^ -^'j-i ^yiJI 
jj_SLo _«.S^JI jljjjJI I j. aj i (IP Address) *-<jX> <-£j-*i l-i*j < i»j fr>-VI ,«SL ,\p- 

jjuJi ^ .ijjc uij^ (4.294.967.296) ^ j^ u ^1 < uus au. 32 ^ 

i iUkjJki o-LfJ dj-L>- ->Lj£| J ijj_^2XiJk( j£s iwoi^ii ^jjjbjJI ^o 5-Hl JJlxJI ill aJu^jw 

j_a ^JJt (NAT) <Ow«_«J ^-L^ yJla ,/g| Lo jl < 5_w«J^Jl jjjbjJi Aij£ i_jjLJ Vfji jlSj 

.(Network Address Translation) pMx^A. jUa^i-t 

(NAT) -^jSSS L yLJ^\ ojlflil [1] 

<JoJo (Internet Assigned Numbers Authority IANA) j-s-J 4 <Jiu i}L_a 

U-l_v? ^LdLj - 4_; Lij^jw jlj_jJI Oj-£j Vj i L$Jik> /j-l 4-^i^Jt tJdjLjjJl *Llapl 

4^<>i^! jjjjLjJi jj^Q ^Ldi jJljJI iU i_ ~^jj .aSLj. jl jL$>- < _ S JL&- J»b ajI ^1 < 1-by 

J-o UJLC- jl l lJL>-lj LJj - 4_J>-ijJ( aSLJL!! L^<i^Jj- La A^Lj. Ljiaju La LJLi ajIs 

aSL-JLU 4_ijS3.i Bj-^-Vt 1?*j j«J .c^-Jj^JVt aSL_Ji aJL> JJLfr LjJ L?jjw 0_j5LJ ^lijVt 
UljAfr jl ^1 i a^aII aSLAJI ttjL*- j >Vl «Jl* 01 _^£- -i^l aSLA]I J>-b 



i&juMJua 4-*JLi LJLojJjtXI i jja\ 



jL^£ JL^jVt 4_Jl>-(jJ( i5L>iJI j jl$>- 4-i-jJ LaJLiP- (NAT) 2LlSj jj-> (Juj 
L>-jl>- <U ^JiJLxajJ- c5 li»-ljJI jLf^-U L^^t olji*M (jVj .SJia-IJlJI S^^jJi ?-J^~ 
jijjjji Jj *^- «CU^i i C-J .SJjt 4>~-Joj 4^L>-(jJ( oLAJi (ju 1 W . hi j tjl-J^- i- • ■/? ' '' uJls 

jL^>JJ Ls-^i^t oIj-j«JI ol ( _ 5 _Lfr ^jUi-l joijJl <duU- jj-^ill JW4"' (J I (Packets) 

ia~— jJI jW^"' J J W **- *tj\ ^U "-^ ^J-^ JlJL& J .i-Jlsil 4SL_>iJ( Ji-ta filjJI J-"^ 

L^i-j^ j\ (Firewall) LjU ljlJL>- LoJ (NAT) iJLaJ jJaj ^JJI ia^^il jl^i-i 0j£> l» 

. (Router) 




Ljii'j U l > 




. NAT M 3 J*»* : (20) *ij JiLiJl 



(NAT) 4-ui2 lU*J l_L£ [2] 

: L^U i (NAT) Ijl2j l$j J-<uu i3^ »-^ -^^* 
jL$JL| j,* .<*'■£ : (Static NAT) J ij*xU Cj^' is oJl (f) 

.j-jcj V Uob L^>-jL>- i~*3j \J\jXe- l JJ>-\^ [C«-Sj o\j-^- /P^ " ■ ' " jj ' 



ij i ii i a SjJb LJLajJbiil ^>l 



(JL_a j : (Dynamic NAT) J Jj ?tdJ j^sit Ja »Jl (O) 

LiljiP- ^j^-jLi-l ^-oi^JI jlj_jJI *(jL>il^iL; ^U-ljJI jL$i-l r»J^!J < 4~>-jli-t V>-9j^ 

^^Jl*- c-Jjil oU-jJI Ii-* /"— ><aj ol jl 1 c~Jj^jVI iSL_J. ^JL «_< L^ljdJ aj Ixij^ 

SSLjLil j 1j->-ja jLgj>- i-Pj JlJ^J .Awjil Olj^C- AJl jLlfrL Lj-Lujj le^l ^ijjUall 

*L^Jl J_*j j .4_JJ J-^jil Olj-^- ajLi^L c^_i^il jlj_jJI I jla ^jJ^—j aJls ^jJI J 

jJJI Ja^jJI jL^i-l Jl CUijil jlj^jJI Jjju 1 cJj^>VL AJLvaJl jL^i-l ><JaSj 4jjLs=l 
^^Jajdl ^>-jUi-l c5 ^i^l il)ljJL«JI jU IJiSLfcj t Jul; UJ ji-l jL$i- jlji*3( iJlft »clC JLS 

• ^>- 1 Jl "»y cy '-^ ^ ur^ b JW^- 

iSLj. (Jjl-il (»j-2j jl LJLc djJ^ <_£ JJI jU (NAT) iJLaj J_*^ ^j^ CJlS" Llj 
jL$>-( jli LiLul L*S"j .(NAT) Jj^>ti]l <LLuu ^jJjj jL$->- f-*°.y. SLiLiil ij *— >»*«l»-l 
JajjJj 1 *>->-j^ <Jl ( J?ji J iJj .(Router) Lg->-jvo jl < (Firewall) LjLj ljlJL>- Oj£j Ji 
LU-^ L_atLWl (IANA) J_Jiu ^0 sLidl k_Jda; c*J^Vl aSLa> SJU-IjlII SSLsJI 
< 4_>-jil Olj-l£- j_a jljJjJI (jLa jjJ>L>j 1 (IP Address liLL^i oLwwi jJl!I (j-jf L^ij 
l yj> j2£\ LjjJJ jj-S^j ,^-)l oLjjA-l (j J Li- 1 j_a LUlo <L«ij ,vjL\£. SJx- i^Jiaj Jij 

aS^^Zi (3 «Ju ?r a ,/?" 4_Ji>-|jj| aS^-^JI ,)->-t-> Lo (»Jj>tX~^i <U£-j (JL>- (3j .^jLiIa Jai>- 

(5-«-s Jl jl jJjJI 4_j L>t_>i?j>i 4^>- ail ^J LJjs i\-^ ji ^^C-^X\ jl_^>- oLi OwJ cijjl 

( j^J ("-ijil jl k-^-w^J .^jLJ^LwJkl jL^i- Lyoij^l OljJ^JI 4J IwJliaJI jl US' l ("ij-*!! 
i£j£ <iUJ J_i A-^3j 1 (*-9jil jl k_Jliail (U"jJ ^-jil Jls ' iJi-ljJI 4SLA!I jj^w? 
f-ijdl jLs k_JLkil JUojl JjL>- 4>-jil 01 ^ij .(NAT) iJLaj S-jJ^ja ^Jfc i*^>= iJ^c- 



ij i ii i a 4JlL> LJLajJbiil jj-a! 



^r^J iwJlkJ! J ->j->-ji1 (_5-«-S^' jlj-jJI oV 5 Jj-!i JL^ojJ >^— >i j>! (jHJLr^-!)'' 

.eJlLJ! jl^>JJ *>U^ 
jL^>JJ i^«3j5\ ^jjjLjJL iv^li-l iili-l jjJcj A>-jil »jL iiSLiil dJl^ lolijj 

LJj v* 4 ,/7,/7-klt i^iijJi v^jjLjJI Ju>-\ LaIjX^ 7^-^-i ^—^-- ' >— -JllaJt j k_JLkit 
L$jU JjJI ^yL UiJlJ^j i k_wlkJI JLojl ^Slc IaJljuj i 4^j 4j>-j^Jl! (IANA) i«Jiu 
oLi i (IANA) ,_£jJ J^-~* jljijJl tJ-fc jV \Ja>j .«l>-j^JJ c5 ^i^l olj^»Jl <J} ^ry 

jijJjJI 4JU .iJ-^J < Oulxll OjJ^>- 4_sl>-IjJC 4_>- ail (»jji> l^-*J < *>■ *lt (JJ J-"°ji J ^ 
jlj_jj| 4_>l>- Oj-jil^Ju U-ULfrj i k_JlkJt dUJ J—'jl e£-^ (Jii-ljJI j^^ 5 -^ cs^L^' 
jjScjj i d_JI J-^jJ («-J i i JUaJI jl_gj>JU (_s-<>i^ u'j^JI e£_^ t "-"2^ -^ (3 u^^ 

(nat) fl^i^? t>Vl c3^4j '-^ [3] 

4_JL5xJ1 »Ju& J-:^J fj-^i c5^-5l JW^"' ^' (3 i>*^ djL^I I J-* J^- <*j^>-V1j .(NAT) 
v,-* «_Ja^_^j *^i i cJjSJVt iSLjij <Lli>.1jJ1 aSL^JI (jru tAjU- <_ iiL w°Vt iiLib- ,j jjfc 






Automatic Updates 



4_Ju^ - (Windows) A laJ J-JU Li_ixJi 4_«JiJl L_$i*j ~~ oL~ijJl *l_L> o) 

(jLJ i £jJ>-\ 4_^s-b |j-oJ ' Sj-^Js-jt oijJ-S J_j(jj I (ji^iJJ^LvJkl OLjJaj Lj>iiJj>sX^i 

i TcalJ^JJ 4jC_s^ii iS^JuJl J_J ^ <Jj-£> JJ o(j_ii]( oLixS"lj .oLi^JI ^-^ 
0jjj~la.j < oi ,JdJ( oLJuxS'l ^J jj-Lilaxli Jj-— o "°J~~^ jl~>-l (jj .^JJ bgiiJuxS'i 

: \~^~*> La' a-C- /J-C - 4_«j>5.;>- ^Ji3jlj 'j^O 0-b£j I Ol JCJI »J.A JjC^j 4iU^u wl^ii .j 
SjL-juj -bg-*-* A.«bC;Jlj ol JctJt lJUUXSI ic- »^oJ < ;^b — JJ /q-o-yaJ. I A a toXJ 1 Sjbgji 

: o\ ,-ol L^>i?jjij oL:£ —Jl {j^*£- jli t_£ >>■! 
1 \_« L^Ji^i-l JL»i>-( v,-* Ju>Jl! oLijJI ,j SjLix^il ijuVl oljJdil -b^ (i_>) 

.(jrdikdl JJ 
4_^-b \^a bj<_^ l)j_Svj J_S /«i g ...ail) bgioJ—^- OL J~ yS\ ^aJj>tX_w^i 4_JUa^iJ 
e-lj_i>-V 4_aj^U( 4_JL«Ji Sj^-i-l 4_^iio (jryoJiit^JJ /j— * L-/2J^C- Le-bkS jV I 4_JU£- 

c*jJ-j>tx!i <u^?l>- oLji .-JJ 4j:.,^?U olSjJLil /^ j-Lc- jjj tiJJj l ~y VJjj < c-j-i=txjt 
ill yyi\jjJ\ »jL i^li-l «JLa (U-*j l ^J .(Automatic Updates) JVi jl ^yUJdl 



LgJU »b>-j jli <0&Ju£ ^1 Jj->-J " " "U >V( iS'^iil JLaJ^b t_jj^,U-l j 
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ij i ii i a 4JlL> LJLajJbiil jj^sl 



(jj_S\j jl iwwllaXj (J_A jli p-r-^ij aJfc [aSj i t_UJ.> ,JJ (»Jj>tX~Jki 4^_b 7=-*^ is-Jl j->u * ( 5^ 

LoUJu jj-£> ol j-^-c oL^JI <t^sJ- jl Uij .cJpVl aSL L> ^j^ja ^j^\J-\ 

J jL^-l *.Ai>s__*Jj c5 -i=^ oI£j_JL!I ^^V ll)ls _ LfJ^ jJJ j»Jl5^uJ.I jjLo jl Jj-> <_?! ~ 
«_S^li jjj k_~fcJi-> jl 4_JLC (^JUl *Jj>tX__Jj Vj-a Sj-iLjC ^1 < IjJ^-J <^jJLJ>tX]l Oj^i jl 

oli>-U>_xJ( (Download) J_;^_>_t> r»j— ^ f«-j (V'J < 7«^M j-^ 4*'v?U 4^ j-il! ( Jj,_isJ , _M 
: iJlxJI J^-I^l jV <tJ>UA~JI oli>J_>_t!l aJu^- j^Sco Lo j^s-j 

.4jCU~zil A^j-ii! ^Jjj^JVl ("-Sjilj i__>j_^U-( jLf>- JL-->I ^>-j^ (I) 

i ' 5_^ol>-i jL^>- ^1 l£_L~o_£ l ^_i^j /<J (A)' ouL>J_>_xJ' /^c- c^>5— Jl 4_L>- ,^i (i j) 

i__>a__u_s-l -y£- OLajJjdi .Vg »; x_ «_>• i -Jl?"" an \i'i-\ oJ_Aj .(JLvaJVI _C«_>-I _£J-!I 

jl— £>- ^JJ 4_Tj__J( p-^y jV-« oli>J__>_xJi (Download) J_;^_£ 4_Jb>-j^ (_>-) 

,jl oLixS'l j_- Jl^IxjIj 1 14-L^ _£j£ cs^' J L^ i^^Lu jL-skJj .J-*-dJ t_>j^oU-1 

,\_« ,jJb>_xJI LoUJu olL-L^xJI 4_Ju.fr e£j-£ d>-' L -^ T^^jt" cr-^J •**' -^ A_Tj-iJI 
*_M oILJlj>_xJI »J_a jJI Ij_-j V .oli>Ju>_xJI (Installation) k_~-N--j ^*-j^ G) 

.(__> a_uI_4-| jj lg.../7'J _£ >^: jl -bu 
(3j-~*J 4_oL«xjl OUo-l_>_t!l <Sj-^~ t ~^ - - 7 B S"^*.jHJ •Uw-Jjl J-s-15 <Lo-j>i (jfc) 

< iwv--i_«iJI 4_>l*_U jljj_>- J_Lo 1 ^jJl-uVI (J_a (c-lfr -U__«j oLijJ SiloVl (j^ju 

I. .,^?'a jjiL. i_jlx£Oi /j>i «• V>-l I-J-* (j C*J-l->-l jljjP .oL Jjjil] 2jL__U yya\j2\j 



ij mi a AjlLi CjLa^JLxlt i jj»\ 



jL&Vl C)Vj < UtOi^L^I oL-fjJI y^t ^ oV i (Windows) J-i-^JI ^ L& l^ 

. ^ >>-Vt oL^jJI l Xs- — ~bs Jj>- jjj - (3. *" **^j j-*^ 
(Windows) f^kj ^ $jjlil2ll CjULa^I J*c <ajjia [1] 

La j3 jj (_ff^' <LoliLL\!1 OujJLstiJ! J-**- 4_2j Ja (_a_^j (j jx^j L\iLwul Lo (I) 
4_^$j j»JiitL_J.I (Jlfr LoUJu olt>Jj>ti!l Aaju jl J-^j .(Windows) J_JiJ^JI *Uaj 

jjlll *J i (Start) Jlc ^UL dUJj « (Control Panel) jL_^ Jl ^UJlil (I) 

.(2 1 ) xjj JSLjJI j Li"(Settings) ^ 




OjiLI je-i*- j^L ^Jiit^-w-il ?j-Jk (Control Panel) aJLsU ^jl_oj jl J_ju (i_j) 



j^iLc Windows j»UaJ ^ ^j-i-Vl ?t -~Jlj < J-~*-^ C^P Professional) 4-^k~JI ;»Jjs^~L^ ( 1 ) 



i&juMJua AjLL LJLojJjtXI i jja\ 



(Windows) A laj k»j L_Jfcj < (1-23) ,«_Sj JSL^iJI J L^ < (Automatic Updates) 



j;^i jLJi 




(1 1»™» rt 4uW*?»i UtfHH fir *jWFrfiHlT up&fti uw*— >«.-Wt 
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.(Jlikll d*t*all oljL> :(1— 23 ) Jj JSLlJl 



oli>Ji_?*iJl 4_Ju^ J->-'j^ ("-r*^ *Lr^ f^ ^'^ f'J-^i ^' ■ t)j *' J*— s**' (1) 

.(Windows) 

LoLaJu olLJu^l Li*^ J-^-ly a^*^ *lr^k f^' fj-^ £' :$^' jW^"' (2) 



ij mi a AjlLi CjLa^JLait i jj»\ 



.US' JLJtiB ol^JUiJ! wU- >litj :gljJl j^-' (4) 

J^Li- ^_« liJJij i LJUJdl oILjlp«x3I J-**) l£j-*"' ^-*i^ s -^Ua 01 UvS" 

j_a L»S i (Windows Updates) ^Js- jJio /«-j i (Tools) jU^-l; /-UaiiUl ^^i l^Jj < ^i«adi 



EB 



Iff W ll J . t[l l UU. I Hff B»B 

_ . Ml* tod M*Y« - I 

Qua - ^J |a] pep^fciw i J". 






'1 



Til'* |i.Hh.' *1JF ww&mi **-iwm-*p* 



mi-j4iF«H >H - "^ fla " -fe 



■ t*nB.tn.pilll*dosiTlt>tlT- 



* ,■,.!.:,.. til-, RMhl 



bngt, click i-.» T* df ro«w. 

L rnt*m«i nptifln^ DnSH r nnnniJiiiii 

tttngc. Thfl s.rtiir>g» i tailed rnjflet» Vim* 
faw lo4Kl trii nithiork [LAN] *iT nuirMoi or 
fata mot #ar«lDa flrowiiSer flSP). 
i Sn» If four Irttvnrt «inriOi*»rv SBPnr-g* *r» b 



it tabiraai ■;* 



Op#PJH 

. . ■! p I luiiiFillunt Ml-. -.!.■ I IAN IrMliMli 
1 $.r»il HulunijUlt ally drln C ifIIIi«|i. nil ■! 



i »ti»* f brin^l* ■. .-.-.. ■-.■:, fii h#«n in*t*llnd. 



■ I' i>: pj I" '.< nf'rj 1» r-»*eh 1 Fl 

5*Lunff »Mr>ai <^vn support it. Clrck tti» To-nli ir!Bnu r wt 
ttwn dFck intc-m-it Dptboni. On tho Ad ■'■ni-nt t*h.. ■:"■ 
■ts Wi Svojntf igtbnn and (-h** T-Mtinqt tcr S5L 2.0, E-t-l 
3*. TlI i.D, PCT 1.0. 



.tuLa-.II J^>- j-» JJiJils!! ObJu>wJl J^fr :(o-23) *ij JiLiJl 






: ^Vl £y» 4jCLs^it AfTjAii 

Jji_> LftS - - o&Jlj^I dJ^jsj : (Security Updates) 2 — -wSh OliO**a)l (f) 

IJJ L^jj C~-^ i (»Ual!l (j C~i^St Alow <U1«I SJJ ?*-^>r ./? t! ji-L^J ^A — Lg_«_^ol l^-J-C- 
i__>j_^U-l (j JjjjJkl oLojLdl j\ i *\ kill jVoL; J^li-^U JJu-^J jJ L^jU ?Ju*2J ,<d 

^ oli>Ju>JI «j aj : (Critical Updates) 3 r^-l C>\ bA*cb\ (O) 

y> 4 jaS'IjJ apj *ji ^^-js : (Service Pack) 2 ^OiM ^Jl (^T) 

: (jVt L^jLj »^-« (*aI i olLJj>tx!i 
.L^iysj ^3^0 ^Ji <ui«Vt olLJj>tXJ( ( 1 ) 
.dJJJS IgjL^j (3c*" t_s^' ^*j*"' olLJj>tXJI (z) 

i *UiJI ^(Jip^L^oV Alow S-lySjl; i^jkll (Hotfixes) i«jj~JI o%Jl*xJI (3) 

.^Vi oiLo^ii (4) 

: OujJj>sX!i »J_& /y=J .C^5 a— 'J jSvjLj aSj^o iju sjblj 4^^«1) j»ji ijl 4-*Vv *-£-~*- c ' 
4_«JaJl «_« J_ «jJ ^jL- )\ oL_j£jJI (j^jn-J (Upgrade) 4-JjsJt oljlj—y?! (I) 

.i*2-/2J£ j»Lfo j! i*^o j\£\ j J^LJ Cj\~£-j> ^jsj i (Tools) 3-l&LJ>l oljjVt (i_>) 



http://support.microsoft.com/?kbid=824684 : *ij^ ( 1 ) 



ij i ii i a SjJb LJLajJbiil ^>l 



AJi_iJ ioL_c-J iw ■ 1 w a Lg, ./?xj jLs olijJ—^tXJi *lj_s-J 4_5jJs c~_JlS L_*^«j 

4j|j> ,1a. ^ Ulai lji=Lk JlaJ Ajjlalill i-4 : ;^^-;ll <ilj^l Ja [3] 

i_-> a_^/l>-l /j_s- oLajAjJ.! .'/^ »; ,«—«->- > J w"" tjl ./?"V1 ^j_s-l ^JJt i_)j^ol>-i jl^- 

.i_jj^\J~\ (Model) j\j^j <■ <->j^\J-\ jl^i- ^wzit ifTj-iJi ,wl (I) 

i_jj ^U-l j ^Jckx—wJ.! (Windows) A 1j:1 (Version number) i>s «J (*— ^J (*— • ') 

• J-^il 
i_jj_^U-l ,j c^-ilt c-Jj^JVi aSLji (Explorer) -^a./j~ Ty&j. <=*-*~J («ij (->-) 

.^j^U-i jX^" J ^>-' J -" 5 j4=r-^ ( ID ) l -A>*i! c*-^ 1 (-*) 

.(Region and Language Setting) iL-sil oli-Ulj < ilkdl fL>jl (j) 

.(Windows) ^lkJ(GUID) *LJ1 ^i^dl jJj (j) 

.(Product Key) ^xdl ^LJ-I r-ballj < (Product ID) ^XU-U J-*il ^1 (■>■) 

.(BIOS) ^UVl (»UiJI jlJL^J ~jljj i^uijj jIJl^VI ,w ! (is) 

: iJlxJI oUijJjdl j< LI (»Jj^uJki 

.j»Jj>tX~JJ /«_^l (I) 

.(»Jj>tlwJkl ijt&lC- (( >) 



ij i ii i a 4JlL> CjLajJbiil jj^l 



^JUi i_)j_^UJJ (IP Address) j~<J.l j^—si^i jijiaJI ,U«~o LgjU o^ju aSjJuJIj 

oli>J_=tx!l (»iJj^_^oi v^Lj uj->- (_3 LSJ^ djjL^o (jj (J— ^' J-^ .-»^>»-— -~-»-U jLs aSj-JuJI 

Jiij .Lgx>l*j>- (c-l-c- J-<u>j i^-Il oLojJjJ.1 v^l jcJ-fr Loj^-fr oli>Ju>tXJI J_> 1 4_JUIx]( 

J_^J k_^j£ oLijlxii LjiSV 4_>LJ-1 ^Jj-XJ j .tUai-Vl dlij 5J--U1 oI^Jl^ jt-W?! 

^Jifr 4_v?jiit c^-ijJH jJLxiljj i l^tL^jl J ,/?q| ,j ^(jJI *La>V oILJlj^I dJLlj 
.C-i_^ojj^jLo aS" j-i ,y> (Windows) J_J<JuxJt ,»Ui> jAj < ^f-j^ rt<aj*J( 



: *3j\.\ j SM$ Windows XP Professional Bugging Device : JUo Jliil J_~^ ( _Js- Jsl>\ ( 1 ) 
http://www.indymedia.org.uk/en/2004/10/298702.html 



i «• ** 

JJ 9 UL-L 



Encryption 

dUi jgi. c~£ lil U .oLLLJJ jJlJ^ J\ A^. V cJli ^ ^!ji-! jlS" !ij SaJ 
V IjL^j .^L^Vt tij-^' ii^ujJJI ^Jifr k_-A_s^j J^-^ (tjj^ i£\ j>) aJL^^JI 
^j^Jl 4_L^ia j_fc JjV! : C^-UaX* ->j-^ ^ "j^-^ J 1 lij-^ ji>^ -"^J^ 

. ObUji j-«-i ,V= VJ 4J >J«J J I l J?£JlJ Aa^J\ i \s- i£y-v 

jaLuall ^^^ pjj^' lP**^ [1] 

i »J^>-ij "ijA a*3 Lc ,1-*^ ^4" ji^^ *~^ 7t~J TV 1 ' >~' i_y 2Ju .J ' "*^° uiJLo wJ->-«j T^'rr 
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i jjJJoj AJ«_>LXjl 4 olail x_« 4* <i ./?"U jJiJ^£j\ <U^?L>- vp. CL>Jj>tXl^ i»tUJ5 ( lo-g.lo.C- 

Best Crypt £^-JjJ-> 

LoS .2 \^aL& 4_5jJi) LoJUJ ( .^aJLXj I (_j a j n g «"■ U ?*-&\yj\ "us yya\jyj\ IJ-fc Jju 

t_2 «_su l_« ija-SvjJ t 1 J .,^7)1 -£5j_a!I /—a iOj_^ 4^-Lw^« jl_j>s^>-lj 7-c_aLJ»~Jl IJ_& j» «-i> 

*LcjJ( I Ju&j i (Virtual Drive) ^^al^Vl ^IjiVl iij-^ j\ i (Container) jLiX\ *U-j3l> 

^ii jj^>^*J tjyLArJI ilj^- j_a ji-iil *LfrjJ1 jj-« «JJU3lj .(24) JSLsLii j-&>\ 
dii Lla Jljuj) <ul* oLLL J_ii jl i (Ij^jLSJ lift -^l?) ^1 ^->LJu J-«J dhSLr *le-jJI 

Vj 'j-»ljl 0j-> Ja-«9 oLiU J_£ Jj^i (^^jLidi 4_Jup- C~i iwa-jT Ji^^ .(jjiidi 
< 3j^_JUll OLilii a—a \-a\jCj\ ((JjiJ_>-ij < ii*" 9 ■/?'-)> Jj-^~ TJ-"^- i ti i)-**' i— >«— ml>-i 

t^j-^ dJLLe- Li frlc-jJI Ijl* *\Jt>-\ j 2Lc-jJ1 J^c-j -U^w J^bcJi j«j i *y^jl ^-^-IxJI dis 
,%-£-£ (^j->-l 2j_« s-Lc-jJI «ii JiJLc- ill) JlSj < SjliJI ^jLc- (jrujij 4JLLc-j s-lc-jJt A, " 
jL$>- J «j^_^ lilij ( (CD-ROM) ( Jj~*)\ ,y>yb\ Jio ^^^ ^j^ cs^ *^_^ J* 
i\jS\ i_jj_^U-( i?-^- Best Crypt ?y\->j> *y?j '• U^JjI : ,V/°i ,V ^* -^ i\^J • j**' 
j»ji_^u < Jl_xJl *j-i-i (j .*LfrjJI p-tiiJ jjj-^' 4_<JlS' ii^vo j_a : jjJ-Vlj < aJ <\f-j^\ ?C& 

■^^ J-*^ ^^ £r^ 



ij i ii i a 4jlL) CjLa^JLait ^y>l 



I My Computer 




.y-idl tU-jJl j£i> :(24) J^-JJl 



j iiitit.1 eL^jJI 



http://www.jetico.com/ : ,Jbdl JsjI^JI ^Jls- Sjjiall aS^JJI 
«-Lpj (Vj-^j <iJLle- i p^oLj^JI o~^J" Jju : (Container )jyi<iwy' s-l*j Jij^J 

.(25) J£LxJ1 j t^ojaja US' i ?oolJ^JI <*J>y ,J^ tj^^' ~°J^ jj>. y^> ~ 1 

jj ^_i! BestCrypt Control Panel j\Ji-\ jxJ>-\ 4_<JUJ1 jj gk> J_ju ~2 



<u>- 



.(Osp^IJl 



26. JSLtJI j US' xiiU^Jl a>-^J J gb:,,. -3 



.New Container <£ Container 



sj^juuij 



■^. 



r '■ 



.,_^p-V! ^l^iVl ol£^£ (jru ^ *Ac 

.Create jj ^jifr jiJl -6 



£j i ii i a iiLL LJLojJjtXI jj^ai 




.Best Crypt g-»UjJ y>tjV A-P^Jl WUll :(25) («ij Jil^Jl 




.juLii tlPj jjjSj :(26) jiJj JSLiJl 



ij mi a «La_L) CjLa^JLxU i jj»\ 
















fi 


Container: 
Location: 


cyphe 
C:\ 


■jbc 








Password : 

Confirm 
Password: 






OK 




















Cancel 























.jAJAS s.\*jU jjy. LJT :(27) ,%ij J^Jl 



i (Seed) w-a_JJj( 2jj_; ,5-«— «j L° /rf^-* ciiLa p^U-Jt i Jw..«' i»*JJj Jju _ o 

Vj < j^ai-Vl Jaji-I J-*^J ( _ r ^>- ^ylj-lfr J^-^i ?^>L^lt ^*-^ (^-^ .y^^-i ^-^J 

( «s>jJ 4.JI (JLp- *-L&jJI (Format) 4£~pl j\j>- p->y ^ jj} 1 ^ ^^ *^*i "-^ 

• *U-jJI &^.j iJbl jl i (Start) jj ^Js- JaJu>i i JbJl>- jjjj^ 
.(Close) 3^1 jj tj* ■!**<> I u\4Z*i\X£. -10 
.jJi^ *-\s-j ^j\-$>- j dj& uVl - 1 1 
dJLyUj jf jji-iwJt s-Ipj «a9 (1) 



£j i ii i a AjLL LJLojJjtXI jj^ai 



.Mount <*le-jJI ^i> :j£»l < (25) J^LiJl j Li" iwlS dU j$fe".«' _ 2 

.(28) JiLiJi j US' i As>C£ iljll s-UjJL i^>lji-! jjjil UK" k_~lk) diiij i ^i>* 



Enter password 


"•* 1 




/■ <|j Container: 
^Jj) Location: 


cipher jbc 

C:\ 












Drive: 


F: 






V 


OK 














Password: 




Cancel 






ID Auto Mount 


n 


Read 


only 





jyi^Jl tlPjJ jj^ ids' :(28) *ij j£«*Jl 



tlPjJl i\su>-^ (2) 

?-LjL; dUij t jL$i-( J-Lfr .XLs- j! i ^(Jiitl^/Vl *Xs- Xs- *Lc-jJi *li>-J dJLSLc 

.Dismount <*-U^J( x^P* : j = ^~' ' (25)JSLiJ( J US' i*Sls di) ^gb:... -2 

Fine Crypt £^J JJ -4-> 



ij i ii i a SjJb LJLajJbiil ^>l 



v^SLc v^->ij ?-Lii« jl jjjj 4_<Ji£' -yja ^\ ,-lc- p^oLjjJi (JLa ,j — i-ixii -U^ju 

»j o Vj jjj-^t <L«iS' k_Jiaj Vj i j^ji-dxU *Lfrj ^Sj-j iS-^h ' Best Crypt ,\_c. 4 «ki£ 

LJlS" ^^i-AxJI p-lxio jl i jjjJ.1 Lois' ^jil—o Hi Fine Crypt Lol .*le^1 ?^s -U£- SJ_>-lj 
4_^Jii-i jjj-j> 4_Jt£T ^yfl-^ L« c~*JiJ^_^t lil Vl i j-i-stxJt dli jl < j^jj-^I o-ijl 
jL^ic-ij—ftj ((Session encryption key) A-^A^\ jJi-JJ t~\^Jia j\ ((Session Pass) 

^Jj 4jU Best Crypt \£- ^LjjJi (JiA J^jj -Sy }& diiij^o -^o ^Jo iLow SjJ. jl^i-i 

http://www.finecrypt.net/ 

Ala a j\ <■ ftLa jaiiujj H) 

,%-£-! i <3 j-* 9 »J_3u 4_Ulx) jJb£ (c-^ 5 - jl < oLiJu 2Js- j\ i i_iJu v^J-^ <JJjSj: 

J}L>- J^o flyjLjLJ JljJ ^-L!t JL_Ls=l j! <_jL11 I JXJ- \ p^oLjjJI o~«aJ" Jlxj ( 1 ) 

.(29) js^iJt j u^ i*sii Si j$& (2) 



Sj i h i a 4jlJL LJLajJLtXt ^j-a! 




Encrypt with password 
Encrypt with key 

i.:i i^cid to FineCrypi r-ad , a<:toi'. - 



Decry!;!. 



Wipe 



. FineCrypt £*UjJ i-P^ili WUll :(29) jtJj j£«£jl 



^a\£jjJ)J^\ \ a\ : ( _A oljl *>• 4j^ dU j g la *_j i Fine Crypt j^>-( (3) 

.sjj^ j^ jj^ls J£J 3^^=^— j 



"Encrypt with password" jSsM JJ^' <UJ5 »t J>ts«*ib jjLiwdJ # 

.Jilj^jls-I j«J jjj^ I*i£ Jjol -1 

.(30) JSLxJl j Li" "Encrypt" jj ^l*. JaJo>l -2 

iwiii! J_Li j C5t -*i J-iS J^-^ t^ IjaLo ^all I dJU jglj;,,. dUi -Uj -3 



3j.Lu-i.fl 4jlL) LJLfl^JLait i jj»\ 






Enciypt- 



Output (lie mame 



1 



- Add of lemove [Jes 



gp # # L 



*^¥¥ 



Files selected 1 Toljl siw: 302 1 44 




Name Sine- ! Path 


®Businei*C*drJ« 902 1M 


<l 


a 



FltfCrypt 



. Fine Crypt £»Uj< *$*"'j : (30) (»ij JSv-iJl 



W : i>^W=~ f^ 



Encrypt with Key" jl~»-l liiJLOjgiLij ^-bic j-jLSJI Ojis-I lil Lo! * 

.(31) 

.(6) xJj SjJaJ- jujI xJ < (OK) Ji\j* jj L J& j2j\ -2 



£j i ii i a 4-xJb LJLojJjtXI jj^ai 






V FitreCryfit; Enter Encryption Kty 



Cuitenl ciphet AES Blocks*: IS 

Currertl mode Cipher Feedback 

Siseofksy: mirtIS m** 32 step 8 

Key si2B in bjrtes: I I 



C Hide key 



00 00 00 00 00 00 00 00 

00 00 DO 00 00 00 00 00 

00 00 00 00 00 DO 00 00 

00 00 OD 00 00 00 00 00 

Initial vector 16 bytes: 



00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 



Geneve 



OK 



Save 



Read. 



' Caned 



Hdt> 



j»IjL>JLli/^ 









.jji^Jt ^bu LbT :(31) *ij JiwJl 

li n-»UjJl jP J <tt~~» u» L« jyi-iJ Oijt tit * 

Add to Fine Crypt Extractor... 

.0 x3j ljJa>- *_J( -«J ( i_a.lU jJlJ^j JJy° 4_«_LS i_Jii ~~ 1 
.i^JiJ JlUM j (Exe) h*LJCJ 4^A jjlfr ji^o ^iJu dl! j-g-la^ ~2 

: iJbdl oljiai-l fill j-uLtall dls ^ 
J^>lj~ l ^ 4j;: i_JJ dii Jl^ ^JUi Jjjil jl ^iJdij^^t -1 

•b^ uV^ j^ 1 c^ j*' (*5 ' JJ-^ 1 



ij mi a AjlLi CjLa^JLait i jj»\ 



.(29) js^ji j [^ i*sii dii Jt feT.., -2 

.Decrypt aj Fine Crypt j^-\ ~3 
5-Lxic o^i-ij oL? lij Lai 5 lg_L>oli jjj-» 4_*KL> i_aJi( j^LU jli" til -4 

.Read jj ^jlt ^UL j^jLixil 5-Li-o JuJ^ dJLLi 

•OKjj^^t -6 

.(32) jslui J us'jiiii jlUi jl^iAit ^j^ LiUdU^Ji: -7 



iArcViewer : C:U)0CUME~1\244E~11MYD0CU~1\PRESEN~1.FCA 



File Actions View Help Full Version 



- □ x 



i^lXlS ^lb 



c.\ 



& g*l?l& 



■■D Root 
-S All Files 



Name 



Size 



Type | Modified | Path 



Presentation, l.pptj 99 328 Microsoft P., , 02/10/2004., 



Ready 



1 File(s) 99 328 Bytes 



.jLH\ Jd£\ jt cAUi ^j^ lata :(32) *Jj JiLsJt 



r 



j i Action jS-i-i 4_<JUJI /j^q j»J i oj^LjJ dU .slj-ll oLiil J J >- ~8 

.F5 jj c5 ifr ^1)1 jl i Decrypt Selected Files 
i iwiJlil <t_J (jJUl 4_^ij JiLpI j jJupl j\ i (_iJJ.( j-x-Ij dii f dlii JlL& _ 9 

.jjLill JiLsM j\ 
J Uj-s^Si Lu£J i jLilJ^JI L^JlJL ( jJ! oLaJJ-lj olj-^J.1 ^y> JoJl& 1]La 
(JL LS^Jj ijJlJ^j <lljj jJlJJ i \j> ij-^/LuVt oijJai-ij oL-li-i jjifr i__>h£J( IJLa 



ij i ii i a i__b CjLajJbiil jj^l 



jj__Uj_l J;!^^ [2] 

JaJb (j_i>y_>_aJj ^_j jOl jjJ-Joj ( .ZUUU jjJJoj J_J___j( 4 ow'il j3j-j 

J_>V jj-S3 .<uUJJ ii^u i^j^; ol-lLplj oLJil j^i-iJ iJ_dl 2003 jj-Ujjj 

■ ..pL."..'- I i_-U ^1__L> (j-^* - ' Ltij^^' °-^~JJ NTFS (»l oj ,»iJj>_L_j' 

: aJIxjI otjlai-i ^LjL ,<_j oljJjil/oUiil ^-i^J 

.Sjlii! J^Vl jjit _J^ j^t (<w i ej^Z^ .iijU JJjS_I/_j__1 .>J_>- -1 

.(33) JSLiJI j Li" jl_p- *uy> dU^Ji^ -3 

.i«JLiu oljL>- jj _J-& jlit /»L^ ^>__y? J -4 

.oULJI ijmu3 oljji^l j^a^j jt~>- _Jlp /«Jl^ -5 

_^i-_J l$__o_ i_JlxJI oljJai-l J-*^ 0U --UJ ^y (jV-' ^k^ j***---' _i_x£ 

i jjj— ill jJbp i J->-ta a^i-^j -'-jy Jl -^ j' -- *-^ e£' Trb"*^ fj - ^ (*-^ ' ■ >Jl -^ -lJ^- 

OL_jj_£t jjLiJ jL>- JjJl^- ^Jju diiij i^-x^di 4L__kj_ V-*^ js J *~^' ~-^- 
_,_>_: _JJ_I oV ( j-£J • j^J-Ai («-! 4->t_j --ill! rC3 ^a -_«ljJJ (j^-Sj .OULJl _ry>-J 
(«-»-JLi i _JJJJ JjJ* ol J I i o^-jLilj *_> ^y jA j»l_-J- *J_>___J.! jl^ lil <_>__> 

l$>-__~ _i _jJI i j»UaJ! oLiLo (JLc- ijjz£ ( j^}\ yj=^.]\ SJl>-j -j^j-jL-J a-U- 

J_J<_V? />—*—• l— *— Jl .1 ' a.__A.>-l 4.jL>5.X._j' 4..C- >_u 'J JJJij ~^J ' ^JL}*"'' — ' V 1 — ■■ = *— >~ "-^ 

2J_>-j jJJ ,jL_JJ t_iJ.lt J__> i_U.JJ._5 j i I ».g.Sjt ,*-*>-( _)^-£ ?J ' ° _C^~ - ' J' *—~-^' 

.__Uj _ij_. _^L__J! jli> Ojil _r*y-"l J^° NTFS *J_i___J *_ _^jji 



*— 





| .jiiJ* || .jiwsio || 


jUt| pi* 






m 


1 


Presentalion2.1 .ppt 








Micro so it £'Qr.-iv\Po\r>\ ■'■' F.-s-zriiaHoc: 


:_— <JI £^j 


- -J&£± 


| osofS Office PowerPoint r- ~\ 








VC 






o* l-:-l:-A ultra tl jUtA 1V 
^ V: + 1: + A 4 1£ro 4 yL*i 1V 






^"rilZI I»t**il>-U|Z| 


CLwJI 


\. i.^.^Lil 



I J.JI -^J I I J>lj. 



3j mi i a 4jt_L) CjLa^Jb—.! jj^l 



^j^yj i*Hj <jjfr J^O-JJ "S^*)$aJI * 









J.J' »^J | | jUj. 



. jjJjjj ?l— J J i_«i« jrji-ii ifljjJs :(33) *ij JiwJt 



jjlc- j_UI /«_!) (4 _ 1 Vj-a 4JLL_J( otj l?'4-t f-LjL; («i t_a.ll I v^«-— J Jjy ~~ 1 

.(34) /J^~" (J-" jN 3 * (*i _r° — ^ j4— ^^ _ — ^ 



£j i ii i a 4-xJb LJLajJjtXI ^y>! 



C'^L-T^s(MUii(o-it: ; ; i ■•■ ■ • • ' , . 


;4&*t> jj iiWI lit jJJ Jb^^l t&&+> trti" .^Js-j-j** 1 ! 




6JI4AII fL^jJ iUdu j J.Jj.J,JnJi frfl 




...DDFC 3G0A CGAC DOT-AS (SOUMAN@JJLi)jJLi 








yjjjj ... isLaJ 








;j|jjJjj s J ^j diLwil^ i%Ljtj fj U£ uid*il 1 o^J Oi-lUJI jIjjIjjI J«ljfr 




| ...iAJI fL^jjl i^' | jIjjjwd^I Jj*t f*jl 




... D1AD 7F3C B2D Administrator 








j$ tUUj ^lj* 









.ciU jyLiJ J~^Uj :(34) j»ij JiCiJl 



^L^liJI 






ClAiLnl! (JjaaL 
Wiping 

Ji_3j Jl3 Oj-Svj oli Lo L_a_Lo t_aJu>- J j-s^-C 4Jl i— >j— iLA-l /«Jju (j jjjJuJl jJaj 

^j-^Sj i olijJi_sii il_*« Jl (l—JiLlo) 4 Laj f JlJ t_i_LU jl Oj— «-L*j Vj i L-oLgJ 

lJ'^-JVI j-A oUjJ_sM 4_Lo -j i_ili! i_5-b>- jl (j^JjitX^Jkl "jA jJS /JajJ .4£-L>- .S^ol 
lJJ-^: /*Sj /jjV^j! 2Jj>-j j< Lo i_iLa i_3Jj>t3 .-^s>t^p yS- I Jjfc j i i_ilU iSiJJ ^jLgJjl 
SJl^>-j j JJaj i-i-LlI oLjjX^ jl (_jl i 4_^ij i_«Jll ,r«Jj A-jle- Jji_> t_£-L!l j_iji( 

^SLc 4jU tiliiS" jlS" lij .LgJ^- ilxSLii ^SLc i^jLs 4^-L^« a~js ^J-t jjSJj < ^y^i\ 
j-a ^-^j-*^ cuj.£-c JlJL! .iwUli! dUJ f-L>-j^_«j! 4 ./?./? ^cj> ?-L>-ji_*ul t^j-j *k ^Ijj 

i2J_Lt oLjjX^ ?-L>-ji_^( /j-o 4_v« jS\^- oLj> jl i olSj_Jo j\ i -£jL>t_jol JJ I^uSjLo 

oIJl^>-j j oLjLJI ,r»-«J» 4_Jl«^-j .i_)j_Uali A£_JL!L oIjl>-jJI dJL Lt ,j oLJLJt 

.Ol w« 2J_ju_j <Ujla_JLc- OuLj »J «->■ ail OUL-Jl ,5-Lc- 3jj_S\Xll 4juSJL /«Jo /yjlitXJl 

k_wLkj i^&^oVl j-UjJI «jljj jW*-° ^-«-* .oLjLJI ^^.oJaJ iij^jw j^Ljw iiLjsj 
k_Jl]aX> (Peter Gutmann) ^lij^j jL_>a^oj < olj_* 7 LjJLc- 4jIxS3L oLLJi j-^Js 

.3^0 35 iL£JI 
4 4jj>- J.JLC- t_a_ILH j— «J» j-A 1-fJjl i oLiLJI ^-oiaJ f-ijJl 4**A* iJlia 
i_2 «_su La ~._«Ja L^LiLtJ i "ji jJtl}\ 3J.-P-J j 4._£-jL«JI i>-LwJJ ^~«Ja «Jo \_£.JL>J 

^ JlJ »JJ*lZ-»*j i J. ; j<_-ixJi >l hi; jj^Li- t_«_Lo j_aj i (Swap File) JJjLil (_jLLc 
^^Lr ^J-Jtj «_!.jLH i_i_Lo Jl 4i«^«j (*ij J.S i_iLo ^.xi J-^jii .i.^l^iVl S^S'lJiJI 

121 



ij i ii i a 4JlL> LJLajJjiil jj^l 



.is^jUil t_jiLi ,j Lo SJ.1 ,jLili — s- 7-^xill i aJLiLj Jaix^tj Ji 

^.S-JUXji l e£'-Jf> f-^> OiJjiU ^—_«.]aJ( oLi»f- is-*-*' > ■< /? "^J *— ^J-^° dP^ ' U" " " " 



J? 



Best Crypt [1] 

.BCWipe jl Best Crypt £-*1^h Vr^H <** ( 1 ) 

jj-C^M jjJI c5 !c- jil ^ < JjJJo^Ji t_jLiScU^i Jyj 4^da jl^li t.iJJ.I J-b>- (2) 

.Delete with wiping jJ>-\ (3) 

L^S" < ( j— <JaJI Cj\j\-J>- jl^JaV Option jjlc- jJLil i j'_p" <*->y ^ jg^^" (4) 

.(35)J5^Jtj 
^^ 4>-LJ.I <_ai>- Ju^ Jaj i ^^^Jaii jLv« jJl^ jl oljLi-1 ^y dJLSLr (5) 



Ctj i h i a 4JLb LJLajJjtXl (j-«t 






Wipe target 

[pj2 File 'C:\New Text Document. tat' 

'.^^. . will be wiped and then deleted' 

Continue this operation? 



m 



Cancel 



Skip 



Yes Yes to All View Options 



®! Wiping ( 

P?2 


options | [=] Process Options | 








Scheme: | Peter Gutmann 


v ' 






Passes: 55 ! 


Edit/View Scheme 


1 1 Verify the last pass 




5& 


[^1 Wipe unused space in Swap File 




Encrypt Swap File , . . 




0X~F~ 


Zl MFT Records ( on l-JTFS drives ) 




« 






| |lView ti - elerjon! 







About 



.j^JalS OljL> :(35) fij j£i!l 



: Jjl xJS /yjlitlil <>Jj>-j jJ-C- is-uil i>-LJi.t j.mBl 

.(C:\ Jio) jXt^' 2Jl;>- J ■ >Jl>- d ^ 
Wipe free spaces with BCWipe. j&-\ (3) 

.OKjj L5 ifr ji;i Sjj.Ua.il oijLi-i Jo-bi Juu (5) 



ij i ii i a 4JlL> CjLajJbiil jj^l 



Fine Crypt [2] 

Fine p^oU^j ^IjJ^l^I J^L>- ,yi oloj-Uil i y^<S> h>J&~ ^ iolix^Vl dJbSo: 

: iJbJI oljJai-l *\J\j Crypt 

.SjUU j^cVl jjJU yi>\j i *»~Jg j^ ^Dl JiLil jl «wili! jo>- ( 1 ) 

.Wipe J i Fine Crypt jJ>- I tJullS dJJ jgb"<" (2) 

.OK ^>-((3) 



.^ol^JI AilS" ^jIp j^5l -2 

.FineCrypt ^jJlp j^j( ~3 

.Encryption Preferences jjle- jiJl ~4 

.(36) J^LiJI J US' General i>sjav? ,J^ Jaiu>l < j'_p- a^/° *-ii) j^=^ _ 5 



ij mi a 4jt_L) CjLa^JLait <j_4l 



Preferences 



Quick Encrypt Session Interface 

Algorithms Encryption General Paths 



Number of wiping rounds 

Rounds of "mashing" encryption key 



1000 



(~ Compress all files before encryption. 
<*" Compress only compressible files. 
C Don't compress. 



. Always replace files with the same name 

fs Restore original time/date stamp for decrypted files. 

■ If file already exists in an archive: 

(~ Always overwrite. 

■f* - Overwrite with newer version. 

f~ Show prompt. 

i Never overwrite. 



OK 



Cancel 



Help 



.?l~-l 



I OljL> 



: ( 36) ,tij J^Ji 






.1 y> Ju ^ j^ JUll 2_l*j l^Lcsi ^^ j .*>-l$il 



Files and Folders Sharing 



ASLjLj L«^Ji£J <3j-!axj o_^oj 1 4_>^«j al lj;H ( Jlc- Bj^iLii aSjUuII : *>-Vlj 

Aluiil J^k ^> ^l^^ilj CjULII ^ ^jLU! [1] 

?>IjIj dUi J*i dJb£cj i aSLaJI J*A>- ja ^0^x^*1] ol-iUMj oULJlj aS"jLi1I 

.aJI Jj-^jit j t]jJ- iil^i) jl^il (<_ili! j-Jj) JiUM jo^- ( 1 ) 

.(37) JSLiJI Ji« ji_p- ^y j-fr^c- (3) 
.iSjULo 4j>ti^? j^>-( (4) 

.jJusM (Ia aS'jLLo^i (5) 
•oUjii jj j^- jZ\ (6) 
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£j I II I a 4-*J_! LJLdjJjtXI (J.4J 







odb^JI life A^jl-k-, © 



iLljj I 



^^ (jriJ^- 



^■J^y ] 



:4-j £ ^^ws^jJ 1 ^^Ol^lw^rdJI Joe- »!. .' 

li* .^Jj J^rfSjJU ,^-vs - A iw l wA jJU wUjj^l ^wJbdJ 

j^ jiLH t JLjaJI yjO JjrfS^JI OlJlJtJ &63&X 



^4 ■ j.fo. oJI lo& ^jLA»j ^L^ajcJU Windows *t^'-*^ j'*^ £rLS^-> f-^! 1 



•$1 tUUJ 



Ji-lj* 



.aTjUJ.1 otjL> :(37) fij Ji^Ji 



.(38) jSLiJi ji. jj>. ^ dli ^^11- (7) 

J_S") Everyone 4_tj^u£ lanJ < .yJL-yo .j-^ijisl ASLJUjj .^Jii^-^^o J-S3 Si kail 

.it-j^jil till; <Jl>-j t dJUJJ «LoVl 

I JLft dJbSjLJLo (Jlfr SjJii Jlj>-V C™~Jli Everyone 4_&j^u£ i_iJL>- J_ju (9) 



ij mi a AjlLi CjLa^JLxlt i jj»\ 



pj_j JljJ^- <illc- i^^>-j^ i oL&j^upl jl i ( j^>Ut_ji , yi jL-is-l Jlju (10) 

«_>^ji- (Lft^J JLjA'Jj t_sJL>-J Sti^Jj obS") J-alS" /«_Ss^ : J-alS" /«_Ss^ (I) 

.oUl lift J>-b oUIllj oUlil 

.JlLsM lift Ji-ta oUAllj olHsM f-j-o-J*- i»^ ^^J »«-'j5 '.j^Ju (»-j) 

.Ibil lift J>-b olilllj olJiLil *~«i- Jais 2*ly : 3*1^3 (^>-) 



I J.£jLJi<JI OLjjjl 



^-^■a j ^lLucLfrJI ^ i wl_c-^r4^4JI tL«^i 




l >ijJI 


^U—jJI 


Everyone— ' ■jL-IjJi 


□ 


□ 


J^L£ c^^J 


□ 


□ 


Jrirt^ 


□ 


E 


a t-l ^j? 



j*4^ [ j.$l ^UUj ] [ ^Ij. 1 



jL^>UJI OljL>:(38) jXiJl 



4_^s-^_>^ k_^>t_>- jl < Alow <Up-^w? s-UiC-u *•!«— ' .,»Jj>tX~^i J^J 4js- al«J,i ol>> ,/?)\ 

J js^^L-Uj .SSL JL3I J^_J- /j_^o (jrJl *?\ji\ Jy>Jj*^L-*A\ jl i -L^>-ljJ( i__>j ^U-( 

.I^^LaJI JuJu£ jljil JlLsM jl i_ili! jJl^- - 1 
.jj^SUa*- j^J-l |«j i ajliU jj^Vt jji\ ^Js- jZ\ -2 

.(39) jsljji j Ui - <jij». ^adUj^.Mi -3 

i—jPjJ :^_>-Vlj t ijrJ j itil (jryoJi^; ^«JJ : JjVt : jl juj^o -*i\ '~A -J 

i 4_?- il^Jkl <Us>- 1^— v^J I w— -sCJ /«_S /«_J i j»Jj>tX_«*J.' Jjj>- .j»Jj>tX»*^J jSJ SUaju.1 <U^-^Ls<aJl 

^jL^ij [3] 

2*1jj k_JlaX> ^Jukl-Jki jLS" tjj y&j> .(jryoJLJ^L^JlJ 4jSLsT i^^Lv? Ail Ja-C-I 

-lUL 4_^li-l i^-^Ls^JI jl i^l i JjL«Vl Jl (_Ac-Vl j-« ^jlj^" oL>-1s^JI 
*l_k^l ^-U- ^y>j^\ IJU < jlUM dUJ A>-b oIjlUMj oLilil ^u»- ^Ji*- J-**: 



Ctj i h i a 4_xJb LJLajJjtXt ^j-41 



ijAj-J J -J ii 1 -* I iJ j£j|l—jiji.fr ^'-t- I 



^i-^jJ^l^XeJI j I wLC-jus^rftJI tU^'i 



^.N ^Administrators)* 



CREATOR OWNER SJ5 

khaled (SOLIMAN\oJU-) £5 

SYSTEM S^5 

Users (S0LIMAN\Users)£j5 



yjj 



][ 



.*JI-iJ 





^jjl 


jU-jjJI 


Administrators -I OLlj jl 


1 *•- 


□ 




J.LSfi^j 




□ 




JrfJ^ 




□ 




OuAJwj 4 5- 1 _>£ 




□ 




■Alj^frJI uLf^lb^ Jjpj* 




□ 




itljjj 


^ 


□ 







J-iliAiJUj illil jLj J^ 






| Ah^ 1 | jx,% ^LUj ~] [ Jpl.fr* 



.OuSM OljL> :(39) (*&j Ji^Jl 



W^J ' (7^)^ s ->Wj J ' J-**-" Jc-$-~ J " S J ^J iS^l ' 

t_3 .-jCj jl J_j V dJJ JJj i CjLj jJ.jJ.1 Z^jJa^a ,j 4_U,ol O 



Jl iiL^laJI jj.^ j»Juk~Ji.l 
.Jj>-Ij b\ 



Backup 

i i__)j_^ul>-i ^jl_>- ^>LiU rjs 4J>t^J C.l?a->- (jiXJ b ...S UsJJLc- ujj£ tab . >>-J J' >~~~J 
i l£UgjJ_J JaLC^s-Vt /jljkxH 4_^«Jfcl j-Sj 13~_^o . JaL^s-Vt /jjJ-JOi ^«_w»j La «-*J 

^U \ n-s Vl (jjjiall £^JJJ [1] 

i Norton Ghost r=-*Lj^ LgJl ,,^M v^-o J «Jj < ^vj-J^xJi ?y\j-> j-« Jlj-Lc- iiLjfc 

(J_a (j j.^tS'..' /jx! .oliUj r=-«t rf (V JW-t"' i3 *• ^^ (iuUr ijjj^) 4^t~J .i>-l> t_£-utj 

£_~JI | f UkJ! oIjj! I ii^Jil ^IjJI | g*\jA\ "*i\Z | Lb! Js- j&\ - 1 

it&twi u jLs^t ^^i sjjl^ oijJbi 133 ^l^J) jjijj^t f-jj j^-l ~4 



ij i ii i a 4JlL> CjLajJbiil jj^l 



.L^«_c4iij 4j>t-»jJi Jai>- jlS^i Jjj>- _ J 

.^jl ioj i-uii ^i -6 

. j-l**D iol$JI i>iAMaJI J iaJLiU OljL>- jj ^Jl*- 

£_~JI I f UkJI oIjj! I tt»Jll g^ljJI I gatjJ! iatf I Ijbl : ^U ^1 - 1 
.,JkJI ^ ^£1 ^ <oblJi£-Vlj oUAil SjUi-I jo» -3 

.^i-Vl fli}f £ULUi ^ .^UIJU.^1 -5 

j iaJLiU OljLs- jj ^Ap jiJb dlJij < f \>-J^^\ xjj* JbJL^ dJLSLc -6 

jLS^i jj Oj-^j jl /J '/"U <■ /j-*! jlS^i (j /jjls»l!l JajLoj iki^ jl ujb- ~~ 

•ir^Lr 5 jij^~^^ JajL-jj j-«-c- /wo JS \j ~ 



ij i ii i a SjJb LJLajJbiil ^>l 



E-Mail 

iSL-Ji L^oJl^J ( jlJ! oLoJii-i j»Jiil v^ (E-mail) jJjji^JVt JLj^-JI 4_«Jl>- JuJ 

a JLft <^^f jl LftS" I ^Jj^JVl JLjj-JI 4 la ..iljj dJL-ujI <j&£ V La J < ^L^jl J^C La 
k_JJa^jj i — UL>-V I g ./? »-J (3 )"** "'~ ^L»j5- JjL_uj j»(jj>tl^o( i Jto"^; La— e-j jUai>-jt 

. ^£jL£l! 4to....." JjUtJLj La j-*j i jJjjsSJVI -Aj^JI (L*^ - < *^*^ Lo_£S dli-iS 

J_>-Jl r=-«Lj J ^-!»j La *_« LabCJ ijl JjV ^jJulSoVl -bw-U ,»Jj>sX~^j ^_£l jl 

JL^ojV j»JJ^_^ <_£.!_) I 5^aL_i^J( J-&J < (E-mail client) ^-mj 1 a j! < J j^jJI 

: p^aLjJi IJia v^ jL«Jj oLs-jj iJLftj -LgJie. J^itj < LjJL2i*Jj < JjLu^JI 
I JLaj .Microsotf Outlookj < Outlook Express J_La < 4_J(Ju ^jLiiJI J_w<uJi ( 1 ) 
.dJJ i ^Js- JLta (40) JSLiJIj i illiA J-*j>jj (_5-^>«-^!t dJLj^U- J ^—j t^L^JI 
4_«Jl>- (i_a 4_Ltal jVaj .(Browser) *sjLs<2il( i\a wIjj .ji'jju e£-LH (W**^ (2) 
dJLj_^L>- ,j /jSL~«j V p^aLJjJi I JLaj < (Hotmail) J_w« Oj_fcj < (Yahoo) jj&L »b^ 

JljjJI <LaJi>- ,»JlJL> l Jll\ 4^ ,_jjl! 4j^L*£- 4_«Jl>- otaj j_« (j ?&~~i {S^J ' (<y*»«-iJI 

. dUi ^w?jj (4 1 ) JSl^Jlj i (Yahoo) j*L Ji* 



£j i ii i a iiLL LJLojJjtXI jj^ai 



ijliiJI 41U-^I 













>j|1lJi ^ ,,. ; y*J gi^ttkL 



.<Glij ^'li Jj^j g»\ijJ Jli* Micorsoft Outlook :(40) Ji^iJl 



.jiSl j\ 1 l _yas>J^ ^J\ L^JL-j^I *J 1 (Message body) aJL^JI ^y^sj 1 (Subject) 



ij mi a AjlLi CjLa^JLxlt <j_4l 



L*£ i iJL^ujJI «_« (Attachment) J^s-w i Se- ^^j\j £ljw olilo jL^-l (4) 




J *f'Mj* »JHi -i-i'-- '■' U>£l .jUi W &b^l Litf 

jjjji/lj MlU kt ijjijj) j^i aj^U JsLUI 1UJI .mi 






Ljttj ^ujik .^ ,*■ fik^ 



. nL o A ,\ Ak->l^j j£y<J i^JLIl Yahoo Jjj) l^srlj :(41) Ji^iJl 



^jjSlV! ajjjII lUs ^ [1] 

^aLIsJI Ji~>-jJ1 ^cs-^' j-* oLS" oj j ~ »-Jj-ie J-*aj V <U**JI 7y^^' ^1 

(_5 j_!l (E-mail Server) *-<J\j Oyu U jl < ^Jjj^JVl Jb^JI fjli4 a°>^-i 4J} <k _ ijl~«l! 

< cru-Lit (jr^Ji^L^ 11 j-a JiLo^JI Jli^V ,j2-^ :(SMTP) tl^jSjJ. (I) 
JiL^I JUjV SJjUII i^jli-l oloUJ-L J-^j Li" t ijikll if>-jJI Jl V^jL? 



ij i ii i a 4JlL> LJLajJbiil jj^l 

.r-jl>-l j< <L>Vt JjL^Ji j< (ji^lsM (ji^iJj>tX»Ji.l j/zii La (JLiUjI jl ( Lg-JJ 

f oi^ J£J s^l JJL.^1 JjSjJj^J! Ii* Jii^ :(POP) JjTjJj^ (O) 

.(POP) y ^Jo LplJl^J 

^ .^Jj^Vi jl^JI ^ Ik J_^ 4_uL5" jLJ (4 1 ) JS^uJI Jl^ -ui^j 

,j 1 /«_ 5 j 2j_ki-0 JL^ojVt jj k» '/i i tL-gXJVt J_ju /a_j i (Microsoft Outlook) 
jj\ (2 j»Jj SjJai-l) iJL-^l JliX-^L (SMTP) Jj^jJj^ *j_L IaJlJ^ .( J^-iJI 

J-JJ OlJJ>- ->Jj-£ ijlli'i j-* '(-JJ 4_gJ>- ail .*2J>5_JL!ij JJLjJi jJ./7a Oj>o o\ * 

j_J-l J iJL^JI f-*&y. (SMTP) JjSyjji j»j-2j J Li- 1 »Jl-a ^.is .jl>-Ij ^jj^SLil 

.(' ' S iia>-l) 4JJ *4>- jX\ ./?■»■■*. 1) ,/•» ,/»■». 11 

i!L^Jl jJU*a» *JLi£ (jJJ\ (SMTP) JjZjJjji iSj^r. Laj 1 Cm-L^ ^Jjj^SLJI Jj^j 
JxJjj ,jli\ ^Jj^&Vl Jb^JI Z°J3~ ijy> j *J ^Li! (SMTP) djZjJjj^ VL^I 

</V JL^jVi jJuj I Jl (4 ^ij SjJai-l) LJL^jl jljii JJL-^I S_*SU j iJL^JI 
. ( D aSj iia>-() LSsjf tllJj jw> Li ^x^ l^-L^ yj /«j t t^*~**i 



ij mi a 4jt_L) CjLa^JLait i jj»\ 



!> a-jli JjU<SMrP Server) yi 



(POP Server) 



•■U 



^jjSSJV 1 ^J* 11 JW ^--li Jjj^SMTP Server) 



.^jj£}y\ JjjJl ^Ui! J*»* a-i-T :(42) (tij J^-iJt 



MAIL Server) 
ISP 




Jj_Sjjj^j jLi (I SjJai-l) L5 -Ls=t ^jj^JVl JLjjJI i-«Jii>- ->Jj-£ -^j-" r>-J^-~~« 

UJlJ^ j .(^ SjJai-l) *JL^L~U diiJU l y2-^k\ jJ-\ J SjjI^JI 4JL,jJ! iki£ (SMTP) 

(_£-UI i (POP) J a-S jsjy? 1 Sj_JiL« J_^aX) 4_>U 1_v*jJI -^-JvJt (T^^-Ltf j»J^L~Ji.l ill) .J ?^«J 

L_«j<Ji J_j-Ji r=-"<-> j ^1 LgJ_^o j /«_j 1 (77 SjJii-i) JjL^oj /j_« ,»Jj>sX~Jo j->- (3 ^° -^*i 



ij i ii i a 4JlL> LJLdjJLtXI jj-a! 



^jj^IVI AjjJI JU*U c_al&5 ^! jlk^V) [2] 

(j L'v-"' 'l-2\j Lajji SjIjj J.g.Jo Job (j^Jj>ti«j.l jJx- Lai .oLS,JL!L> jjf^li- jjjjixij 
OjJL; 14,9 4_taLd1 JjL^^Ji ja_fr jUT ^2002 *Ls- jj .<L_>U.I 2L_w ^j-joJI 
JjL^ijJI jj_c- J ygj jl xJsjbj i j»L*JI j JJL^oj jjJbjj 4 oljS (_$l i Lw«jj i!L^j 

Jjij V -UjVi a-i^j . (1 } L-ji iJL-j djJb 35 ^jii u ji ^2005 ^ u ibLdi 
oLj>*4_L! Ua_a i ^jj^SLiVl jl_j^-J1 jj—* cu_U>- L_gJ(J Sj-J.1 »JLa jl L^S" 

oblpJiJb -olSj-JJd 4_fTjJuii dJUu jl i i;_s^^iJI «-lj ui - (E-mail account) 

(Spam) iol e- ,_« w«j (_$JLII - aJ i_jj_&J.( j~e- JL. ^Jl (Jla j^j .4 '~jw oUtxd 

^_a IjJlS" i_Jllal> - el— idl j\ Jj-ai! ioj_oU-l -ijl^-il viJU gX~»jj i (Junk mail)jl 

^IJ.'LmJ (jJLJI ^Jjij^J Vl JLj^-JI (_jLa> j-a jj£| jl V^Sjf- \ Jl 4_y?l>- i JLUj cJjil 
Jl oLoj^JI l \^> pj-JI iJus e£ J J-i -^ J • P_^' '•^ lA jr* J - * oL^^ujllj olSjJLii 

•j_a i__) a_^ol>-i 4 olail ^«Jj>tl^»^i jUip- JJ <£^5-t >-& ' OLa ajjj.1 J-^J OlS^Ji (J^S" 
.OojSJjl 4X*Ju JJ (Ja-v?J-!l jl < ^J^-L^?: /ffJI oLiLJaXJI AJlJUj 



: ^ij^» Jit Controlling Unwanted Content : uljlxj Jlio ( 1 ) 
http ://wstonline.bitpipe.com/data/detail?id= 1 097086 1 48_820&type=RES&x=46094343 7 



J.LJI ^jil (2) 



ij i ii i a SjJb LJLajJbiil ^>l 



?ool^Ji ^-aj±£ J_£J iL—j -Jljj Vj - jL£ ^jjiSLiVt -L^Jt jl (^->) 
I^^l^. j^\ JSL^J! ^ ^j^Vt o^l jli dUi ji au*j (_^) 

Phishing ) f»— U <-Jyu U jjsj < ^LuL>J-l iJlitj iwajkAJI oUjlxl! ,*-»i- jj^u>-lgi( 
,V°j .c-JjSjVI aSL_Ji j»(j_J^x^L> j^JjjiSLiVt k_ws^JL) 4_w«-wJ jl VfSLc Lo j! < (scam 
j-s-jLi-l ajglja ,j <uJL> cJj^jVt ^yic- ("ij^ e-LijL (<u>-l§i1 j»jJL jl di!J .Jle- ilioVl 
4_jw J_abCJ ^J-!i lidjLjl J-i* < (»Jj>tl~^«JJ 4_^«_&l ol-> 4_JLi 4_jjLlC-l 4- ./?->t.Ji /"-Sj-* 

4jU^>- J?fj£j y^J f 4^vait_JUjl 4jUiaJjw C~>Jj>sXJ C-oCoVI (_J 4jiSa>! Sjbj 4JL« k_~Uaj 

jli dJLJI ^j- 1 ? Hr** '— r-^J -(*^W^' a ^-^ <_5 J-J1 «_s^il Jl Jaj^JI dJUi «Jl>-Ij 

: J-i* ' 4_^oL^>-t 4jUL) ,p--k jl 4^» f^Jr' '■— ~"^ (* J ' ^J*^*'*^ -^ *^ -O^ « * s -A-g-X— ^J. 1 

jLS 4_j I t_a_«ixS\j 01 Oj-5 j*- 3 $*' iV* 77 r^ <*— ' ' *-* 'j^J l£j-""^ ^^JJ ' ^Lw>- («-9j 
JL^Ji-l jl ^JjjiSojl >.. ./?"'l jL-ixJl (5-J-c- olj-Jo^il tj-*j •cs-'J'r^l < —"^ 7 '' 4-^w? 

ji f 1999 r u j IjVjj 3 '262 '834 ^ c^j! ^^Jt ^ ^Jt ijl* ,1^ 
^ji by^i- j /448 Uj-lj -^l^ ^1 < r 2002 f u j IjVjj 14'647'933 

j»2004 j»Lc- c— «--i F-Secure 4_SjJi jl liJJj—S' oljJtij_U "j»j . Jaii olji^o 

. (2 ^j^)!! ^1 r U 



jJlc- .What it is, how can it affect us, and how to deal with spam : o\j :%j Jl io ( 1 ) 

http://www.sans.0rg/rr/whitepapers/en1ail/l 111 .php : xiyi 

j^—Lt F-Secure Corporation's Data Security Summary for 200 : uIj—ju Jl L° (2) 

http://f-secure.com/2004 : *iyi 



ij i ii i a 4JlL> LJLdjJLtXI jj^l 



ol^w^JL; C-_i>- ,A-!i t_iJL£xJ1 j-ULij .(jryiJukl^Jj .Jl J-s^J ^£-i!t -^r^ l/° ^ ' " 

4^j_^JL (wiJij^l J_£J jVj.5 (j^L ^ l__>J_&jll j^ -L^Jt 5-^~J j»2003j»lp 

( E-mail Filtering ) cAsj^VI ^J^' JJ* P] 

.(Spam) 4_J t_jj_&^li^ : _& Jij^JI ,y* jj^iitlJt ^jji^JVl JLj^-JI jj-*i -L-aJi; 

: (j\j«^?j>i (j j >a!I <uu_c. *I>>-J (*j~^ *>-til oLiiixJI n^-j 
Jl ^12JI Jb^JI £^>- j^£ : (Client E-Mail) ^j^Vl Jb^JI J~*p £*Ij^ (!) 

»J_(J |j-Sj .L)^& -« L j— ~J La J ^J^J^^^V "^"^" JL^ >Jj^-"-.»,U (Jaju l^J'j < LglJ j)g«»t 
J-J A_^*jJ( yyaCiji J J \jCj jl k_^£ A_J i_Jj_C- i.1 -_f- ->-JvJi jl ^ LjJU i_->j-»£- 4_iLJaJi 
4_UJ jl L*S i 4X-JL!I 3^-~>-l i_>— w»j l_£ < j«_s«>-l v^-J Oj-^J >^-* -*-ir^l IJLJbj i 4X.a ./?" 

4_)U ( 4j>t^>t_v? 2 JJ_v2J J-*- 5 " l_5"^ W*l >-s<2jl 4_iJaJi oJ_Jfc l_Ja_^- |j-OJ ( y&a i t_aJl(ji 

Vlj i (Antivirus) oL^j^iU ijjLUzlt tooIjJLj 2jjJ-o ^ r ^\j£-\ *-~«^- OjSs jl k-~j£ 

oL jfil) S.sl yflll pj^oLJlj i>j_£s-Vl ,*~»->- A^^-j 1 2 i£>-Vt dUj oL ?— . a) I c^scJ>-\ 

LjjXi IJJ A^l-wJJ JJ l_j j_sl jj-£j ->i Jj < L»^? I -ol Jju jlj^x^olj pj^oLJI dUJ c^jJ^-j 

.^\io < (ISP) cJpVl ioJi>- Jjjx SkJjll »J^>-Vl aj4J»- J I^L*^ j 



: *iy> jjit Spam Classification Techniques : OIj^ju Jlio (4) 

http://searchwindowssecurity.techtarget.com/whitepaperPage/0,293857sid45_gcil0109 

12.00.html 



ij i ii i a iULLi LJLajJbiil ^>l 



ji^ SJU-! aJu* j : (Server E-Mail) ,3 jj-^3)M OjjJl ~**<ljt- Zjj* (O) 

(\ja£-\ x—a i LJL>- SJjLwJI ^_a 4_iL>JaJI aJ_&j < 4_^*jij 4_«J3-i ->Jj-« (j j >-*^ ->j g?- 

J-i- bj-4^« (_;-^ V L^» IjI (I)! j^ < a JjJ&')l\ Jb^Jl jjii l3^ «JLft lil^Aj 

J_>5_U 4jjjJa /j_« j-ii I (j—. W"i ?wlj 4Jli (.tUJJ Lx-jj .4^ i iiC-J,! ^C- -b*Ji 4J ,/?» 

: (_5^^' l3ya!l j^-il ^yj .iUiAii a JA jUI ^o 

^i*. LSj^I aJus JU^J : (Black List) s-bj Jt 2 — JLaJl ii^k -f 

J-SlXJb ^JjjlSJVt -1-JvJt A-oJLi- Jj V* f\>^ *-^i-^J" ^"-"J Ofcl>- L*1S\5 < 4^ i J ii- Jki 

jl Li^-V L-i-^xfH b) ^£! .4_J \~>js-y Ijlj^ JljJ 4JL~^JI jli ^_£j a] jlj < oJL^- 

4_L_Jail ai_A OJ-^>- JlSj .l^oyllaj tbj^Ji i«jU3l aJiA C*jJl£ iSLjLii (^jbj (JjkJ 

*bj_^o 4_«olS /jj-xxj Lajj^>- J_^>- aXJ L^Xj jjLxiJi 4_«iiiJk( oL^>JlJ ,\-£-c <«1*— ^ 

ii^l aJu* : (White List) <■> JaJ> A JlSJl 4 i^k -o 

"jj* jc-^Vt ■J-^rr^ (JuSl^ul 7-j^wwJkt (ju_^o At /« .,^?" (AjI »> .,)?«J1 i«jli]i (j \^i iJ,! /p>J («J 
L^jli i 4_j i— 'J-C- J.1 w;i- -bvJi -*->i? 4jL«ji-l -ja j~S (jjJ vSjJ 4jLJaJ1 aJjS jl ^J < (^-fr*- 8 



: ( Heuristics Engines ) «J pLJ.1 J PljflJl OlTy£ 4*^ s* 

C-JlS lij Ll J_jJj>sX] lL)j_s*£j>JJ LgJ ./7^l (C*-^ JlC-l»iJI ,V> 4£-ja£ jjlc- SJLJaJi ojjfc >X*X*j 

/j_c- o>_=>sJt («-**■ (*j-2j J-c-t *a!1 »J_fc oj uj-aM tj-^-S 4(? ..,.< Sjj .,^?ij .LJl j >-^t J-*-*? 
5 4^^*l>- ol teal jl i 2jjJ (,-J-c- Jj ./?4-U Jj_c- dl j\ < <UU^ (j^j >£■ (*2-^-*> ^ *— ' »*■ j*l 

.-U-ijJi!i C-jJj>sX! Sj^uJki is>-l>-! iiLJaJI oijfc <->yS- /y°J .2-U-LJkl -U-1jJi}1 

^Jl r-Lx^- V L$Jlj i 4_5jUJ( L^isJlj 4_5j^kJ( aJLA jLxij .iiL^^il ^^^2-i jl i ?-j_v»ji! 

.aSwJUJi [jJ-C- i_S J-XJ.I Li /yj jaI~^j C-jJ^- 

^jj^lV 1 ^J^ <^ lUU^I cij^ J^ai [4] 

iilLj (sij^ 1 4_^LJ-I oLajLdl JL^jV ^jJjj^JVt jlj^JI ^iJiitX^I k_jjf (I) 
^jj^Vi Jlj^JI jJ^j xj Lo i-J.. jjjii 4_J6" J i dLJI j dLL^>- j«Jj jl < oUxjVI 



.(PGP) 5-c_«lJ -j JiU -i»jjJi IJ^J <U/?l>- -^it yi t-\ jZi 
^-Jj^Vl jl^JI oLJs^ !jl_j>- »^_S3l oLJlil JL-^jJ ^^J- 0_j) 
*_« 4_JUci> J-abcJl! jo^i-va^ (-Jjji^Vt -Lj^Jt ojJl>- ->jJ^ jV ciiSij i (Attachment) 

(j oLil~>-l k_~— ~J L^jli 5v~_$o( oLiiii J_uiJ Ujjlc-j .a-s*>-\ 2U , „.-<.j j i_^ 

HjJu JjL^/J iiLlAj .olilil a-Lfc «_o J_*LcJI J i*Jijl-l ObjJ^i t-k> k_~~^ aSL^JI 

.!o>- 2^_S31 oLUil Ji^ ( _ r s>U-1 (ftp) ^l^ Ji* < !o>. s^^I oLUil JL-jV 

. JJfcJll ^ ^J^VI 
.<liJ all /j>i -Si IjjJ 4JL0 Jl s-UaC-V L^JU J^/ J ^Jl <l£>-| ,«^ol k^u' 

Vl JJUljAc Ja_»u" ^_J < (Email address) ^ji^Vl dJoly*. ^ JliU- (j*) 
t^lJsj V dii-LS'j < ,«-$ij-ju V ^Ut—j.1 ^^—a 4_<oUJI oLi^ll p^L-aj V (j) 

.1*1 »i« LjJLjjJ /S*i f<J IJJ /«-^s ju -^Litjil rjA io^LaJI oLis J.I 
^JjxJj 1 ^j-*j" ^Ut-il j_o ^jj^JI j_>^ Jj-^j ^-ijx; c^S" lil (j) 
i__ji_-io aLkJ (»iJj^L^oLj Lg, ./?->»3 rj-a j_Su oUb J.I ?>l13 A-^5 oUi v« Jj-v'j <2-UJj 



ij i ii i a 4JlL> LJLdjJLtXI jj^l 



_Jl_IbJI J-^^^l V-" 1 ^ c^-^" c^- ; JJ :;5;J >' , -M^' ' L -^ cr 2 -^ 00 

.i^li-l olft AwiAJ i ii^j jl tills- i oUsj^-U (Automatic Download) 

J_jjJi J_^»£- 5-c_«Lj ,j j»}Lc-l t»tU>>^_J 4-2 i^itS-jAyS- i-b >j lJix~*j UiJJLC- ((_£/ 

JljjJI dJJJ k--^^: ?ooLjjJi j»jJL> jJlxJLjj i aJ t^jji-jAj^ JUj-Jl lift 0" /yjj 2 ^^' 

^jjj^lyi ^J^t AjLa^J 4_^.jjL» (JJ^ 3 [5] 
jJlJlS *L& Js- Jj5jJjjJI Ii* Jul*. : ( ) Jb^JU (S/MIME) JjS'jJj^ (t) 

. JSL^JI hj^ _> tUi-l ( 1 ) 

. JSL.^1 liiL Jl£. tUi-l (2) 

: ^1 ^ OjV J^jjJl J—. ^J 

C— ^ t 3J_«Jjw 4_£>- /wo l$~»-C- <3-5wa-« iOLg-Ju j»Jj>tl»*^J IS (_£JJ (j 4>o ijl (-^) 

j-_C- LjJL^/jl ,j-£c C— ~£ (5-o-Sj J^-^ (j 4-kjI^ 2^Lg._dJI sift J -Lftj^J (5^1 S^lfAJI 

.i>-U-l JlLC- oLojIdl iSLji 

i-v^Ls— aJ j»jl5^uJ.Ij jj^li-i jl$i-i (j (jjj^^\ ■\j~'\ A^ Ty^ji ^j^i oi (3 ) 

Office )j (Microsoft Outlook Express) p «U_i < (S/MIME) Jj_£'jjj j j *_« J_«bdl 

.(S/MIME) « J^Ldl l^£_ Netscape Messenger)) rt*lj_j j— « 7 ik^Jlj < (Outlook 
4_«Ji;l ^j> "~^y THJ^ ij^- dj£jjjj^\ lift JUXju : (PGP) J jf j>3J. (<->) 



http://www.dartmouth.edu/~pkilab/pages/Using_SMIME_e-mail.html ( 1 ) 



ij i ii i a djJb LJLajJbiil ^>l 



«Ji< 1 g'-a ol S..l?"'l »J_a J_~«^- />-£-£ is-*— ^ *j. IS * /*— *' *•' o—"J ' 1 -'j-^_yJ rr^ 
< l^oJ-Jjj (5^-!t oloJ_i-l jl->— <U (j oLJLjkJI e JL_A OjLioj . /http://www.pgp.COm 

^_lc- J-jV Lg. ./?»j j i 4jL^/jI s-IjJI ^JjyooVt Jj>Jt ,-ji«iJ <uJJ>- -»jJL> Lia^_c- L^jlSJj 
J_<uJI Jc-f--^ JjL— J lS-*-*"! ~ oLilit J ^jLjilfT - ^gJjj^JVl - L </^' 

jl^JI ^ U^_-V L^Lvaii jl_ki»V! J_JlSxJ L^e-lJl dpL^Jl f-bk^^OJ j^Xr 



Secure Online Shopping 

^™_b (3«-~>^JlJ i_S j-so La jl i (3j_>*JJ i_»l* JJI OjJ (3a-~«xJt (JL>-I /*« bjv? 0*i -^ 

j Ls^jI j J_> i (oJ/JVt ^j-Lfr «Jj^. UjjjJ o!A-*M ol ^IjisL) 4_Jji( j>-Ldi j 

(3 f-jjoj y-^iJ <Uj g c « /j_« 4_>£-al!l 4_Uljl oJ_fc 4JUJJ Lo *_« ,j^>- /p^ .<Hl*jl «3-uil 



C->j»^!l 2ia*Jj> (Jj««sJl 



(^oJiJl Oj~^3l 



lTJ"^--? >-3JjJw 



^^dl jlSU 



^-Vi 



5 JJj-^^ i_r^ 



<iL«-^V y^il *i ju 



^j*i 



'jjj^ 1 ^. i_r^ 



(_j-bfJI liijl i^ju y^xll ^i jjw 



^-Vi 



5 JJj-^^ i_r^ 



4JL;L*JI i^ijbJ^ii y^ll 42 fXA 



c U-l ol 



^-Vi 



e 



iJLJI ^Jlk^Ldl 



■>jJLJL a^JJIj 



ijLwVl dHlk; CjUjLJ. j^til *^jJW 



r~ 



5 JJj-^^ i_r^ 



*^dl *j^ S-lyjjl *t?ul) (^HjUalaca (^JlJOsJ 



4i^ 



<u*^? 



JUi^U 



L^~ 



r° 






; 4_jLaVl jU»-Vlj ^>^ C ~Lr j )' 
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i3j~^ Ol Jj^il Jl ^^- 



i&juMJua 4-*JLi LJLojJjtXI i jja\ 



LgJ Lc ^L-^ai^iJI liJjUijJLjd liJJL^jl jjs- ,j\ < AJjl*J,Ij J-i-jii ijj^^ < -*j-*i £*' 
«_i(j>i jl>-i jl iji-illj^ jjJjjiSJVt JtjjJi <Jj-l» jj-f- i-JU^Vt dJLiLk; oLojLw 

jLS I j| La iijjdj .m g. II iiJjL« LjJLiol -Us- L^i)L*j5-j <u-gU i2JjLj jJbw yjLi«xJ y>-bil 

'. ,V v*' /y tJ-* 5 *^^ i —^-'J ' oLa»l*ii *,J-* «AiP 

i http -Jj < https : _; IJLjj oLojJbdl k_Jli£i { zi\ i ^r'a./iW Otj-^ OJ # 

.http Juu S LJj>- lj>-J Ja^-V 

https://www.amazon.com 
http://www.amazon.com 

,j L«S < oLoil*l( (J CJ |r->Vi yUL^S, l Xn^S\ JajjJjl j J_«2 ajj-^ ^J^Fj * 

:(43) JSLiJI 




.UJ-I Jis :(43) ,»Jj Ji^Jl 
J_)^JI jl ^>l b:U J_p-jJL 5_^>ti-l dJLU j_c- olki^ jjj-* 4-JtS" *Ji*^ul * 



ij i ii i a iULLi LJLajJbiil ^>l 

. c-j |fj V I v^c- (3j~»^4 <u^L>- SJj>-Ij <jL«Jol iSUaj (»Jj>ti^il ■& 
j 0L*Xj VI iiUaj oL_«jAa^ J^j-^j «.*-.; }li i diJ jL.i-1 oL-£ IS) * 

«_*_~J ^^-j .SjLio jyi. ^^ul) i_JLoVl oUlj->-Vl c— JLS" lij i_^L>- 5 jU^Vl 
Ol-*^Vl oLiliaj oLjLj ijjlc-LU (jw>-l-fll JL>-I &j^i l y£- ijj>-^\j ii^AJI ctH 
v^-fr *}LojJI •*-;.«->- i-y^l js*si\ ^Ac- ^.>-y:j J Li- 1 dllj (jj .ijy" ^r? 5 ---' **A-«~»-! 

dJLxSUaJ diJl-Lii JL_>- Jj i A^jLJLlao 2Jl_>Ji>- j»lijl Jl-UX-^ij i ij.iU-1 dJLLj 

iiLkJ! jl Jaj-V .SJLkJ! oLijIj iS^JI j^c- j-^Vl ie-j-** liJLU- (w>>-jXj <uU 

Jj-yaJ-l OjJ e-lj-^JU oLojLdl diij *l-Hj*^J (>^-Sj < c -^-° O'J-J! o\y~£- 

4_iLk> oL_« jLwj i jjjJ.1 4_<Ji£' 4_y?L>- i jL_$ji-l J liJLjLijJLjw 0j-£ V * 

.OUSV! 

.i>-U-l JlL& 
JL>-I J j-Sy I Lk>- JJu_~J (*-9'j-° ^Ll$i ' <*-*J^ t*-" 1 ' *i^" • Jl ~^ J*^"' ?~S> * 
ijl U-L- 3 .4JLC- Aj j-^j oLaaJjW (c-Lc- Jj ./?•*- 1 J oJ_JL! l— ) j-1 toll «_Sal( /«_^ut t_Sjj_>- 

.http://www.hutmail.com : c~-^ http://www.hotmail.com : k_^-x£j> 



ij i ii i a Sj«Jb LJLajJjiil jj^l 



.^jjj A^-i^ 4i>j^-j oLuj ww«3l 4j>tslS^ *t*U ^ J-**- (V 1 .asIj *■ 
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i&juMJua 4-xJL LJLojJjtXI {jj»\ 



w?\ 



J «IjL* 



'i+A&lt CiljLi 5t*l>jJI u^Ldu^l t£>i3-* iLdjJiiJI (J,Ul *l* 













«-jQJI fijiijii iuiljIS^I f!JJOUi)l iJbJ fljiijl 









iijjj^jl ujjlwj uliJU 






..OIjIj&J ...OliJU ji* ...IsLuj^l JjjsLi CiliJU jj* 



</ 






- iUajib^JI 



ulis^htJI ^jC4 £ V* :GLtsji**ll ^si GLsijJL Llijs.'J!! f L I JJfr 



-Jjsfi*" 



.iUJ 



..kj*± 



■iljJj 



$1 tUUJ 3%s 



.CJjsJVl 7ti~ffli« £-°U^j al^Pj OljL^ :(44) *ij JSwJl 



j^LJj J_) I C— Jj^jVl ^Li* ,j ^JJIS" ^yij^S- Uj^U- *|JL>i^J JLJLtf- * 



ij mi a «La_L) ijLajJjtll i jj»\ 



.(44) JSLtJI j US' < ...olii* ciJU- jjj i JaUjVl «-i^*J oLiU oJb>- (_g j j { Js- 

.(45)jslui j ur /^SUJI 




I i„lfa aljLA I frjjJI I ,HLa3» [ tfj^ | i^j-aiJI I ^iUl I fU- I 



L*^^ 1 


iJ^J (Sj^-> ^ f^a- 


HI ^J LjLiLiJufijJI ilAcL-oj ££&■, 

J 


..OIOIOSJ 


L 


-tH&H 










^jJUIj 


J^S*jl 


j*-Ij+JIj iUie. 




.£~slj J£LAj 


H 


I «4««>9 


II 


wIjU*£JI 


|| sscsjfevea*. | 









^iiUjH^O 



^L^JUSj 



juLaJ Jj^UI : 



iilli^l ^.jii ^JULUI JLoS^I f >4 r=t 



J ^uLaJI Jj£AjJI JtUut" *Ji-z 
" ljU^1*-*JI &j=*J-> "Microsoft 



I j.a^J 1 1 jj'j. I 



•HJbJI JU£?I ^IjIkJ 






£JUiJI0 
£JUJI <jj jjjJI wW£j ^oAiJ**JI tLw>i 
jj^JI GUIS Jibw iUUftJI □ 



\ 



^JliLUI JUS^I CliijA*« ^w 



jji^I wL»l£ £***« 



^ "r^" *m#SI **Sf ** ^J wijU* ^U-oJ 

.' wLtsjA**JI 5^**"j_$i jLi[ t "Mij3iJ C 



33N 



j.jl'iu; | | jilj. 



.^'lilail JUTVI OblAPI :(45) j»ij j£iJl 



.4JJL i*J oli 



:*■■./? I 



£j i ii i a AjLL LJLojJjtXI jj^ai 



Microsoft Internet Explorer 

Col .(JliJI p-jill ^yAj i aJLal-ll k_~J^-l ^y*— J <a!I (_$j>-Vl ^_~~<Ij^JJ obJii-lj 
j»J_4j <Lojl>- k_~w^ul_p- g» (www) ycJJa .,^C L. S ju Co jl ( idbJI AJj-SOjJI S^CjJI 

k_~»_^Jkl J_^1^JI 4_jJ (c— *-C- »J_«JjW 4.31. ,/7)lj I 2jJ_^ <JC .,f? ) /jj J.oa.'^.^qJJ Ol—aaJjW 

.(html) 

www.ksu.edu S3 



c 






_£ t=_ 




J 






I : .jn.lLl, ^ - ~-i ^^ ~ 



f "' '■■*' 1 j*** 1 






C-t 



" 



iifg> 



.C-ijaM juUflJ iiijfc :(46) j»ij J^-iJl 



dJjCLw»>- Sjl.il dJJ-iSj < <ui~iJkl oCilil AjUjj < oU-iCsMj i (Jj-~jJ!j < oUri,,i?ll 

(AjI OLajJjJ.1 IJL jyii j p* a./?"Uj .^^IS-I f ScJi\ (■tbL*o- Lfr".o.y9 /t^J ' 4jLuidi.l 



ij i ii i a SjJb LJLajJbiil jj^l 



.(46) J^w 4jLi£ 1 v r S^£ WLjUadl Jj^ JjC- t_Jjlklt «J^il Jl Jj-^JIj .A^ivaJi 
f- 5JJ1 IJ_& /j-J-S- ~& J *— ^ 9-*-" **J*^ ' Ooy->!AJ C-3 a— ' 9>>^j ?r a. /7" a <U~*^J I Jaj 

obl-Ls^VO jL^ljiiij 4_*JiJV( f-^>jj *-?W ^-^ cu-""^" (_r-^ lJ-*W- J-**-" *-^J-^ 

4_wo_A I A5I Oj&J 01 7*-*&i J OoyJjl 7C a .,^7 la j 1 (J i>-Jjbj -j-j Ji-b 7-L«_ i »JJ (<Ul«Vt 

.4j«Jl1!I 4jI^j Jy 
^jjj A>wJL) ^2P*_aJ 4_*JJL!( 4j( a*3 . ObaJ^JJ bjXajULi Jy 4j( aJi (jwa^- JjV 

k_w£ dAJiSj .J->-l^ J^J JljJ (— ~»JI jl JJl^l OU < ^j'j^' ^4* C/> A^k -^ <— ^ 

.C— iCbVl 7t a,/7"a (c*J CoJjSj Jrl ilu *-« , yJbvo (jl 

»J_jJji-i 4_JLajt OujJ_=tl!l *_^«->- (jl />-» -Ljlx!i (3 C-JyJjl ye a ./!~.a ^ ./?■£ 4_J_«_C- 
y^y^S- ijl /«_ljJi >t>i ( -U»J /<J 4^ul e Ju (J'aJCL-oU »jUii!i (jijjjjlj ( oL JjjiJ! j->-«^ 

.(»Jj>tX»*^«JJ L>-li« LJlf- OjS^j S jJtSJ 1 



ij i ii i a 4JlL> LJLajJbiil jj^s! 



^yS- j?£\ oLojJbw < As. Jj_v2j>Jl! i jLx^JI IJiA (j ....(J-va-iii («^j)-- **^'j^ dJLSLr 

.j^JJLlaJl O- »J^ 

^ci-alftU Ajj^J) CjUIII [2] 

ol^Lv? j?*J^ LA-S^I j-^' 5-*Ul ls-* (HTML) k_^_idJ jy=jJt ii) jl l^Lo UJls 

2jl^>- <L^-jJ ^ysj-f- : J_Lo i C~_5j J— $3 j j»J itl^^o J__ £J (Dynamic Content) 

: oUJJl tiib JiLcdl iJuVl Ji"Liil ^j < L^ dj-l>^ 
JavaScript, Java Applet, ActiveX 

Java Script laLaJI *J^ 

i L^iL&j jLiijJi ?^Jj * '^~fr ijj ?^-s^dt J fO^^Ji ^jJj (HTML) k_~»_idi.i 
/fX! .(jj>- ,3— v 5 <3"2J ijj < 2jjJ^ it^'^)^^ La-Uioj LgJjUjj UL>- oU^jc ji \^£j 
0\ JavaScript 4_jJb i__>j_xSLo p^oLjjJ ,%-£-£ oU>uL*2xii .V> '; j i-J^I oLJu Jj_>-jJ 

*_si ill 2jL>j ^jL_«jj i ?r a ,/?"U -^Ljjj C-jJ_^- dJ-JLc- k_~-£ diJJJ .4_ ij(j TjL*jj 
J jjj_> Ji *'^>-Vt iJLa ^J i Java Script J-«-& JJa^ ' j^"' ^^°' ^^j' l^li .Ajs^iil 



ij i ii i a SjJb LJLajJbiil jj^l 



JjJlju iJLliU .J J Jj_v?jJt liJLSLcj Java Script l j£. JlaXju jjJI oUrd./frll (j^JU \a£- 

.(47) JS^JI J L£ .jULIOa 

Java Applet tiW^ ^j jj 

J-C- lS_^iu L^-jJ ^ 9^-1 f? C/jJ "-^J— ■*£ ^ " J' ' ^ ava Applet 7* *L_ »jJ -^ 

^JlJLj i (HTML) k_o<_Jux!l j_v«jJi 4_»J i>ti_v3 v, c- 4^J*A5x_^iIj J-^Cjj < Java Script 

dlJj i\->-J 'lJ"JJ5^ J""' * J^ oLiLo t_SJ.^O ( («L^™i>- Aj<i J_«..C-j j»UaJI oUIj 

Jl£ (_$i.JI (Sandbox) J~»j-!l (Jj-^--*? i*-*—^ ^° oJl^I^uI 2s-jjAi\ j*s- JL^p-VI 
£_d Litf j^-U-l ^ jj ci—SU ^J .^LkJL ^^Jtj ^x_Jj oLii. 

^..Sou < ioj-L^j t A^i J I <3jJ.-v? /J-^- 3 J-* J " ^■■x-^j.H —*• oL>t.c*Jlj < 5Jjji^ 
.(47) J£LiJ1 J US' jUJ-l Ha JjJuJ iiku Jl Jj-^j31 dh$Lcj .»jJua« ^y oJi£"lJ 



£j i ii i a AjLL LJLojJjtXI jj^ai 



uUil iljUJ 



IBB 



OUIdBjII 



sa 



Java Jjt**^ O 
&&£> &**!,» ^3-aUI iULo*J cUaJI [P] 

" J^ O 
o^ 

Java OLiuJaJ £**> ^ 



< 



„> 



ILaax<JI iblAt^l ^jJi 4jLe : J 



^)*LUI ioLc-J I v 



^-Iftjjjl* LjJJ ir}ri*JI 4JLC-J 



MS *WJ 



J* 1 J* 



I ^jJLU uljLd. j gt*l^jJI il^Lsl^! , ^jjliSvj , iLtaS^-siJI 0.U' fix 



.L4J ^lUill wMsSS-j ir^J VYJ .«S>k*a u^w4 J» 






~^~ 1 '$fa ttl£ jJt AiWJI ft jb $£bj 



uiWJI 5%l ^W|l «£$*-** 



4 uIjIjc-J 

.'\$JljSil 



■J"* 1 ^ 1 i£j^ j j ...t^A^^jL^ j 



&j& rf\ ,LUj j Jil^ 



.VdlA-t Ol*J^ oljL> :(47) ^j JS^J* 

(ActiveX Controls) <j^! ^-*&Vl cIjU^jjj 

~*. Sjl C-3j ^ijS^a 0' <L.«" l j^9 j c- J Lo 4 iui*H ol a-, lalil o' J jS^a 

(_gl J-uio 5^_«^<JlJ jwljJo J i ,j— S] i—aJ^Vt oLj>sX^j .cJjiiVl (JLc- (Microsoft Office) 

Jjl J Jo-Si JL~o Jlj~JI iJLa ^^53 1 J-*j^ 7>£^' oLLuJ 5-Lj^JIj 1 h>c^,\ i^i-l 
(_£l oL?jJI »J_a /j_c- 4JJ 4j>- all Jlj^JI ^Jj^uJkl^Aj V Jij .ol>tCwU »\jJ*^i\ 



3j.Lu.<.fl 4jlLi LJLfl^JLait i jj»\ 



Sccuit* Warning 




Do vtm wirit fa ■n>!fl and ruft "Shoekwava f^awi 3 ff ' 
SKi-icd en 1 2.H1 .tift 1 :ia MSI <stC dilnbtftil b/. 



Maciwicda. Ira 






tsiionc Mssomafia.. Iitt assails Irtst this ccrtart: b safe 
You shotAd onfc 1 insUWvisrt tftis conterf. 13 jm liusl 
Macicfflfiid, Inc. le ftvsk* ilbd a seilJort. 



F ^>«e^Jiw?ccrtciitframMat«n«sfa I bic, 




Ve= 



N-9 



McfdnJu 



.^-i'l cJsTl gjtjj J-*^ Js- Siitjil i£U> :(48) j»ij JXjJi 
jJjs- (J^Ijj jl p^oLjjJl Jjjj t jivJ dJLLs- JsjiJil *ijll /^! i iA^ j^ ?y^ji ^J^ 

o-La ,j C— ~kfrl J_i! .C— ailj S-jJLA-l Jlj_>*Jl jlj-^sL *As- OjJ jl < S^Lyo *>L> C-Jlj 
i dJLjLaJu S*iji J-* -^jLj^- j «-! jJlo La J-*jJ j.^a>-Vl dj^aJI *ijil k—^-UaJ 5JLA-1 



£*Lk J'J 5 ! J 1 



^J 



JLU 



: JJU LjiSLji Oj-Svj (T^i iwlal ?>£j-; Jlj-Jj «J>£- <L«iijll ,\_e- JL~J LoJlJLc. 

.(48)jsLi 



£j i ii i a AjLL LJLojJjtXI jj^ai 



: Jk)l£ c-^~/U < bUi j-^1 lJ^I 

: (jd^^^' *"~ ! J.'""; ' " -IAJ -i 




^lji jsiii ^j^^j "Install ActiveX Control ^^1 li*j -3 



_ 



Shockwave Player 10 :^>^l 
■ Maciomedia, Inc >iLUI 

".Macromedia, Inc" ^* l^cjJ ^LjjJI ljjjjjQj 
".Macromedia, Inc" &> I 5 Jj1 3-*LJjJI ^u^ 1 pJf- O 



-ijLt^ji & j& GJ 






• 



. tr S') ciiTl gC^ J~J- :(49) ^j Ji^Jt 
: jp JJLjj cOj-SiUj gJ^jJl j»-*l Otrf (49) j£iJl (4) 



ij i ii i a SjJb LJLajJbiil ^>l 



.wl^JI Jljjj J^J J jlfM di) *! 
^J ljj_v?jjl dJjSjtj i *_sl ail .V> *j oLsJ_>- /j_C- s-UJCL^oVI l-l-ft (5-*-^ ^—^j~i Cj^j 

: JSLiJI J Li" jLi-1 Ii* JjJjJ iiku 

C g,^^ WVI Cibl^&V! [3] 

iJuVl jkhil -I 

jl A_Ual«l! 4_li»-|jJI aSL_JL!I) 4_li»-|jJI C-Jj^iVl : (jrC-ikl dJLoljj ^i_*adl 
(jryLft ii^jw jl .(C-jJI Jl 4_*Jall r-jL>- ^j^ J-S") 4-~>-jli-l '~— tP^'j ' (*^*-^' 
.C-JjSJjl yr a ./?"** j <U1«VI k_Jl &>-l JjJj>tXJIjj i 4_J_a VI k_Jl &>-l SjbV /o-^ (jCJLkll 
(_£ p-VL; jl i jl "Sto'a Ls^jI iSlJLft 4_jJL>J C*-> CiJjl ?r a ./?7a *j_« jj ,/?"j\ 7t--v* 9-JJ 
x_Jjl *_« J_«UCJ O—J i^JVI 7C a ■/? 1* J l 43 aj II —£• xj\ jilj i5 aj oil *j|ail L«_ft ijUUolS 

.(50) j«ij JiLi j Li" jlaL* 




Intranet 



Trusted Sites 




.CJjxiVl jjLam J «s)I jjIsLa :(50) (»ij JiL*Jl 



i&juMJua AjLL LJLojJjtXI i jja\ 



.3_J,l*JI 4_iid( ^L«_^xj| (UNC) Universal Naming Convention 4^ jjdl ,*i1jll * 



■■^ 



\\server-name\shared-resource-pathname 



f <J^b < *^1 (T 1 ^ ^J ' ia^jJI j\ ^Sjj^\ jU^- ^Js^" yill £>ljll * 

.(5 1 ) JSLxJI j Li" ^i^dl oblJi^l j Lg^bS" ik^ljj U-b-bi 



Local Area Network (LAN) Settings 



Automatic configuration 

Automatic conf ;c ti atlon ffto ovarJds manual settings. To ensure the 

us* ul ri'(..=jM'.id setUncp. disable .fs'jto^i-jstic ':■-■!":! iixir-allj;": . 

O Automat, "j^y cjg£a$ settings 
! [Use automatic configuration script 



Proxy server 







Use a proxy server for your LAN (These siting:; ■.-•.'ill not apply to 
dial-up or VPN connections). 

Address: proxy, ksu.edu. si Port; 8080 Advanced,,.] 

Bypass proxy server for local addresses 



/ 



Proxy Settings 



Servers 
j£U Type 

^=1 HTTP: 

5ecure: 
FTP: 
Gopher: 
Socks: 



Proxy address to use 



pr.-xy.tau.edu.sa 



PI Use the same proxy server for all protocols 

Exceptions 

[S3-, Do not use proxy server rr.-i .sd"irf:5.se?; beginning with: 



f 



Use semicolons ( ; ) to separate entries, 



.Jv»jll jf ,^-Sj^ jl^r JaAsJ ^Jl jiljil :(51) j^j J&iJi 



jl < 4-5 aj oil j\ I <A£-\jj\ *Jlail jVo-yfl l j-o C~w^Jj 4 olj'll ?-jl>- .*-Sl»il ,*-~«->- 
: 4 to , u I y tiijJ foJL) .4lajj>i Ljjl ,-ic- j»Jj>tl~JJ LAJJjs- .Jjl *JI ail *-~«^- 

J5LSJI j U£ < 3_Jjj'jil 2— iljll I OUt I CJjSil OblOPl I oIjj! 



ij mi a AjlLi CjLa^JLxlt i jj»\ 



.Sijjjll xJl^aJU 4XsUsl Jjj ^JJl (xijil 4sL>| (<u < ^J-" jj (jJ-^ j^Jt («J < (52) 

i https:\\ iky^oj l-LJ j < JL^^! S^iA* •x-itj^ JLi-jL <i-Loji> wLAv^dt ol Ja^-V 
Jjfl£ Ojiko" : SjLfr ^Jle- ▼ 4_*^ iJljl j^?j: j^J JjJj *J\y <sU?l dh5^ ^£) 

. "Sikdl «JLi jjkldl 4il£] (https:) *iiil 




.IuJsJhJI ^U'l uloloij iiiJaiJI «J& ^i i_uj i&slj* i^LS 



;«UiuJi jJJ lis. uuj j3^ 'isL&J 



^■^J I 



ij| :.j https:/7www. buii.com 

http7Mww.ksu.edu.sa 



^Ai*i*Jl 4 is cjj ^3lj*JI vl^l (https:) fAl<JI J^ w.^«|_| 



*•$ *l*y 



/ 






i»*Lw GljLji fcoljJ GiUsi^ll tf>b« 0*3j*mJI | O 1 -* ■ | fit- | 



UjjJ yUill wlOlOf J il^ftJ uwj ^>l#^ ^Js^s JJ*- 




Use ij*J ^ l^j 1 ^j jii ^Jl ; 
.^jJwLLjJLjljJje^JL ^^ 



. lAMx wl jl JfrJ 
"jamais {f-jiuuV' Jji J*-il (.tJlolji-JJI JJJ*jJ - 

."^Ij^l 



...jA^^t (fjlwl« 



^ I j.i'»mi I [ j*'j. 



.asjijii jjijii jcjJ- :(52) (*Jj J&sJi 

.5ijjjll j^ ^j^ ^«J>^ ^-*£ (j^j < 4fA^' H*b^ i*^ (*^l>* ^U»i W; (j^S 

4_ii*Vl cljbjludJ! [4] 



i&juMJua 4-*JLi LJLojJjtXI i jja\ 



0\ COjij ( \a s's «JL>-lj <Liku liLjss ji jJ J^ Javaj ActiveX Jlo 4^-j^^J.I ^LuVt 

V *_« 4_> V i ^-toT ..." \J J_o Uju 1 jJJLl^u \%3 /"-^W^ (*~*-T ^-^"^J ~"° <S J-*~° H-! * ■,'"''' 

^Jl^ iSj~^ cJjiiVi ^i_^uj .4_juV( o1j(j^j>-Vl ,1-^-; a-^^' a-^ 1 -?" J- ^' dr^S 
: 4_jujV1 i^Vt oLyuJkU 1-tJ .dJb-^j k_~^>- i^blt ^LuVl ( j^2jU^i-( ,jij& 




KyxLxi "IjLj^. [I g^l jjJI || w^Lju^jl || ^jvj~> || Aj^sj^aaJI | iU I F f Lt 



.UJ ,jU^I wljl OX- J .jJJJtiJ ujj tfjlis-* uLJw jots- 



©OS! & 






CiijiiJ 



.^!j4 






iiiUaiJI 4J4J ^U*l (fjJ^Ag 
.JuilaunJI SJ4J yU^i tf jju>4 ^ujcjJ jjj4jJI !="„)-& ^0=- 



AjiJ j*JI jjC ActiveX f£aJjl j^Lifc Jj*aJ fju ^J - 



olj£*l .j^jl^ 



. ijAhA ^ o f$j2*J*t 



I Aw^ 



.$1 tUUJ 



^l^> 



.i~»SM Objs-J.1 :(53) «ij j£»iJl 

ojjjw j_a Loi" .j»UaJI L5 _Lfr ^Jl«xJI ^Jl ^jJj Ji j^\ wi-^dt ( _^2jUa>- -jl£L«Vt 



ij i ii i a SjJb LJLdjJLtXI ^>l 



.LoJl^o ^jX»J.I IJla Ljiaju iSjjjli j^ (X-sljil iah'.aj Javaj ActiveX A*p 
ActiveX oUijj J-i3^ (M f>i»«i— aI Hs\y> ry> jShi\j i Ujj^JJ ixijil ^& ActiveX 

<j^»Lk c^tal^l [5] 

Lo k_w^>- ( _U- [^ajuj^Ju j\ < U~w^o sjljJ.1 ij^Vt obl-U-VL A*-»JI dkSo: 
J I £-1^; L^-skjuj i sj-iS" obl-Ltl iiL* Ou -^jJ^ oi t*JL! jjJlJj ^^J.dii L^oL« oly 
.iJLijJI J_JuVt oblJ^Vl j j~*j *As (ilLti jj-o IjlS"Ix< ^S^J aJ bis < 1§j iiJb ^h*-* 

.(53) JSLi j Li" i^li-l obUc-bU Jj-^t ^^-?j 
(Virtual Machine (VM <^lj*V1 jl^aJI Cjbl^J [6] 

ur *^>\jX3^\ JL^pJJ jLoVl t_£j^-W> J^J^ ^Juii^-^UJ OblJLC-Vl »-l_A ^Jo 
.bjjj O Up- *y ./? 1 b /OvPtlil ,»Jj>tX~^«_U ?*<£• l^ j i ff ii ff^ 



ij i ii i a 4JlL> LJLdjJLtXI jj^l 



.oLJjJI {-?*>■ -V*~i 1*^1 °W=-£^ 76-»— j : j^ibt^ji OUt 

^j L_i^Vl ^W^jj ^J^ [7] 

< ixslji! jl < L^cu j jLi-l dU : 4*3 jit jj£ j-^! <Jsf ty O^ J^ * 

k_JUJI ,jj .4_jJj^o^;_& ,j— S"J L_i-j5l oL^Cjj J— ij-* J b' L-*-^" *^-ib t — — ^° J' 
.4AjJt„a <*-^b"' 1 iV 1 k —*^^ W "W?l->- ' a j ■/? * **S ill ~C- oL>t-CyJi 
J_*fr j joi^xJI dU ^Jj jM"I '•^- a : tT — ^i i-*^' C^^CjJ J-*-^ * 

.oU«-c^Ji! J^fr Ji" Jll& <i-Llj k_~Lk; jl i iistjlL; 
oLiLo j! i dJL*S3i j\ i cookie : i^-^-t I— • j»J^>tX_«J c^Jj^JVt ,x-Slj-« j'^ »; 

t_£JJI (iJj^L^Jki jL$j>- (j «JS all v-^jjisi 4_w^^«j oLiu ,-Aj < *it aiU JsLjjVt i-jjjjju 



ij i ii i a SjJb LJLajJbiil ^>l 



2LJL>- JbL>- *Ji^_~J uijfc :«J — ?-ljJl I^UH JsLJj^t t^jyu Olib * 

■ pt-a.,^?"ll (3^-C-b ^£Ujj i j»J.itl~Jk(j *J ill (j\j 3Jjs-(j (Jl ./?"t 

/— o VJ Ljjs-IJL ?*_«_^.> V JsL-JjVt iwi-jjju oLiJUj .«jlj_u *_s(aHj < c-J ■ P-iVl 
Ji li *UaJI (*>-Ljl i*-^ oULo i^JUJI J di*^JI j^-ij .JsLjjVi *-j»j^*j oliJu 

j._>j^- /j-a Lslajl i»LLlxjCj i (j4 Ax-Jo) oLjiuj <u_^o (c-Lc- i^j^^j i JsLJjVt 



£>j in i 4 4JLL LJLojJjtXl ^j-al 



Uisio ^J GLbLJjIJI Ojj*J CLiU ^JLkg <LL£ jL&.l £&£*»; _ 

Jjj*j ljLLLJ sjJLLUI iUJLt^JI jjbJ jJJ I oA (^j^j .COjjJj rj 

.GlisLJj^l 

GLtsLuj^l Jujkj uLiJJ ^LlLUI toJUt*J! jjbJ Q 



-JL* f iiijAa _%£■ fe$jA OUdi 


jJUJI sayJI alii, 


J*s 


d& 


M 


&t 


•JIU ■ 


ty\kt 


UjJ J**JI iL^Js- ^j iUiLJjil Liyj*i uLLUj £U~jJI □ 



hI ^ 



I ^ALU GljLtf- | foljJI || JflUa^l I! i^J^ | ^J^ 1 | ^Ul J f Ls 



ClJlJj^JI 
mj ' :: -'l ^a!aa>I ^Adj^ jIjc-J &&-JJ jjj^IJI ^wj*i ^j*"-* e^ fi 



^JJI LJL*. ^j^Jm^I $£lj*JI CLIsLijI Jyj*i wLLU i^Ai - 
■iljri) J-y^ gplj* UJ J i£lL i^li J-wa ^ Jl> GLdjlit* ^ii-lutj 



t: 




JJLiij^JI Gl jQaJJI jl». 



'iuIuJI GljLli)ll ^ [j 



Awfe | | ^I^J ] [ #L) 



.JpUj^I cAjyu OliJU *-a J^l*Jl Objs^w« :(54) *ij JSwJl 



I . la'ij .I4J j ,/?c cJl .jJI 4^LjJL; SjaJdl Sj^>-Vl £JL (j J ^ Sjjiiil oLojJbdlj 



Personal Digital Assistant 

Personal ) I 1r a^Jil\ 4_>«i^]l oU c-UJ.1 2,__>-Vl oljA_~J( J Cjj .ttil 

jji_vs u^uiU *_* rc«JL^ Jlj>- 1— jJjIa 1$jL I g a ./g j Vj_SLc ^Jl i Digital Assistants) 
^j—. ii^— .j 1 (I-Mate) c~_ ~* ^fj 1 (Qtek) dLjjJT jL_$>- L-^ii^l 1 y_«j < IjL^- 
p^olj-JI AJi_iJj 1 oLajJjdi jj-ii- »J— f>-VI « J— a ^tJJ^-^l ,\_$Lcj .(Blackberry) 

l§Jl*£ LsT 1 (Windows) J^Ji-JuxJI *LlaJ /,_« 4j*_~J ^Jlp^l^j 2j_$>-Vl «JLa ^0 X50 

( _ r ^Jj jlj-sVt U^r-A; *-r*^' ol.J^LJ.1 j_« ZoO ^y> ji£\ jl <JJ oIjjJlSx)! j^ 
l«_j <w?L>- 1 oL$>-l dJ-b oL^L~J <u<^?1>- ^c- LgAj^ Lf <■ Ig-s jJ-oju ^Jl ol$>-l 

Ou ii»il (V°~ lP"*"^! 
*|jbi»l^.l ^yS. ASplZ JL$\ 4_JLaVl O'ASLiib AjLxJI Jl jUiJu j^L^ -^^Aj 

: U-ft j^taUJI oIJlaj 1 <L«j^Ji oIjip-LJJ 

«L^j CUijJI Jj < flL-tUi ^V 4_J>-|Jl)l A^LjuJL ^oJ^il olJt^LJkl Jajj jlSUl (I) 

SSL.JJI 2LUJ- ^j_vaJ.I oI^UjJI J 2jJ>J ^_i> Lr 1 c~Jj^Vt aSL-Ij L£L*V JU^^i 



: ^ j £J (J. Gold) k_. "O "Enterprise PDA Policy: Part 2" : 0Ij_l*j Jl_i« ( 1 ) 

.;»2002 jAj 13 Tojli Meta Group Delta 

20 JHjLi Meta Group Delta : j j-iJ (J.GoldX-Jl£U "ffiU 7CO: /fow much?" : jlj^u JUo (2) 

-, rj -, .j>2002 j-Ja^c.1 



ij i ii i a 4JlL> LJLdjJLtXI jj^s! 



-L_jio abl c-^—v^l I g*ils t 4_>Ai^JI olJie-l_~JJ oLJlSUl JLj(jj a— ° (i— >) 

i «~^jj Vj <U-Jic- a l~o a «XAj t OUJaXllj olSjJLil l^Jjk^J ^Jl a~£JI oLL. w*H 

(jrJuiaxii J_J ^-a oLiLJaXJI dlij <j\jXj~\ j-ks- /^o Jojj — 4j|js OijJI (j — l§Jl j~S- 

. <U*3 Jl Ol-U-L.J.1 (j iO j>- all <U1« VI ols-l ,^-VI i.a»./?1 4j>t^o 

iijjw (»Jj>tl^Ji.i (c-J-c- >— ~j£ 0^-*-* i_s~* s J J-g-l— ~" (»(Jj>c^_^( >w>>-1 •/: j L> /« g aJj 

jl ^ ^yUj-oVl Ii-* VJfclj : ^yjji\ -IfrUj j aJl^uJ.1 JJ«Jdl ^Ui; (I) 
Lj^iXJI *UaJ ijyji *JL>iiw«U r>jli < j>-l ,jj (Jt**^ f^J j- '— *^- 4~-*Vl jliai-Vl 

.»jlg_>- LjJ -i?jjcj ji ^Ji jllis-Vl jJj>sJ ajl^s- (j 
v^SLcj < cJj^jVI aSLji j! 1 aJu-IjJI aSL^JL; (s^ijJI Ji&l~JJ -k>j iiL^Js (>— ») 

: ^ .k^JJ l*%* IS^k iJU* jl Jjiil 
,«_£-L^JI jtoljj ^IjJ^l^oLj < a>Ji i_)j_^uL>- jL^ ^_«i Jl -U-L^JJ iajj ( 1 ) 

j»l kJ j»J i^uJkl (ActiveSync) « «Ujj : J Lo < (Synchronization Software) 

1 (ActiveSync) ^LjjJ < i-J^Vl oljJcJI v^ j_Ll£ V /«i-LiJ! ^I^jj 1 (Windows) 
j L^jj}^- jj-S^ <L«A£Jl »Jufc ,\-£J 1 (Password) jj-^c- ^<JS <JUo) 1 --J-k> J-*^ LoJLic- 

(■tU JJ <u>5^oj .,— *s Jl J^-L_JJ jL^>- 4_j »■" w ^JJI ./?->cJLH i_->j^oU>sJJ i J ./j]\ ~&Jv\ 

oL«jJL»il Jl Jjw'jil 4j£s ur *as-Ji}\ t_jj_^UJJ l^VI j»LkJI i3j^£ J-Aku ^1 jli 

.(«ibx)l aJu*. *bj| Jl^LJ.1 (j iJjiJkl 
.(Network Interface Card) XSLiJI aSIL aL^X^I c5 SLL,*>Ulj ^ilLJI Jaj^JI (2) 
: ^U (^IjJIj OjjjJJI ijLaj Ala ^^Lo^UI -k>^JI (3) 



4_juI jLk>-V 4_>i?^c- l— *i J! A£-L^ll (j <U v^tit oL«jJuil jl ?r ,/?t> (3^u l-£ 

^L_i^jil CjI^cI ut^l r >^ ...y 3jaJ ua^l jL_kkV) [1] 

4_Ljia iwvaJ^lJt *r**_JI oLU-LJj ^lO^L^V S-a-Lyall jUai-Vl 4_<jli jl 

.1 g ^ a I (J-c- v • .,<7^-o (j iS^wo uiL>Jj>- /»So . IJj^- 
jJ.n'slI <U^£ju) { I J 
j la '4- 1 ^—fc 4_jli C-JjJt (j L$il j--fr i ^LaSjJI oljLfrL^dl! £j£ ly^ aJiA Jju 

^_« y£\ ?-L_skJI jl iSj_wJi! 4—i?^ 4-L*j£ jL-fci-l J-*^ 4ij-$-~^ .L$j ^-L-^I^k-S"^! 

.'■^ »; . ./7->^l>«J 01 lJ~Lc- <uS^JLU aJ_fc /«_j>5js- 4_S jdj .(_£; (Jl ./?"Vu jL^>tJJ t^a^^j 
oljUali J O-LaS («-**J J^L«^ jLgj>- 250.000 i— JjUj U (ju -^J l^JI oLoljjJI 

^LJI *Lril ajUji L*J jbjl ^^Jl jl dJLiVj < (1 )^2001 ^U J i-S^-Vl 

.^L«i^JI ol-U-L**!! 



dlt^C-1— m^l *_- a ^^jLj ''^1 Aa3 ■ eaVl 4_aL<LaJl (JjLjjjj ' to ■ a (v) 



: i_jL5UJ "What Does Trustworthy Computing Mean for Pocket PC?" rjlojujlio (1) 
27 j Gartner Inc. Research Note l$jj-iJ j < (D. Wiggins, R. Simpson, D. McHugh) 

. f 2002 ^J^i 



ij i ii i a 4JlL> CjLajJbiil jj^l 



.(Password) jj**Si oLAS" j-iJLJ i—ijw? ( 1 ) 

.jl^A-l oWj^Ij-J^ j^yJI oU? iJfjjlf jlCl (2) 

: (Malicious Software) 4%^ £-^J^ ("?") 

oLiU Ja-&>~ l)L~«£j Ll>)]£j Li-l** L^JjL?- 4_^*3jJI ol-U-LwJ.1 o( V~sf jj 

i _ r £ixl\j (jjL«JI i_jj_^U-I Jl LS -*ijl\ -u^LJ.1 j^ Liu; ^1 oI-l>jJIj oLoj^^lS" 

1 g i 4X_Ji { \-a !«•}->• ^->>— jJI i >j_^ol>-i ijj_S\j LoJ-JLC-j -,VJl g-*-l /yjJ_fc W )J JULC- 

oLilll A-AJ jl i /«_c-iJLX]l -^JjJj i_jj_^ol>-L) ^_«jj A£.L^<i Jajj jli i <*-«-$-« OLa jJjw 
JlpL^J.1 v^-a li^UaJl i aSL_JL!I JJ 4~wwJ( TootjJi L^o LL^Jo jl ,j-^-£ < "'j-^> 7*~-*i 

.^jlsJi i__)j^ol>-b \jJy°J < is-*- 3 ?^ 

^y oLUil <Lj>-L\* <u£c l _yjjjJ^\ \Jjhj i (WinCE4.Dust) ^_yjj£ (Windows CE) JJiJLxJI 
oLxiVl O-i] ±j£- b\£ °jijbj jV » 9JLj_Jl {S^j <■ ir^j^' -U-LJi,l (j iijitil (exe) p^J 

2->ljj-W iwz^l j_* -L^lj Ljy j^k= Jjj < o^ijJaj" J-£c *J JT *1\ li-A J-t* (jl Jl 
i ( _«ijJ1 iijic-L^o ,j «liL*j>- IJJ (%^- Jt rs-oUjJI l«AAj ' (Backdoor.Brador.A) ( j-j 
/j_« ^2it_>L!i OwJj \S^ajj i 'jj-^ iS^-^ Lt^it-^Ji jL-^j>- *_« (JLvaJi alls 7^-&i 4JL9 

(1 >, 



4jc.buA.yi <juj^J| (S\ 



[http://www.cewindons.net/faqs.net/faqs/ppc-ar.htm] : JajljJI ( _ s it Jli« (1) 
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^jo (3jj-^-i.t ,5-oi^t JifrLJki j Sjj^>-jll oLojIaII jl dUij i ^Lf-L^-Vt 4_^Ju,J(j 

2L«SjSI cjI^cLuaII -I^'^m 4jaL^I jLkkVI t> tfeSSlI 4ji£ [2] 

dJLi; JJixJ Uol£l j-SUil J;-— it <>* jJljJ ^L£j( j_« *j^-( (Jus j t3^ku_^ 

..>( -Sjl ^jlw^i (J^- *A U l^=J i OLiJkl ^Cal^^i ,J-£- J-* Lo ,U~»jt a-*-* /t-°J ' jUa>-jl 
.sliJ.1 J>-b J-*J<Jt Ja^ j V>i^t ol-LfrL^JJ Ji«Vl ;»IJbiii-Vl JuJc£ ( 1 ) 

.sLidt Ji-b vJ^JI oIJlpLJ.1 tb^il iSj^Js JjjJ- (2) 
Jic-L^o J_£ L^>-jj: j_££ jl lj; ^Jl 5-^Vlj ilJ<_>ix)l oblJic-Vl JuJl^ (3) 

^Jl yaj-V (U— o L_sT < i^i^jl olJ^LJj ^Jjki^Jk < _x_aJI /^P-jJI fwJiiLi (4) 

LL^^o J_s >-!a>- (_£l /j-C- A_vJXjlj i 2 l£>-VI oJjfc ,»iJj>sX^oi 4_»iS 4jull« obia-bdl <UliL> 

.2j4>-Vt flJIA J-5 j-a «LiX»JJ ioUijLdl ijLJI ^1 
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olJifrLJi.1 *_« Ajukx_~o ( jj| 2j_£>-Vtj r=-«tj-Jt (Standardization) 1z^«Sj (5) 

4_J 3jj_s- ill ot JdJI *-« pt-jr ydJI AabcJi Oj£j ^JlxJUj < A^-u w»l rc-«lj vJl i»tUJ ,j 
Ajj(j^>-( Ol_jia>- JUsC-1 k_JW2J l^ ' Ol^JdM if J1^ *^ c5^ ^J^' (*-8c^ p cs^^J 

ljj_i ^Sj-j /^-S' (Authentication Tools) ^>j-g— SI &-£j> Jj^-^J ^l-^X-^t (6) 

• /$■*£ La 2-L>-l Ajj^Ji (3^V [_r^°J *i <s'^ ,t ~' '-'' k — ■ "£■ ^"J 

L^xiiij^ jj^q j_£^JiJ jjj-l! oLJiS" Sjtal J ^jSJ.\ i__>jL^Vl ;»lJbi*2_wul (I) 

-LLfr LoUJU a_J JJjjJkl olilll oJL^ j»j-2j C-^ cr*f^ -L^L—it k£jj (->-) 

.aJ S.jj>.jll 4jUJ-I oUI 3\j^-\ ^^j^ oLi^l 

i_Sj_*l!tj i *_JjJ( t As. i_3jjcJ(j ( ifl_s<aJi JJU i i-jj^Jt jV* ,J-i>iiU (Biometrics) 
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.( Airscacanner Mobile ( 7*-°tJjj <uLJ-i T^^tf ^~°' <VJ -4~~JI f^°W 
^i (integrated Security Tools) 4_>Lj>Ji! ilol&dl Jjli-1 y> ii\Jc^^\ (9) 

j^ 4_!jl^ (^1 76^-^3 ^j-oi^il j^LwJ.1 j a_>Lj>- j!jl>- vy»Ljj) (Lw*^- (10) 

.i«JukX~^o OjS^j V LJlLC- (Off) s-liJs Vl *-v?J Ljifr /«-frbxJi ?y>\j> f-i'j (11) 

.^jUJI i_)j^oU-( ^jifr ^LxJI aJuju iv^li-l jj^lt ifciS" jjij^ l. Jjrf- (12) 
^J Oj_sj>j Ax_Aj 1 g ' *j : "j <*_ju Vt oli>J_5*xJ( L*ju /j_« jj S->tx!t (13) 

J 4_^,L^>- ol_« jLw L$J (_/-!( 4_;^i^j| oIJl^L-J.1 *Ijl>»^J k_— 'S- (14) 

.U*JI ^UVl 

jJL*- OjjiXJI jLjVl (JLc- L^o ^j^aJiJi Sjlil^o^U J .(V-X>- ji 7-^-J 4i>.U-i ijJixJi 



Bluetooth 

ijj-g^-Vl j-Lc- Avaj (31 *2j^j < '-^-^r- U>-J (Bluetooth) ojjjIJI 4^ c™^ 

l^-L^t ^0 ^jJ\ L5 _Uj .^2006 ^ Lc Jj_U jLp>- jj_Ju 97 1 J\ L& S^jjit 
3j~_S otjJJ 4_j 4_jl5xjI »j_(J ^i>-ijji /o-^ ./?~j\ ijLi oijJ>- jj 'j^j-' *-* ( — -*»■«■? <3tj— "Vt 

t 4- ;/7->*JXj\ (JLj>tX)'j 1 C* .,i^")l ,\—~£ /—a Ol_«J>tA |j-<-u /0J>-1 g ill jg ...^ L£ i e^J^j&aj 

.L^i <ul>-|jj( <ux«Vt ^ajlvai-ij i w....a ,IS>JL> L^oij <uiiixJt 

^djjjjUi ja u [i] 

4_Jj ,S.SJVt i> !_£;>- Vt Jaj .-J 4_iL Ja ?*-—^> JJ OL«_>/?t lit /»_« 4_C- a^.:£ 4—* 

Jaj ,j ?«^j A-JLA-I 4_JLal!!j i 2 ~_s*2i oULwJk Jj-^J L-Cl Jaj Jl iJlAj i LSLLuV 

j»(Jij^;_^i jj-^-Cj < j^l Sj-ts- ^jJL>- ,jj l^- ; j oliLJj J-s<aj ^Jl Sj^>-^J Jl*i 

.jiVl 'LfrLwj Jl *>- ^ijU Jajj * 
.(Jj-«-^ i—>a— jI^ (J! *>• (_4jIa Jajj * 

.<_Ji*ul>-b 2jIa!( Jajj *■ 
.jS-V Jlj^ Jlj>- iajj * 
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^clijjjijil lWj I L£ [2] 

^JJij i (industrial Scientific Medicine),^*-^!! <JlkJI (Jlc- J-«jd ^j^j^' (*-«->* 

j (GHZ 2.4835-2.4) JlkJI J_>-b rj^, °^j^j < (ISM) ^U jL^S-L Oyu 

./<JbJi uji /* liiw 

J_^l p_I> jl l_-£j i (Piconet) ^^^j U <x^ J^" 1 J 1 odjU^ -Wj o^J 
i>j_gj>-Vl j-o AS j»j-«J L-«~rf < (Master)?- j-^il jj-Ji-; (Piconet) j 4£"jl_Jull aj-^-Vl 
(Piconet) j ,/?5l JL^iS" «j-$>-l 4j».._k. Ja_>j j\-£-Cj < (Slave) ^Lxil jjJlj ^jJ-Vl 

.aJj^lj 

,_Lc- 4_JL«Vt 4_s^jLvai>- \SJj 1 4_j^ol 4 ./?../?■>■ (_^l "j lj-*->- ^ *->j-V^ L - J k (*^ 
ojjll -yjt IjJii rt-^o l-i-ftj i (Applications) oULJaXJI ,r>Jj (Link) iajjJI ^j^^a 
j I »->• /«-«— vait ?e . ^aj jl (e-**^ l — ■ M— 'J-~^ 4_jJL> ^JJtX-^ (A-Ji ol 3..w*il ,.0 ./?l 
4_jJL> x—a Os-L>- (A-!l 4 JLa*i/l oLjJ_>-I /)— oj .4 i^lLa Lfcl J (c^-JI 4_jJixJI ,»ljj>tX_^ol 

.oLsa-L*ll 4jj-w <UJi>- (I) 

. A^j.1 jl$>-i ^j-* tV 1 (J^*^' <ujl>- (i— >) 

.^J^dl jl^lj 

(ISM) ^JJ-sJI (JLkJi ,«-w~JL> rc^Jo OjJi jAJI ^2jLa>- jl (Jr 4 * 1 (J j. lJIv2j 

(^ j-s-I (J! sLis jwo j4*j Lg.,^xj Avail 2i£s- VI vis olxaj ^\ {£}%i Lo i abi /y ^J 

aj_£>-jl (jtj l SA^jyd\ (JL^ojVI A»-|JJ j< i_a*jji*x!( 4jlji -jA IJjfcj .4^-L*J>- a jj ./? i 

.(ISM) ^jjs^JI ij\ kJI J J-«ju t^j->-i ^Jj-^1 »j-§^' e£L? ' ^j4>M f-^^-J (_^l 



(jvj JJjLxll olajbdl ^JS- Q"./?"lt k_~Jtvaj 4_sixiJi.l ol *ii!l (j\J Jjiii!l i_Jal«^l ijl L«5 

djjjjUl ^a t tejJall JataJ [4] 

( JsLJjVI ^u^_»jIj t^j-JilJl 4_jJL> L«^5 /yjjl g->- (j\_) oLaaJjdl (JjLJ i3t-"*i 

s-LJ 4_Louo oULo jljL^i-l J^Lxj 4_JujJI «i_& ,jj ' (Pairing) aJuju Ojaj Lo jjfcj 
jV 5 J^-ljil j-kU ,«Jk JpLjjV I Lr ^l" ^LL»j«j .ipLJjVl j-r-l" ^^= ^ ^"^ 

SJ-C- /j_« (_^| (j J-aJu jl .V^-C OjJjJLJI 4_jJLo -ijVit jW4"' <-^ ' *• ■/*" JsUj /^aj 

: ^* s-L>jVt »JIaj i jkiJJ i>>jfr jU^"' (j ^j^ oliLJI Jj<j£ l^Uaju i pU^jl 
Discoverable))jl < oLi^U JjIS j^ ?~^JJ < oLi^fT^U JjIs «->j (I) 
«lJU (inquiry) jL*~ix^1 ^V jL^-t k_~~*X~»j JjVt {—J?j$\ Jj '• (non-Discoverable)j 

£-^jJ1 Jj i -ULJj^UJ-.ISj-J. j-^jji JsLJj'AiJ-.lS ^_>>j (cj) 

djjjjUi J& ^ j^ii jjia [5] 

jU^ (Default Configuration) 



ij i ii i a 4JlL> LJLajJbiil jj^sl 



^j^ JiJLfr jLg^-l LgJi^ <L)j-& <_/-!! ^JjVl obUc-Vl jl ? U?jVl lg-> Jua^j 

?rLrM (Jl <jc_valt olSj_iJ1 L>Ju (JJj i i^^-s^it f L>j Vt Jl->j^ t_pL»JI *Ji^_~J.I 
/o g ,/? »j «u«_««j l_« j\ i 4J*jw ?-L>i?jb 3j_£>-VI i-LLu oJ-f-l J-9j < (3j—->»jt /J! L^jU^^j 

dJU (X-^jJI IJl* (j jb^i-l Oj-S^j U-U^j .(On) JJ^diJI *_^j ^Ji^ JLix^Vlj JL-jVl 

?r. .,^ ijl Jj_?t£ 1 O aJi &AJI 4_Ju£o -5 9J— * jl— £>- ^' ,*— * LJULu OLo aJjul .'^ *J (Jjl—^o 
Lj-aS Jl jljjjdl L^jVjLx; is^Jt oLojIaII ,V«J .^2-ju /;-« log ./? »J 4-J vA* (5-*-^ ijljl-^*"' 

Ujj^- .^jLJuxjI p^li* oLL*>- ,j jUjj^u^j jbuJuil jljl&j < c-sdlj * jl^>JiJ i-J **ll 

k-^-^j jl£ (_£JJI J.iLdl (Jus 01 »j-£i ji-^b -(j^^H bg </>*j JLvSj Vl jljl_g>- Jj^j 
jLSlol jl La SjjJai-lj OW^-' ^^-L^ (4-i^ Oji iSj^r- jW?^ ^Jj'"^ oblJi^Vl 

4_>JJ ijl ijjju >->-l l i- /, ^ r "" j-« i— ' r^H ' *-*-^ '-'I *— "LV.J-™4 -^Jj-* j^^T" ^™ ^° lj^ 2 ^ 5 -*-" 

VI ./?"! 4_jw ^ZZjj i *JLvalt /j_« 0«-l_>- L«S 4_JjVl 4jbl-U-Jj i O ajjAJb b jV* lj!-£>- 

o*L>- !_*£" iJj VI 4jblj^l cJljU ,j JUl jU^i-l i_->-Ui? iwvai^j. JU-tiJl ( 1 ) 

k_^>-L>^ i ~ij^-. ^j^>j^\ f\JJ-c^,[j oLojLw JjLj (_£l ^y-Lfr oj_s^xjI (2) 

. aJbl-le-l jJJ jj ^JJI jl-^i-l 

^-^^31 ^Ij-frV La^ljjJ ^^1 jjS'LiVl 4_ilj>iJ jL^i-l k_-^-Us injlla (3) 

.4JL£- OUa jJju.1 ><_*J>-J I 4^lc- 
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^j_« j-ii Ail ^sj-J (_/-!( 4~Ly? Vt oblJi_fr Vl jL^L «ju^it ^j-^; L* LJlij 
JJ>-^ d.^-4 iJL^>Vl oblJ^Vl oLa^J l^j^l JSLio jL^i-l L-isUij ^ S^Li^Vl 

A^_^j t-J-fcJ < hJj '— ***lj L«J>5->- *>wl Sj^j>-Vt 7C • ■/?" .jJJXji ,»JjiXji ,JW-> >»-« 

Sj_^>-i ^0 (JL^>- 2332 oJlIs (IRS) 4_^^Vl t-Jlj-^J! U^* jl Jl oLoljjJ! 

jl Bj-^-Vt JJj-^ <*-JLSx ^jJI jJai-lj < JaJis oljlui O^Ij J*A^- Jj-«-S=t i__>j^oU-l 
4_jJLj b JJ-* jLS bj — .ijJLaU jLgji-Ls .Lg^S 4J lisll oUjJull >» .tollj aj J ./? a IgJijJis 
JL^aJ'AJ L^JlJ^U^j ^dt j^A«iXJ1 fV^? -^"^ ~~ iJu^Vt 4jb1-lfrl ^Ju ,<Jj OjjjIJI 

jL^>- f-L-^2 ijLi ^jLxjbj < L-^jw JsLJjl ~^lJ ./?a L«~i 4_! ^3^-^ /s-*-^ 'j-S"^'^ 
JJ 4_sw JsLJjl j~^uiU LjJ (3t^° ls~^^ <Sj^~ y -*^ *3^* lP^ Ly°j*i "^ ^ >-*-" jl -A>-lj 

: L^JU jUai>-l 

J-^J ' (3j j-***^ jW%"' j»IJLs^-wu i>j_£>- VI »J_a /j_« ^1 «_« Jl./?"! *LiJj (z) 

.Igi* objjJjdl 

SjJ j-ifTl ^-Lv« (^i i_)j_^U- *_« JL^I *LjjV t3jj->i' jW=r' r^J^-^l (3) 

4_jli'^lfrJ (Jjj— -Al jl fri-l k_~>-l ^ ^^2^ «iJi jj—^ Ol ojAjw « oj>- (4) 
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((Eavesdropping ( ^i^ali3 l (_a.) 

C~_^ ^JJjJi (3> to* 'I /j^_>*3 olaJJLil /j_« Jj_C- J_jJj>s*J <LjL^>- oLJ-*£- 2.XC- ^*2j«-j 
i_3j_sdt /«i Jl i^L^^i-l oLjUjJI »J_a ,j (»Jj>tl~>Jj i objpJI o J-fc iju 3lg_>- VI j-«Ji-> 
ic-j_^ e£j-*£ ob:>j**J! ijruj J-i^ii i-J^c- jl L*S" i Jj>t_~J,1 C-JjJIj fj-~il jW? 5 -^ 

.** j^LJi sjwi j s^ ( 1 600) 

(jru yO]\ ^£- ^.JjcdJ t5^>-l ^i^ 3 •^^ A ^' US'. JL>-lj jl (j aA£ ^."OjJI 3^" ^5^ 

i t_2J_£l~Jkl jl^-i-t l^~; j- 4 ^ i_s~^ obj .sJI Jj Jj>tl! /«j>-l^H 4j>-lxi"; U J5 t J-&J i. oXS- 
. JLs^jVt (J-C- C ./?',",\\j i_S-l^uJkl *.« viiit /«j>-L^ii x-.to"...^i ^JlxJUj 
c ./7*"'l /^ Jj>JJ .^jLixJ I /^ Lc- jj ,»Jjk*u»J cL> «j j-LJI <u*Jjj jli ^ >>-l < *-^ = ?" (V 

^^•Jl oUjLdl jl j^i-iXJi \1a ^JuJoj ^S3 .4l*2"dl aJ^^-Vl (jru oUjLdl <_bLj ^jifr 

. sjl5U (^J^J-^tJI J^ Ur t^lii)! j *Ju"^^ j-JI -^Ull &j**j U^UJI 

/w« jli O aJ aLJI 4_jJLo ^ Jj-^ uU-*~-t t_a*>ljJI 4£-U-cj Jjii U WiitJo jl U^sJisI Jj 

jj 4jV «-tUij i d'j^r' t-iJLjJi k_^>-U^ o^Ls^Jl C5 A^ Ows^JI ^jSLc itU-wJI »JLa j^ 

Oij'aJI obajjjiil 2ljl ic-U_^J( /j_« A-*^- L^ ' ic-L«_wJ(j (Jlj-i-i jj\j JsLJjl ^-wwolj ,j~>^ 

dli j^* ifrU_^J| jJiLc oLajlxii »-La 01 L*^ -oJj ^1 J Jlj-^r' ^ JL^Vl *LjjV 



J_jyj x-a>-j i <3lv»>-VI /yj "^V* l 3~* :>t -^ Jv>>' i— ' 'j**il>-u j.,i^"") ul*>-l i_t>LJI <Uv2^t-*i 
CLsjJjLII ^^J5J ^JC ~J?-g SI (j>» 4j1 <a!\ (JjLuoj [5] 

J_l5j l_£>l J_J l A_alj 4_jL*js- >^ »-> V ^-* ^-v^ )-*> (c--^ /_P^-°J^' C)t («J-*i (1) 1 k— ^ 

.ijUi-l jj-o /ai'All jJiiJI ^Sjj U jL^i-i 4^J Ja^ (I) 
. 4jJJW? jiS I 4XSjJW i!jb£ ?r . ./?" J> < (k>^ iSj^ (*^J J*~*"^ V' '/ 

^j Jl ->Uj ^ i "oli^ Jjli" ^>j Jl aL^ j^c J^L-jt ^^b Jl UU-I 

. diiJ Jl>u "kJLi^^U JjIS jJ-" 

.O JjJlJI 4~JL> i Xs- SjCjo oliLJaXJI j4*J *^J ,-SJi 4jL*>-1 oUI >>-J AjuiJ (_&) 
^Jj j~x!J jl_£>- aJi£ VI *3^JJ i (jvaJjklwJiJ 4~&lij Sjbj (3 /«> g..." lL> 4J ilJI 4~JL> 

LJls- L^j iSo j i L^s <uuVt olJcJI /yj j-U- j i«> J I Jaj j .ljj>- k_»jJi!t AJLuJJ <j Lgju 

i (»j_^(J( i >JL^ob j»Lijt 2jjj_v? JJ /<Uj-SJi £JjLa!( 4_Jo toU A-,/?-*^ 4a,/?i j»Jj>tX^J La 

.^j~J( /«i Jl jLXi>-lj i jl^^l 4X^ Ja^*^ JjJjCo La <U/?l>- i S-lijJI OuJLij 



Laptop 

i ,*»LJI (V s j~^ SUji-1 oljjjj-i? /yo (Laptops) i!j^-s=i i_~~uljJ-l C-^«-w?l 

L«Sj .ijj aJt 4_«>-j i /«-J>5->-i j-*-v? ^ 1 g <i fel "(la j< 4j jlX£j i oLsJi>- l "y 4^ijJL> u 

4ljA^l\ ^lUjalj J^j ^1 jLkkVl [1] 

4^1 (i) 

.4JLC j« iolil^Vtj 4j<^ jl i 4^iijj>sX^ob 

.^g-1" ./?'l ^«u^wp«Jli <uiiL> <u«_&1 o(j oUi jJjw (J-c- (J j ■/? • > »-u jl < OjJj\ 
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J_J jj i»aJL^»jJ 4va« '-'j-^ > g >»%•>■ «Jj) g . «i J 5 i>J_£>-Vt »J_& Ojj *-A>- <-^~^J 
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i jL^i-l oJL^i ^Jl i$^U il^JL* 4^(Jlj^x^I j\ aa^J jL^>- <ij^ jl dLiV j 

j ( _a <LJLJLi-( iLSLjult ,\S3j i (3 J r*"*l jWr' iV" (j J~*-^ SjL^i- O-LS^j JlS I^JjS" 

JLilj oJjit jj_« U~^ cJuSl JlS olojLdl dJUbJ S^Jlil ifi-i jj^J Jiis i oLijJuii 
V Jls Sj-jS" J_i£ -dLi Vj- IJLa jli i a?jJL3I oU«^ic JiLcdl aj^^JI oU^Ldl jl 

l^gj-£ (3j j->*«it JL£>-t jlS (jj la 4iiU j\ (j_& -j Ij-^lj -l-^ 1 yjh J %'■" ^SJ^j\ ICB'..' 

.aS'jJJL 

2JjJ_Ji 4_jJL>- 4_!j^_sM 2j_£>-*}U jl ot«-Ls^5-Vtj *JlijJi J-^-jj • f*-fe~ 1 -' ** ' ■/* "' ^ 
^y^-xj ^y-L U-s j -Lfcic- (*4i- | jl /"-^J (W' Cy j\-&>-z\ (« J>t ~^ (jj-^tr*' ^j 3 -**. J J *^" 

: IJLa Jlp ilitVl 
oVLs^Vt ol^j-J. ^Jl^--]^ - (Qualcomm) aSj-^J ^.Lidl ^jjJ.1 j-jj jl Juu (I) 



.(»2004 w>r *ijj 7 j iJLk^Ji jjjjikJij itiiVi 4ij& (1) 
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(3 j— i ->i (Jja^M 4jj^oL>- <jl Jj>sJ S-UJ Vt <LaU ^\ C~sXJI 
(Bank of l-Xj ya\ <ll^j ^aisj-a J^s-I 4^J.;>tl^o Jj_«.^ i_)j^oL>- <3 j— ' (*— ') 

1 o ijjjs j»L5jlj v^jjUpj s.L_J i_j_j^«li-l l-La OJ^j < iwitji! SjL^o -^o America) 

t»tuJI s-'A^c- j< .,^4. *. i w aJ( 

. <3 ^/^Vl Jb^ 1 olLidl 

.(4 )L^ji Jj-*^ <— jj— <l>- 1 600 l^oy=i j c3j-"«i ( J ) 

LoJlJ^ 45j_>*J1 4_v^l>- i L«jl SjjS'Jili jLki-^U *-*0j£- j-^1 t-Jj^>\J-\ &J&JJ 

a \j^-v ^\l ( . uu)|ja 11 4^L<^ [21 

(Physical Security iww>J-l 4jL*J-I JjLo jj i iJLail JjLojJIj < AjjtaVt Cj\t-\y>-^\ ,ys 
i~L^ j_a Lo Lgju 01 sL&lj^ (*ij-^l l£jL^1 ls -^-j < iSj>-^ if- 1— alJu>-V t^ Vj 



: « ijil ,j Data Confidentiality in an Electronic Environment • jlj ■«; Jl io(l) 

http://www.nysscpa.org/cpajournal/2003/0303/features/f032403.htm 

.San Francisco Chronicle, June 28, 2005 (2) 

: ,*Sjil (j Security News Highlights : uljju Jlio (3) 
http://www.inspice.com/aprod-code/doc/ITR-laptop-theft-news.htm 

.Time Magazine, January 27, 2003 (4) 



ij i ii i a 4JlL> CjLajJbiil jj^l 



jj 5-SvJ O^-^: <Uja^ul>-' Jjl li'j i obja-bu.1 /yJ V 4X«Lii 4^uL^j *-v?J (. 1 / 

.Jj^s=l t_jj^U-l jjl <l$i-b_ iv^li-i aSL^JI ^ U^u a^cS- j£j: 
L^5 -L>- iJ l^^ /p L«'aJ S j .g-t-^j.1 ijL«ji-t ijt-'j'-ij 1 »>-Jjt <lj_«_c- /«_Jio (3 ) 

JJLC-j i !j_j jl tj->- j-«-~Jl JJ-C- 4_!j^_sM i»_^^ol ji-\ <l>lo->- ot*ty>-J f-^J (4) 
J_o|^aJlJ Lj_^^aj dJUi OV 4 SjL_~JJ A-jili-l Sj-^J-t J Sj-^-Vt iijJ i->-lf < *AL« 

obi ./?c- ijLjsj i jL^i-i SJ j_^o ^J c£-Vk "^ SjLa!( 'jj ^ "" a /J-*"'- 3 j' 4^il>-i lj^i-\ 
k_^£ L»S .2^>-lx~Jkl oljLwJI rj& <u^?L>- <l!j^_sM »j^>-Vt iSj^o ,j jj,,^?,,^?->tXa j( >^lj 
s oIjJjjIj otyr ill jj ,/?■>■ jj^- 4Jja^=( S \_^>-jt /yl ot*t j^-U -£?L>- j»IaXa( 4^>-jj 

J (jr^As^j^dl ^r° <_P^' °^-* j-^= i>° v^^" ^^ '_^* ' ilr ^^ t^*-^ Jj*^ ^-^ 



: ^<ijil (j Laptop Security Guidelines : jlyju Jlio ( 1 ) 
http://labmice.techtarget.com/articles/laptopsecurity.htm 
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LJIi- jj-£L> Cj[jj r i\ ^y Ji^JI jV diijj S j»U 2Jlc- jzI oUaLiJI cJli" lil Av?U- 

j L^Vl (j— i-t *li- J ^^ , y e\s-J^a Oj-^i ^J-il 2jli JjJa jl L«iT I JjVl ^J-JI j 
^•^J ' jW4"' ^J^° (*^S y "^ *'j^^' '"**J -^^AMaHi eJ^ 9j> k—Jwi!t ^ Oj^j jl 

k_uS-« oi«-Ls^>-J k_*_^»^j .ic-j_>*»j aSj_>*J( cuA-^Si taj 4_v?li>- i ojtajS^ul jj j\aj Ji 
^1 L$Jlfr (j-J (_^JI iSjj-Jki Sj_^>-Vl j-* /97 jls j^ioyiVl (JljJLiJI oLiji^xJI 

pj_>-^j| (V^£ Jj-*#1 jL-^i-l (j iJjiiil oLojJj^JiJ iJaLx>-( ^_~J J-«-£- (6) 

OjS~j C~-^ c£jJ J <_P^-~^ 7 1 "— ""-' I flJLA A_«ju jl k_~-£j 1 jl_£>-i (3 j-" 1 (JL>- (3 fc 1 
j»j_5j jl k_~j£ L*S .jL^i-l (j jj-i£ j-A La *-^o Jjs- .,^?^l JJ AlJCja <UiaLx?-Vt ?t^jJI 

w_«jJI iobc^l jLSUVL ol 1 j_« ji^JLj — a_^>- j! jLS" Ls^j^j. — jl_^i-l dJUU 
J--^ Jiij .4_aJU jl ^JLv^VI jL^i-l jlJLaS JU- J j>-\ jl#>- J) L^L*^-j aJsLx^-VI 

.j±~\ Avai (j ^JaL^-Vi ?*_~jJI \*S- rjS- iioJji-1 

j -U-Lw^j Le JJUi jV J «^jjJ,l jl Sjcu^il 4S"j_>L!l -Up jL$i-l Jf? 5 -^ ( ' ) 

. c5 iv?Vl 4&U. Jl ^l>-jl j jyu 



.^UI^s-jlKl) 
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< (Smart Cards) 4_i"JU( oLilkJI J_L» l^yi\ 4jUJ-! oWjjj-J ^(o^^l^I (2) 

_!b i_3j_su L« J-*J (»Jj>tl~^«-U 4_3-iJ a*J( ^gjl ,/7-*-l ,_Lc- 2J_»X*lt (_4JjjCj1 oljjlj 

.CjU!j>-VI 8-i* ,JjL^ J—ai (j bJuslJ Ji j .^LwaJI Ato (Biometrics) 

oLojJbvil JJl^U^i jta^i- (BIOS) ^LuVl (»UiJJ AjjS jJjA iU£ >w?j (3) 

p^Lj-JI (J_a (» «-Sj C~-*^ uj-*-^t jW-t"' <by^ ft §«",; (c 4 *- p>^^ jJ J"-*^" (^' 

(Jus SJJUj . Jj_*^( jL^>JJ iiJlli iS'j-iJb, (j^Li-l ;oli-l jlfi-1 j Uj£ <<-> J-s^lt 
JLvsj^U jL-^i-l ^(jJ^l^I t3j^' dj^= b- 1 ^ OW^"' ^j^° J^*" (j t^-joS ry^^ 

i »j_c- oL}> (JjLju (»jxu^j ,p-t t-J-*j -<3j r*>*l jW*H f'Wvr-*- ' <_ii e£-VF "^ <Sj^~^ 

/«^oLc- /j_« J_^s (j-jta j»Xi jj tijfcj ( jL$>-( j Sjykli oLajJbvii v^S-iJ (j) 



ij i ii i a SjJb LJLajJLtll ^>l 



J i-jj**il oLojLdl 4-jUJ- ij-yaiwlJI 4_jUJ-I OIjJLj*- *|jli«5_«(l (6) 

,1-So 4.J ^u «• I ,;>- V 1 I J.A 1 A-* J • **-"-^"--' I rt-» U-J I |V° J ' 0^ ■/? ■/? IXX I /J j U-7" 1 

diJJj 5 iJj^.j=l ^--^U^-l ^(Jti^-^i JLJLC- U.S'j.a OjSsj 4jU i i__>j^oU-1 Sj^sy-I 

j^Sj < L^xSL-Ji v^a-^j aS^-jJI ^JU (j j»JU»ii^J> Lo LJLe- £oL*J! s_-~^lj.i-l oV 

j I £>-l ?t— v2J LjLAj f 8 ,_JiL^ C-— > CijVl 4.S^_«X»J 4._!aj fjj i 4.S >_JUJl >_ ibi p^jl_>- 

/j_P (JUjJ._>-( (3^-^° -*~^J ■ 4.*U.mJ I 5-c.aUjlj 4 (j< ,/? ./? JLxl I Ol_«.^jJ <Lv? ,£- (Jj.A^ii 

.i_->L;Soi /j (3-jLj J--^ (j <L>U>-I jtjjj>- 

4^^i-\ 4_>U>-t (j^Ll! 4 ,/? ./! gQ.1 o(J_*lL i__J a ooUi-( olJ— w O^—S^ ?*_ su 

: jJb La siii J j«_al ^j i iU«_si| ^_^l_pdJ 
(Universal Security Slot) : ,c«— ^ (j^U- ^°y <j -^/i (_$.JL31 jLoVt diU ( 1 ) 

3j_Jki »J-^j - 3 jj-' 1 4-U«_sM k_~w^uiii-i jj ZoU l \-& wiS I j < Jj-«_sM <_j»_mL>-L> 
,«_~^ j^-Vl ^i^Ja c~i> US' i (55) JSLiJI J US' A->jil Li$j J-^Stil o~iJ j>«^j 
olJL*ll> Jjj-ll Ju^j^il (ji^-Ul (*-lc V *U^?-Vl '^-* J-^J • c— >U jl (JL>- J_J5 



: *iy> ,j Laptop Security Guidelines : jlyju Jlio ( 1 ) 
http://labmice.techtarget.com/articles/laptopsecurity.htm 

http://www.computersecurity.com/laptop/cables.htm :.*ijil ,v (2) 



£j i ii i a AjLL LJLojJjtXI jj^ai 



.^jUJI ( _ r £2JJ1 i«^o oa^j <uS3 i ij^obil 




.Jl.ty.iiL. :(55) ,ii> J&iJ» 



J «_2j 4_!j^_si( k_~_^1jj-1 aSj— 0*yL>- J_* /40 jl Jl Uj-il jl J-^i (2) 

J-aU jl ( iSj-^JI J l jrJuL>JI frA p-A ^LdL ^tj— Jlj i jW=*-^ SS3U.I aS'jAJI jig 

dj-£j jl l^j -Wc^ jW4*' ?-^Ji *^—^* (Docking Station) C-_«~ij 4_k^ ^Jjki^J 

CLw>-ij i^U- LgJ jj-£> jl c^i LftS" < 4_JLc- ^a (jJI k_^iU c~~£JI i*S^ Skssl 

.k_^iUii 5-lixlL V) I41* d-L^ai ^Le V c~A l# Jj^l jU^r' -WjJ 

SjIJLC LjjV i 4_!j^-sil k_~-^l_jJ-l J_<J- ivi^aiJj k_jUi-l *|jla«lu*l k_Jjf (3) 
JLwaJVt «jJ-iL «■> j}-« 7T; ydlm <L!j^sM i_-~-~jl_p-l /» bi* jl ^J ^wJLJ ■*<l«.l. -.^--yl 

«Jjdi j-t j .jjjJUs- Ii L>-^_^ Jj_*ji( ^^U-l j^U^ j%=UJI jlJLaj . ( _ s SX^*iUI 



ij i ii i a SjJb CjLajJbiil ^>l 






Wireless Local Area Networks 

— (WLAN) tjLva^-1 Lr^UVL i_~3J j^J\ - ii^L-^l olSL_iJl c~_~c£t 

jLi ^jJI ijj^lij 1 1 i>Jj>J> *$yb~* LfftAl t_jL^V Lj-j (Wi-Fi) ,«^oi LvJle- ,J-Lx; ^W*"'J 

.4_>-l>-( JJLC- l£j<_^d ijj 4Jj g . «i J I l£oL>/? J l^jLioJ (_jLJLSo -2>-j ill) .J ,JI Ol yflJ .Igj 

jj-* jiS"l jli (»2006 j»Lc- Jj-M 4JI (jj iji^JI (Gartner) i&jMji- IgjJie.! i^ljj^-^Jj 

^LSIL^UI olSLlJb JLaj^U j»jbU( ->L»J1j «JjJ-o Oj&U* 4jj^s=! oL—U-l d«2J 

j»j!>Ui jLjJL ^jj-Ii SJj^-sii ol_^U-l L~J jl Jl jj-Sj ^itjit J^- 5 Cj^j 

liJUlj J 2jj(jJ( oljjJLixil aJLft ,j jjj Lo j-L^j <Jj-i> <L£LLo}U1 olSL^JL; JLsj^U 

Jj_ol Jl^jw OJlj>-I j»2004 j»Lc- ^j_« *t-LX>( 4_il 4_JI LUAJS Lo JljJj LiT J .4_^oijjJ( 

olSL-iJJ S-JLoVl o'ASLiiL L^U- L_~i 2LSoy>Vl SJLsdl oLV^jJI J t_>j_^U-l 

.jJijJLaJt oliLJL>tXJl k_»xSL *-« aSjLLo oJuju ^JJi L £j^*A\ jj JJXJI jj <L£LLu*>UI 

jLi Ljw j_« L*£j .^\Lo oLuLkilS" ( ijSLLu^Ui aSLJuJI J lj .>c- jj-£o <Lm t—i-jj 

C5 _L SjjLi jj_£xj Ljj LaJljjJj ^r° -^ ^ lSj^^^ 1 'j-^^' J' ' ^sLzJL 2jjjll jJ~ 
j_S^ ^JJl l _ 5 SLL^!AJI JUaJVl cjjj£ ^Ijji Jl^-I (56) ^j JSLU1 Jj .JL^'V! 



" Swi'sscom Mobile to launch Public Wireless LAN on December 2002" : o\j^*-> jtyu ( 1 ) 
http://www.swisscom.com 197 nedia/20020924 EN.html : *S ,J,I j 
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.SJm^I l_«~wUA-l J ol 




.^/JLOUl JUJVI Silk; :(56) ,»ij j£*Jt 



jL^>- LS -»j ( (Access Point) : i^o—^ s-Laj : iSL-JuJI ^JJ J^i-jJI iJaiJ (2 
oU>-jH jL_$i-l c—jj i (57) jc-Jj JSL-iJI j L_*£ i j^—^o </lj-* ■*-! » j~«— *<? 

.(58) xJj JiLiJi J US' i iSJi^^ aSLj. UjJJ i_iJbo 




.ASLsJl J) Jj^i Akoj ^Juxi-J ,sJl sj^rVi -Xs-t :(57) *ij J^Jt 



ij mi a AjlLi CjLa^JLait i jj»\ 



i *Vl iSL«iJl» JL^Vt i^LLo^Ul 45wLll j jL^>- J^! ^-i IJl^j j < c-J^Vt SSLJt, 




uLyi Siiii j jjij a=i 



(tf Jiil) JjflJ 



. Jy-i Slaii) eijj* a-£L>^ *SLi :(58) *ij j£-*Jl 



.(59) f3j JS^JI j US' aSLjJI J£i 



£j i ii i a AjLL LJLojJjtXI jj^ai 




.(Jj?-i ikoj OjJU) ik--o L£L>^ ASLi :(59) *ij JXaJi 



f 1997 fL*JI Jl i£JL-:>UI iJUM olSl_^U i-JiJj-.\ J^Vl Udi jjjj 

1JL,J S^US oU-vstj-o Jjl J-ju J^3\ (IEEE 802.11) oliw'lj^ 2jVj Jlj-J. (jJUl 

*-;>)-£ (c-*-C- LjJJ-LS C~-^>- /j-« 4j<^slal*l Lgjljjj OilS 4jl-b t_jlSj .olSwLil /^ f~J^^ 

^j^jJ <3UaJ ij ,_)-«-*-> c-ils l^Jl L«o .<UliJI ,j 4,/7.i jj^Li z jjlj>tij /«_b i oUJull 

»J_a (J^lJ j .4_JLaJL5l <Lj ull i_4jIj^JIj i iwijjj fSvjllI Sj^s>-I iCom At* i 4^^«j (JUaJI 
/«_aV ( u2_j>tLo ( 1 ) /«— Sj JjJ_j>- ,jj .<L_^Lii!l ols_v?l^il jjJ_vS ,Jlj— > l — 'J-r"-" 

: If- j— i <iS VI oLL^I »ll ^2j I ■/?■>■ 



ij i ii i a SjJb LJLdjJLtXI ^>l 



.i^JLo^t Ol^LiJJ V ^' Oli-^tjil *j»S! 4JjLio .(1) Jij Jj.br 







JjlkJl 






k-»j-*ll 


Utjil 


aj 


OUUl 


Si-^ljll ^i 
A~*>LaJl 


J ^^J « . 


CjI «..lat!l j<jiwLJ • 








^,5 j< .'.II 


J* ^V"J (7^ L^ 1 








^L-iJJ jli JUUj 


j Lo i 4_* mJ I Sww S 








bj_t /r*-^ aSL—IJI 


Utl ,njU t -jl S..L" 








il Z j «^_ Si 


ol aLS IoJ *iil 








^Lo AJjlio J^>-wL!I 


3 j a-^2J\j Oiylll 










4 — >^j — ii . 
j*.u dj 


i -,_5 


u J _L54 

a\JUjI/4^2J 


IEEE 802.11a 


iS^_-iJI J^-b Ja_is 


o-* <_?W a ^'jj^' 








(1 ) a = SJl^^JI 


t_£^>-Vl oli*sl^il 








J^xJI ».Ut.„" V • 










4_isljJ,l 3j_j^-Vl *-« 










4__^LJL!I AjL^jI J,l «» 










IEEE 802.11b 











.ij\^_ikii (jul_Ls (j *A*jclJ (j\iS\-— iJI f-\~^oj\ (j j»5^>tij ijl LjJlc- ijLs i L«^Jlj>-j^ Jj-lJju 
*I_JL>I J_Lt ^j>-bdl aJj J. I ojIj Ljj 7-j^_wJ.I olj— Lill jj_t __S l_«J6 aJLs ,_jj3-l 5jL-ju 

.olS~JuJI 
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J^ ^ 1* 

^L^ ^Jl oU.Ja.-J I 

3 «-. S J Qj AX. ujj 

4 o^J. iCX\ Jajl "M-^ 

Oj ^aJl Ol alo 

J>-LudJ L^y- . 

IEEE 802.11a 



J" 



^L$- 



■ J — i^ 3 *Sl_ 



JU1 



»L_£Jl jLi ^jJLJLj 



4_^UJI ii sljiL 

IEEE 802.11a 
Jl_i 14 i,_J . 



iSL 



Jjlj S-b 

LSJl^VJI 



.2.4 
Jo* 



d> a JLo 1 1 

ijljjl/d^aj 



IEEE 802.11b 



4— ^LJLlI AjL^l^il run 
IEEE 802.11a 



J ^t£J— 

'J -& '^ 



JA\ 



»L_£Jl OL* (JLJL.J 
bJ-s- /r^4 i5L_dJI 



_>j ULo u 92* 



4_^UJI ii *ljiL 

IEEE 802.11a 

;L_j 14 J,_; . 



iSL_ 



JJIj *-b 

iiJi^l 



.2.4 



0j-J^54 



IEEE 802.1 1e 
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.IEEE 802. 1 lg J\ IEEE 802. 1 la i^UJI olL^UU 
dijjj .L^l*^ ^^ <i-U-J^ < iLw^ 4 c $LLo'AJi iJ-sil aSL>l!1 oUjSL« 01 US' 

4 o!j""a oIcls ls-*^- *-^Jr^l oLs^J aSUJuJI ^J J »>-Jl!1 4 lg Si J_ui J (3 

.1 g ...at "jS- 4JJjw 

j_j: Lo j-&j < (SSID) : /«-^L; IjLs^xi-l tijju ^JJt < (Service Set Identifier) : /«-^L> 
aSL-^JI L^ifr J_<uc_^ ^j^Ji sl_uJI L$JI jL_iI( oL-ajJI c£j-^ ^— *^ (5 

^SLc aJLc <_jLwj JsLiJ aj IJla j^jLIxJI *UaJ ^S3 j < (WEP) : /«— U (jUa^>-1 <-9>*2 

.AjSJl-^UI aSLJuJI JoJl^jj i l,J}U>- jj-o iliJl j«j>-L^<JJ 



i-La j i L^^XJ i^^t-vaJI iij^iaJij < olSLJLil J-**- "4^5^ 4-dL> J cr'- > ' <*t^ ^J^i 

jj^l^j t _ s ^J( 4_^ljjJ( L^JuJi ^jxJI ^U^-l jr° ^15 jls ^IjJiiJI oliJL>ixJI k_j^=j 
jjajujjJo L*S" .oL^J c^->>^aj ^LSJl^^UI 1$jISL_j. jL. ojUl^jjixJI I— gJI 
4_>LJ-I t_£jiwi jl Lol i : 5JL^'Ail olSL-iJi ^0 /50 j /40 (jruU jl J\ ol^JuxJt 

. '(J^ 3 ^' ur^ *jL«^-I j-o f-jj (_$l 1§J A>-jj V 4Jl jl < t_i~>w? 1§J 

k_wva^ j-£ \j~£ jU 1 IgJuLUj ij^LLo^UI olSLiJI ^~~£j> ^j4^ "~-~ r~i (6 

i obja-bu.' /y=u <U2lS AjjJ /«_jJ ,j-~J /ri-^' ( ji^»«-«< jrl /y 1 («-* OlSwJUJl oJ_& LiJL> j 

olSL_JL!i j 2 >j~-£ a_juI olwJu jj_$j~i -K^px-^p ASLAj — iSL ^Jl \»Lj 4_a.U.dl 

br (J ~JJ jjj iJL^Vl (SSID) UJ iiy dUJ 4_li*l ^j .Uj^lSI ^dl ii^Lo^Ji 
dUi V sLiil c^JlS" til j .iilL^I iSLJuJI J ±i^_^Vl ^Uil ^-U- J^_^_ 

/j_al J 4_JUj /j_C- 4Jj |_^Jki 4_J>-( («-*-£- Jj-5 <uSj_^oV OlX^Ji k^oi jj_«]a ail j» *Sj 

*Vl aSLa!Lj 4-Wjjj^ ~*SS-J%\ a5L-SJ1 cJli" til ljk>- JLil j-oVl dj&j .oUijlxii 



Informit.com, March 2005 ( 1 ) 



/>_Ju 4_JLc- J4— ««j l* 1 L^jIjIJ^-L) C~jJI j lgj*ij>i /j>i LaJi>-l ^aitJo ^1 jl^L 4J| ^1 

(Denial of Service) 4_*Jii-1 J-^=j^ t}\ ^-^J^' oUu^JJ I g •pjH ^j4-^ (o 

(Jus -(«-^~rf oL*jA*ll JjLj j^^Jl^ jjjjU j^ iUSLL^^UI aSLajI s-Lac-I Jj^ ^JJt 



. LgJLC -a>-jj lojJuiu <uj^>U1 j^s-Vt >s^! 

(j «jJ_^2j (jJUl j]jS.All j-ij^Jt j- r>2004 j»ltf- ijit^J J tlj>- 11 Usj (i__> 

oLsj^JI «_« 4£"jLL« — JjVl j-^jil ^Ij-^ 4_«Jti-t J-^ aj ^ oLu>tA jls 1 ^IjJlAJI 

jl (s-l-C- J-Hj (JL* J ' 4-Sj^> t5"' L " jLr^* ' f 4 -?^*- k ^~" (V — AlwwJI pw^oljJI (»(juk^oL; 
3 4_J^jJ( iJJ^-Vl j Jji-jJi ikij (jru JUajVl ( j-^Ij s-bjl 4J| Ljw j* jij i SSL^J! 



k_JJaj 4jL^oj 1 ■/? ■ ' 1 1 ilXij [[*■£ J ' 4JUL>-I (J i>-Jj( AJaJL! 4jajfc Aa^- SjJ \a Owio 
JJaju j 4SL_JL!t (U^- , ^ iJLfts j 1 JUajjt *-LgJ| iSLjuJl; ikjAl 2j4>-V( f>^>- ,V» 

4_v?l>- 2j_£>-1 Jj_>-jJ 1 . Iji 1 ... (?•>- AS^-^J C ./?""U &^>j£- LgJli 1 ^~^Ja UJw 94SJ I 
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